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Introduction

Moxa'’s ioLogik W5300 series of programmable remote 1/0 solutions are stand-alone devices with full cellular
communications designed for remote monitoring applications. Using Moxa’s patented Active OPC Server with
push communications technology, ioLogik W5300 economically solve the problem with identification and
addressing that remote, private networks carried over cellular communications typically have with dynamic IP
addresses.

NOTE

Throughout this user's manual, we use ioLogik W5300 to refer to one of any of the product models in the
ioLogik W5300 series.

The following topics are covered in this chapter:

O Architecture

» Using Active OPC Server to Resolve Dynamic IP Addresses
» Resolving Dynamic/Private IP Issues with DDNS
Overview

Product Features

Appearance

Package Checklist

Product Selection Guide

Qaoaaaaq

Product Specifications

» Common Specifications

» ioLogik W5312/W5312-T Specifications

» ioLogik W5340/W5340-T/W5340-HSPA/W5340-HSPA-T




ioLogik W5300 Introduction

Architecture

Cellular networks usually run in a dynamic IP environment with private IP addresses assigned by the cellular
service provider. To allow private networks to get around the connectivity issues raised by edge devices
configured with dynamically assigned private IP addresses, typically operators purchase high-cost static IP
addresses for each device, with IPs provided by a DDNS or VPN service purchased from an MVNO (Mobile
Virtual Network Operator). Even with DDNS technology, SCADA systems need to assign resources to manage
the DDNS servers. As an alternative, Moxa’s Cellular remote 1/0 devices use Moxa'’s proprietary “push”
technology, called Active OPC Server. With Moxa’s powerful Active OPC Server support, communications
efficiency between ioLogik W5300 devices and the central SCADA are substantially improved. Moxa’s Active
OPC Server’s non-polling communications architecture supports the standard OPC protocol, but instead of
requiring the SCADA to poll edge devices it allows edge devices to actively push communications to the central
HMI/SCADA system, empowering the network with real time 1/0 updates while substantially cutting network
overhead.

Active OPC Server

with Fixed IP
Internet
RS GPRS/EDGE/3G/
0 HSPA
NS
N Network

N~

Actively Registering with an Active OPC Server

Unlike the requirements of a traditional OPC server (where remote 1/0 devices must use a static IP so they may
be successfully polled), Active OPC Server and ioLogik products allow engineers the flexibility of configuring
edge devices with dynamic IP addresses. Even when using DHCP addressing, ioLogik devices can push
messages back to the OPC server, allowing wide area 1/0 networks using dynamic IP cellular accounts. Using
traditional polling OPC applications, 1/0 devices cannot make use of this approach.

Using Active OPC Server to Resolve Dynamic IP Addresses

With its push communications capabilities, Active OPC Server can be configured to become a cellular gateway
that enables direct communications from the edge back to the core. By configuring the Active OPC Server with
a static address, remote 1/0 devices may push their IP addresses back to the OPC server and thus register with
the SCADA over a cellular network. In this way, edge devices can communicate their new IP address directly,
easily sidestepping dynamic IP addressing issues. The topology is illustrated below:

A Connection is established

Active OPC Server
with a Static IP

Internet ((

:§§

Cellular
Network

ioLogik W5300 series

e

@ ioLogik W5300 registers with the OPC Server
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ioLogik W5300 Introduction

Each time it reassocaites with a cellular network, an edge device will most likely receive a new IP address from
the carrier. Each time it reassociates, regardless of whether the ioLogik device uses a public IP or private IP, it
will automatically register with the Active OPC Server (which has a static IP address). After registering, the
entire network can be managed by one centralized AOPC server. Thereafter, all I/0 data can be read or written
via one powerful cellular device gateway.

The ioLogik W5300 allows you to use a variety of methods to connect with your application software, including
Modbus, OPC client/server, and SNMP. You can also configure AOPC server to send alarms by TCP/UDP, SMS,
and email. For example, if you are using a SCADA application to monitor your system, you can use the OPC
client/server architecture.

mer Program m&gm' SNMP Server (Static IP)

SCADA Software
Modbus/TCP OPC Client

AOPC Server wi Static IP

Serial
Tunnel SMNMP
To
Tra
Static 1P - P
host 2

Gateway

ioLogik with Dynamic IP or Static IP

Active OPC Server and ioLogik W5300 series products also automatically generate tags, to eliminate the
headache of specifying individual IP addresses, 1/0 channels, and data formats one by one, or of editing and
importing configuration text files. Instead, Active OPC Server automatically creates the tags for a target ioLogik.
All you need to do is select the channels to be updated from the Active OPC Server. Generally speaking, tag
generation is 50 times faster on Active OPC Server compared to a traditional OPC server, making extra training
for installation and configuration of the OPC no longer a requirement.

The traditional polling architecture occupies more network bandwidth, which results in longer response times.
In comparison, cellular-enabled ioLogik units use push communications, and can report active messages
when predefined events occur. This event-driven logic successfully speeds up 1/0 response times, allows for
more precise 1/0 access, and relieves network bandwidth and CPU loading burdens.

Resolving Dynamic/Private IP Issues with DDNS

In addition to using Active OPC Server to register an ioLogik W5300 with SCADA over a dynamic IP cellular
connection, you may also use DDNS to configure the device with a unique URL. The ioLogik W5300 can be
configured to register a DNS hostname (i.e. — URL) with DDNS, and thereby convert a dynamic IP to a
publicized address. In this way, centralized control software will be able to connect to the remote ioLogik
W5300 without requiring a fixed IP or VPN service from a network provider.

NOTE

Device features are dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, and V1.5 or above for the ioLogik W5340 series.

1-3




ioLogik W5300 Introduction

Overview

The ioLogik W5300 combines a cellular modem, a data logger, and a remote 1/0 device into one compact
box, dramatically reducing the amount of effort required to integrate devices from multiple vendors. The
cellular interface supports tri-band HSPA/UMTS and quad-band GSM/GPRS/EDGE frequencies, offering a full
spectrum of 3G mobile communication services. The cellular remote 1/0 unit provides 1/0 and serial data
logging onto an SD card that can support up to 32 GB of storage space. Multiple options are available to
remotely retrieve data logs, such as FTP, e-mail, and Moxa’s DA-Center™. In addition, this cellular remote 1/0
unit is a programmable device that supports Click&Go™ control logic for constructing customized control
systems. The ioLogik W5300 is a rugged device with tolerance for a wide range of temperatures, well suited for
hard-to-wire remote monitoring and alarm applications such at unmanned sites like riversides and pipelines.

with o
Cellular Communication
with .
Front-end Intelligence
D
H : with .
z - Front-end Data Logging
E =
i with )
o v = Serial Tunnel

Product Features

= Trouble-free connections to cellular networks

= Automatic data update from SD cards following network failure
= Front-end intelligence for event handling

= Intelligent SMS alarms and SMS commands

= Friendly serial device connectivity

= Network redundancy

= WAN-to-LAN extension with port forwarding

= Secure wake on call

= 1/0 expansion capability

Appearance

Antenna Connector SD Card Slot b .
I . ~ . ower Input
\L\, SIM Card Slot .
T

Signal LEDs T~ @

Signa S ~— ____ ©
- —7 T ® v o

2
) 6 0 o c ofe o o

LED Indicators| 00 B - o770 | I

_’00 °@° ° ° o ° ° o @

Grounding Pomnt

=’

VO Termual| Reset Button

SO

RJ-45 Ethernet Console Port
RS-232/422/485 Serial Port

NOTE

The reset button restarts the server and resets all settings to factory defaults. Use a pointed object such as
a straightened paper clip to hold the reset button down for 5 sec. The RDY LED will turn red as you are holding
the reset button down. The factory defaults will be loaded once the RDY LED turns green again. You can then
release the reset button.

1-4
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LED Indicators

Function Description Mark
Power Input OFF: No Power PWR
Green: Power On
Connection Status OFF: Disconnected or in “On Demand” Mode GPRS or LINK

Amber: Connected and “Always ON”

Blinking: Connected with Active OPC Server

System Status Green: System Ready READY
Ready LED is blinking and Fault LED is not lit: Click&Go is
running
Ready LED is blinking and Fault LED is blinking: Safe Mode
Communication Activity | OFF: No communication DATA
(ioLogik W5312, Green: Cellular modular sending/receiving serial TX/RX
ioLogik W5340 only) command signal
System Fault Status RED: 1/0 out of work FAULT

OFF: Function Normal
Blinking: Safe Mode

Signal Status OFF: No signal, or No SIM Card SIGNAL
1 Green LED: Weak or insufficient (SMS only)

2 Green LEDs: Average (good for cellular connections)

3 Green LEDs: Excellent Signal

Physical Dimensions (unit = mm)

o

46.8

o
o o
o
L1
105
o
o o
o
BEREERS] o\(=)jo G

o o o o
o o
o o o o
° o
o o o o
°c© © °
o o o o
[ o °

D |
— W ] w
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ioLogik W5300 Introduction

Package Checklist

The ioLogik W5300 is shipped with the following items:

Standard Accessories

« ioLogik W5300

= 3-pin screw terminal block x 1 (for power input)
e 12-pin screw terminal blocks x 2 (for 1/0)

= 5-pin screw terminal block x 1 (for RS-485)

= Antenna

NOTE: Notify your sales representative if any of the above items are missing or damaged.

Product Selection Guide

The cellular-ennabled ioLogik W5300 series of remote 1/0 units includes the ioLogik W5312, ioLogik W5340,
and ioLogik W5340-HSPA. Their respective features are broken down in the following table:

e Operating 1/0 Combination Serial Ethernet Data OPC
ode
Temp. Al | DI |DO| DIO |Re|ay Ports Ports Logger Server

W5300 Series Common Specification
w5312 -10to55°C | O | 8 | 8 4
w5340 -10to55°C | 4 | 0O | O 8 2

Yes, with an
W5340-HSPA -10to55°C | 4 | O | O 8 2 |1, RS-232/

1, RJ45 additional Yes

W5312-T -30to70°C | O | 8 | 8 4 0 |422/485

SD card
W5340-T -30to70°C | 4 | O | O 8 2
W5340-HSPA-T -20to70°C | 4 | O | O 8 2

Note: Click on a model name to see specifications relevant to that particular model.

Product Specifications

Common Specifications

Computer

CPU: ARM9 based CPU, 32-bit/160 MHz
SDRAM/Flash:

= ioLogik W5312: 4 MB

= ioLogik W5340: 2 MB

Storage
Expansion Slot: Up to 32 GB SD™ memory card (SD 2.0 compatible)
Note: For units operating in extreme temperatures, industrial grade, wide-temperature SD cards are required.

Cellular

Network:

ioLogik W5312/W5340: Quad-band GSM/GPRS/EDGE 850/900/1800/1900 MHz
ioLogik W5340-HSPA: Five band UMTS/HSPA+ 800/850/AWS/1900/2100 MHz

1-6
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Internet:

HSPA+:

* Up to 5.76 Mbps upload speed.

« Up to 14.4 Mbps download speed.
UMTS:

= Up to 384k bps upload/download speed.
GPRS/EDGE:

« Multi-slot class: Class 12

« Coding schemes: CS1 to CS4

= Terminal device class: Class B
SMS: Point-to-Point Text/PDU mode
SIM Control Voltage: 3V / 1.8V

LAN

Ethernet: 1 x 10/100 Mbps, RJ45

Protection: 1.5 kV magnetic isolation

Protocols: Modbus/TCP, TCP/IP, UDP, DHCP, Bootp, SNMP, SNTP

Serial Communication

Interface: 1 x RS-232/422/485, software selectable

(9-pin D-Sub male, or 5-contact terminal block)

Baudrate: 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 bps

Power Requirements
Power Input: 24 VDC nominal, 12 to 36 VDC

Physical Characteristics

Dimensions: 46.8 x 135 x 105 mm (1.84 x 5.31 x 4.13 in)
Weight: 495 g

Mounting: DIN-rail (standard), wall (optional)

Environmental Limits

Operating Temperature:

Standard Models: -10 to 55°C (14 to 131°F)

Wide Temp. Models: -30 to 70°C (-22 to 158°F)

Storage Temperature: -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity: 5 to 95% (non-condensing)

Altitude: Up to 2000 m

Note: Please contact Moxa if you require products guaranteed to function properly at higher altitudes.
Standards and Certifications

Safety: UL 508, EN 60950-1, NCC

EMI: EN 55032; EN 61000-3-2; EN 61000-3-3;

FCC Part 15, Subpart B, Class A

EMS: EN 55024, EN 61000-4-2, EN 61000-4-3,

EN 61000-4-4, EN 61000-4-5, EN 61000-4-6,

EN 61000-4-8, EN 61000-4-11, EN 61000-6-2

Shock: IEC 60068-2-27

Freefall: IEC 60068-2-32

Vibration: IEC 60068-2-6

Green Product: RoHS, CRoHS, WEEE

Note: Please check Moxa’s website for the most up-to-date certification status.

Warranty

Warranty Period:

« joLogik W5312: 5 years

« ioLogik W5340/W5340-HSPA: 2 years™

*Because of the limited lifetime of power relays, products that use that component are covered by
a 2-year warranty.

Details: See www.moxa.com/warranty
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ioLogik W5312/W5312-T Specifications

Inputs and Outputs

Digital Inputs: 8 channels

Digital Outputs: 8 channels

Configurable DIOs: 4 channels

Isolation: 3K VDC or 2K Vrms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
1/0 Mode: DI or Event Counter

Dry Contact:

« On: short to GND

* Off: open

Wet Contact (DI to GND):

= On: O0to 3VDC

= Off: 10 to 30 VDC

Common Type: 6 points per COM

Counter Frequency: 900 Hz, power off storage
Digital Filtering Time Interval: Software selectable

Digital Output

Type: Sink

1/0 Mode: DO or Pulse Output

Pulse Output Frequency: 1 kHz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)

Current Rating: 200 mA per channel

DI10O Output Leakage Current: 3.6 mA @ 24 VDC

Power Requirements
Power Consumption:

« Always on: 156 mA @ 24 VDC
= On demand: 138 mA @ 24 VDC

MTBF (mean time between failure)
Time: 407,406 hrs
Database: Telcordia (Bellcore)

ioLogik W5340/W5340-T/W5340-HSPA/W5340-HSPA-T

Inputs and Outputs
Analog Inputs: 4 channels
Configurable DIOs: 8 channels
Relay Outputs: 2 channels
Isolation: 3K VDC or 2K Vrms

Analog Input

Type: Differential input

Resolution: 16 bits

1/0 Mode: Voltage / Current

Input Range: O to 10 V, =10 V, £5V, 0 to 20 mA, 4 to 20 mA
Accuracy:

* +0.1% FSR @ 25°C

* +0.3% FSR @ -30 and 70°C
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Sampling Rate: « All channels: 25 samples/sec

« Per channel: 6.25 samples/sec

= Only one channel enabled: 100 samples/sec

Input Impedance: 200K ohms (min.)

Built-in Resistor for Current Input: 102 ohms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
1/0 Mode: DI or Event Counter

Dry Contact:

« On: short to GND

* Off: open

Wet Contact (DI to GND):

= On: O0to 3VDC

= Off: 10 to 30 VDC

Common Type: 4 points per COM

Counter Frequency: 900 Hz, power off storage

Digital Filtering Time Interval: Software selectable/Programmable

Digital Output

Type: Sink

1/0 Mode: DO or Pulse Output

Pulse Output Frequency: 1 kHz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)

Current Rating: 200 mA per channel

D10 Output Leakage Current: 3.6 mA @ 24 VDC

Relay Output

Type: Form A (N.O.) power relay

Contact Current Rating:

* Resistive Load: 1 A @ 30 VDC, 250 VAC, 110 VAC

Initial Insulation Resistance: 1000 m ohms (min.) @ 500 VDC
Mechanical endurance: 5,000,000 operations

Electrical endurance: 600,000 operations @ 1 A resistive load
Contact Resistance: 100 m ohms (max.)

Pulse Output: 0.3 Hz at rated load

Power Requirements

Power Consumption:

ioLogik W5340:

« Always on: 195 mA @ 24 VDC

« On demand: 178 mA @ 24 VDC
ioLogik W5340-HSPA:

« Always on: 196 mA @ 24 VDC

= On demand: 189 mA @ 24 VDC
MTBF (mean time between failure)
Time:

ioLogik W5340: 196,561 hrs
ioLogik W5340-HSPA: 280,739 hrs
Database: Telcordia (Bellcore)
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Getting Started

This chapter describes how to install the ioLogik W5300.

The following topics are covered in this chapter:

a
a

a

Before Testing

Installing the ioAdmin Utility

Laboratory Testing

» Grounding the Unit

» Connecting to a Power Source

Connecting to ioAdmin via Ethernet

» Configuring the Computer’s IP Address

» Activating ioAdmin and connecting to the ioLogik
Configuring Digital 1/0 Channels

Connecting 1/0 Devices

Testing 1/0 Devices

DIN Rail / Wall Mounting

Installing/Removing SIM and SD Cards
Connecting the ioLogik W5300 to a Cellular Network

YV V. V V V VY

Installing AOPC on a Host with a Static IP Address
Import/Export a Configuration File

» Using ioAdmin to Import/Export a Device Configuration
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Before Testing

Prepare the following items before testing the ioLogik W5300.

1. Set up the Active OPC server environment, including network settings.
2. Install ioAdmin on the same PC serving Active OPC.

Installing the ioAdmin Utility

ioAdmin is a Windows utility provided for the configuration and management of the ioLogik W5300. ioAdmin
can be used from anywhere on the network to monitor and configure the ioLogik W5300.

ioAdmin can be downloaded from Moxa’s website.

1. Installing ioAdmin from website:
a. First click on the following link to access the website’s search utility:
http://www.moxa.com/support/search.aspx?type=soft

b. When the web page opens, enter the model name of your product in the search box.
c. Click the model name and navigate to the product page, and then click on Utilities, located in the box
titled Software.
d. Download and then unzip the file. Run SETUP.EXE from that location.
The installation program will guide you through the installation process and install the software.
2. Open ioAdmin: After installation is finished, run ioAdmin from the Windows Start menu: Start 2>
Program Files > MOXA 2 10 Server 2> Utility & ioAdmin.

M OXA Products & Solutions Industries  Support & Downloads  Where to Buy

Home > Support > ioLogik W5340

loLogik W5340

Documentation Other
» Datasheets = = Product Page

* Manuals « Libraries

macka;es

Utilities for ioLogik W5340
Operating system | Please Select v

Active OPC Server
Version 2.4. Released Feb 12, 2014
Details and release notes

> Download 11.39 MB

ioAdmin Configuration Utility for ioLogik I/O Server Series
Version 3.16. Released Feb 12, 2014

Details and release notes

©

= Download 10.1 MB
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Laboratory Testing

Grounding the Unit

The ioLogik is equipped with one grounding point located on the top of the device next to the Power Input
Terminal Block. To provide better stability for both power and signal transmission, we recommend wiring the
grounding point to a suitable grounded contact, such as the power supply or a cabinet enclosure.

OYa ® |
o= o=
] s .
§ =y
= g
{ |’.':§.\'| (e
\®)
e 3_
= Grounding Point fxfa\}
\ © ©
Ny
WARNING

A\

This equipment is intended to be used in Restricted Access Locations. External metal parts are
hot! Before touching it, special attention or protection is necessary.

Connecting to a Power Source

Connect the 12 to 36 VDC power line to the ioLogik’s Power Input Terminal Block. If power is properly supplied,
the PWR LED will glow a steady GREEN color; the READY LED will glow a steady GREEN when the system is
ready.

ATTENTION

A\

Determine the maximum possible current for each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size. If the current exceeds the maximum rating, the
wiring could overheat, causing serious damage to your equipment. For safety reasons, we recommend an
average cable size of 22 AWG. However, depending on the current load, you may want to adjust your cable size
(the maximum wire size for power connectors is 2 mm).

Connecting to ioAdmin via Ethernet

Configuring the Computer’s IP Address

1. For initial configuration, we recommend using a direct connection through the RJ45 Ethernet
console port to a host computer, rather than remotely over the cellular network. Connect the ioLogik to
the host PC with an Ethernet cable.

2. Set the host PC’s IP address to 192.168.127.XXX. (where XXX can range from 001 to 253). In

Windows, you can adjust this setting through the Control Panel=>Network and Internet. The default
ioLogik device settings are:

Default IP Address

Default Netmask

Default Gateway

192.168.127.254

255.255.255.0

None
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1. Local Area Connection Properties

General | Advanced |

1
T N Internet Protocol (TCP/IP) Properties I

[ Broade  Geneca |
You can get IP settings assigned 2
thes capability.

the appeopriste IP settings.

" Obtain an IP address automatically

. Otherwsse, you need to ask your network administiator for

20

2%

if your network supports

— (% se the fobowing IP address:

- IP addiess: |192.1BB.12?.2i]]
: Subret mask: l2‘.35.255.255.ll
i~ Description -
Transmissio Default gateway: |
wide alean

Example IP: 192.168.127.200

Activating ioAdmin and connecting to the ioLogik

1. To open ioAdmin, click the Start meny, then Program Files> MOXA-> 10 Server-> Utility> ioAdmin.
2. When ioAdmin is started, it will automatically run the a search program to find all ioLogik devices on the

network to which you are connected. You may also click System on the menu bar, then select Auto Scan

ioLogik device. A dialog will appear. Click Start Search. Once the ioLogik has been detected, modify the

settings as needed for your network environment, and then restart the device.

—Select auta search tupe

/O Status Refresh Rate
TCP Socket Timeout Interval

rfiguration |, Server Irio. | |
COM Port Setting |

Active Message Listen Port

Reset NA4D10 Network Adapter IP

4’ >5tartSearc:h |

L Port Settings | l-'L Exit |

—
Ethernet Remate /0 and Active OPC server
[ Serial Remate 1/0

1| Search arange of addresses
Start IP Addhess: [192168.1.20 ® End P Address: [192.168.1.24

Network Mask: |25 265 256.0

Search all support model:
E2210(T] [#] E2212(T)
Nada10 Wwa340
4-0PC

E2214(T) E2240(T) [Z]E2242(T) [7]E2260T) [¥] E2262(T)
WEI4O-HSDPA[T] WEIMDHSPA(T) w5312

NOTE

The best approach to setting up a previously configured ioLogik is to first reset it to the factory default using
the reset button (see Chapter 1 for details). You can then use ioAdmin to configure the ioLogik.

3. If the host computer has multiple interfaces, be sure to select the correct one before searching.

S —— . ot ik e T [ e

[
TCP Socket Timeout Interval
COM Port Setting
Active Message Listen Port

Reset NA4010 Network Adapter IP

Metwork Interface

|InteI[F| 825791k Gigabit Metwork. Connection

Intel[R] 82579LM Gigabit Metwork Connection
Intel(R] CentrinolR] Advanced-H 6205

o OK | X Cancel |
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NOTE If multiple ioLogik W5300 units with the same default IP address are installed on the same network, to avoid
IP conflicts you will need to first assign a different IP address to each unit. ioAdmin automatically detects IP
conflicts and gives you a chance to modify each unit’'s IP address in the IP Address column. Click the Set
button to reboot the corresponding unit with its new IP address. Click the Re-Search button to check if the
setting has been successful by refreshing the list of units found by ioAdmin.

WARNING:
IP address conflict detected, modify them to different address before proceeding.
# | 1/0 Server | IF Address | MAC Address | Descriptic
1 WE340 92.168.127.25 Set I 00-90-E2-0D-0E-23 Active GPRS 1/0 Server (44
2 WE340 192.168.127.254 00-90-E2-0D-0E-40 Active GPRS 1/0 Server (44
K1 2]
' HeSearh I XK Ignore these devices |

4. Login as administrator: For full access to all configuration options, log in as administrator from the
Server Settings panel. This is required whenever you start ioAdmin, or boot up or restart the ioLogik. When
you install the ioLogik for the first time, the password will be blank and you can simply click Login. If a
password has already been set, hold down the reset button to clear the password and load factory defaults.

/140 Configuration | (g Server Info. 1 Server Settings l = Message Monitor ]
Enter Pazzword : :
% Login | |I| |
b anagement Settings Time Settings

200 2Hylz  FHer FH
s B B B

[GHMT G reemaich Mean Time: Duk

E LB




ioLogik W5300

Getting Started

5. Monitoring and Testing 1/0 status: Once your unit has been found by ioAdmin, you can view the status
of all attached 1/0 on ioAdmin’s main screen.

| @

B Vv %

Sort by Active OPC

Sort by ioLogik Device Location

¢, Sort by ioLogik Device Type

Sort by ioLogik Device Connection

NOTE

File System St Help

| =& Host: 1921681271)

252 ioLogk
-8y <LAN:

Al + 8DIO + 2RELAY, GPRS)

. 140 Configuration |"’Sewer\n10 | (3 Server Seltings | = Message Monor |

ioAdmin supports four viewing options for the navigation panel. If you select Sort by Active OPC server, the
ioLogik W5300 will appear in the Active OPC server group. Alternately, the same device will be shown under
the LAN group if you connect to the W5300 with Ethernet cables, instead of over the cellular network.

=ar X

192.168.127.254

W0

ooosv Ml

0.006 ¥ [DOL05 DO

OFF

You can test each DO channel by opening the channel’s configuration window and selecting the Digital Output

Test tab.
DO Channel #4

DO Test Jop

T
e

Aliaz Mame

D0 Mode Pulze Output Mode————————————
Status : OM "width 1
OFF bwidth < 1

\/Test | Q-//) Start | %Stop |

Pulse Count: 0

After clicking the Test button, you can see how a channel’s status affects or is affected by the attached device.

For DO channels, you can set the on/off status to start and stop pulse output. For DI channels, you can monitor
the attached device’s on/off status, or monitor the counter.

You can now use ioAdmin to set up or configure your unit. Refer to Chapter 3 for additional information on using

ioAdmin.
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Configuring Digital 1/0 Channels

The ioLogik W5300 product family is equipped with different 1/0 types, including analog inputs, digital inputs,
digital outputs, relay outputs, and software configurable DIOs, offering great flexibility for connecting 1/0
devices such as software configurable DIO channels. Before you connect 1/0 devices and sensors, you should
configure the DIO channels as DI or DO. The W5340 for example comes with 4 DI channels and 4 DO channels.
However, the user has the option of redefining the function of these channels. Each DIO channel is configured
to act as either a DI or DO channel, according to the Power On Settings. To switch between DI and DO
channel operation, select the desired mode in the 1/0 Direction field under Power on Settings. After clicking
Apply, you will need to restart the ioLogik W5300 for the new setting to take effect.

—2. Power On Settings

I/0 Direction : (D0 7]
D0 status
— = Output Pulse: [ ] Start

Connecting 170 Devices

Unlike traditional Ethernet 1/0 products, the ioLogik W5300 can connect to analog sensors, dry contact, PNP,
and NPN sensors at the same time. The sensor type determines your wiring approach, as shown in the following
examples (this example shows the pin numbers for an ioLogik W5340 unit):

Analog Input

Voltage/Current Pin1 Pin13
Source
Al0- =
Al1- Al3-
Pin4d Pin16

Digital Input Dry Contact:

Pin5 Pin17

4@—mm_com DI_COM2
"/ Py Mmo_n DIO_4
« o l IZID'O-‘ DIO_S
./. I I EIDIO*Z DIC_6
‘/' Mmo_a pio_7

10 S

Pin10 Pin22

:
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Digital Input Wet Contact (Connect to NPN-type Sensor)

DI_COM2

12to 24V
NPN Output

MDU
I I Z IDI_5
I I Z IDI_7
I I Z IDIO_Z

Digital Input Wet Contact (Connect to PNP-type Sensor)

— DI_COM1

I I ZIDI
DI
12to 24V
T 3 mmm
I I 2 IDI

0
_1
2
'3
I I 2 IDIO 0
I I 2 IDIO 1

Digital Output (Sink Type)

12~24V

Pin 6 Pin18

Py Q- | - [

Pin10 Pin22

Relay Output

Pin24
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ATTENTION

When connecting the 1/0 device to the ioLogik’s dry contacts, we strongly recommend connecting DI.Com to
the power of the external sensor to avoid affecting other channels. DI.Com input power should be limited at 12

to 36 VDC.

o
DILCOM | S
3 3

[0 S—
5 o8
| =
GND g

ATTENTION

Sensor types are arranged in groups, with DIO-0 to DIO-3 forming one group and DIO-4 to DIO-7 forming
another group. If an NPN sensor is connected to DI-0, then only NPN sensors can be connected to the other DI
channels in that group (i.e., DIO-1, DIO-2, and DIO-3). Likewise, if a PNP sensor is connected to DIO-4, then
only PNP sensors can be connected to the other DI channels in that group (i.e., DIO-5, DIO-6, and DIO-7).

NOTE

A “load” in a circuit schematic is a component or portion of the circuit that consumes electric power. For the
diagrams shown in this document, “load” refers to the devices or systems connected to the remote 1/0 unit.

Testing 1/0 Devices

Power on the ioLogik W5300, try changing the 1/0 status, and then use ioAdmin to determine if the status has
changed under the 170 Configuration bar. (Refer to the figure below)

- " EhEellular Settings | & 1 Cellular Reconnection I EﬁNatwnrk Statistics | @Watchdﬂg I = Message Monitor
|/ 140 Configuration I [41/0 Expansions | [ Meter/Sensor I e Active Tags | ' ClicktGio Lagic I @ ServerInfo I [ Server Settings I &= Fimware Update

192.168.127.254

w30 |

[DIE01

(¥ Refiesh
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DIN Rail /7 Wall Mounting

The ioLogik W5300’s built-in mounting appendages are suitable for mounting on a flat wall or installing on a
DIN rail. Follow the instructions in the figures below to install the W5300 on a DIN rail.

STEP 2: The DIN rail ===
attachment unit will

STEP 1: Insert the top
of the DIN rail into the
slot.

snap into place as c
shown at right. {

Installing/Removing SIM and SD Cards

The ioLogik is equipped with two slots; one is for SIM cards and the other is for SD cards. The card reader slots
are protected inside the ioLogik device. You will need to unscrew and remove the card cover to install your SIM
and SD cards. When inserting an SD or SIM card, remember to keep the chipped side of the card facing down.

Follow these steps to remove or install a SIM or SD card:
1. Remove the screw holding the card cover in place.

o Soe’
(o] [o} o
O@O o o (o] o o o @

2. There are two different card slot types used on the ioLogik series of devices:
(a) On ioLogik W5312 and W5340 models, directly insert or remove the SIM/SD card into the respective slot
(b) On the ioLogik W5340-HSPA you must first depress the card-locking mechanism to eject the card. Use
a pointed instrument like a ball-point pen to depresss the small yellow button at the side of the card slot.
This ejects the card tray, from which you may then insert or remove a SIM card.

A\

ATTENTION

We strongly recommend using the following SD cards, which have been tested in our laboratory:

= Kingston SDHC 4/16/32 GB
= Transcend SDHC 4/8/32 GB
= Innodisk SD6 2/4/8 GB (These Innodisk SD cards are classified as wide-temperature products.)

The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, and V1.5 or above for the ioLogik W5340 series.
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The SIGNAL LEDs on the front panel provide a convenient way of checking if the SIM card is installed properly.
If the antenna is installed and the network is operating normally, then at least one of the three SIGNAL LEDs
should be illuminated at all times. If none of the LEDs are illuminated, then the SIM card may not be installed
properly. This is because the PIN code is stored on the SIM card; if the PIN code cannot be accessed, then the

modem will not be accessible over the network. If the LED is not illuminated, check the Error message shown
on the ioAdmin “cellular settings” panel.

/140 Corfiguration | 5140 Expansions | 5 Meter/Sensor Weoclive Tags
(@ &N Settings B Cellular Settings l T Cellular Reconnection ] L

Dial-up Setting Cellular Status

User Mame: Initialize 51M Card(IP:0.0.0.0]

Password: DNS IP:0.0.0.0

Sl PIN: Cellular Errar

" BPN:

SIM Card is not installed

Signal Strength

u RSSL39(Not detectatle] ) I I

Connecting the ioLogik W5300 to a Cellular Network

When the environment is ready, follow these steps to test the ioLogik W5300 (refer to the figure below).

Step 1: Connect directly from the PC to the W5300 and use ioAdmin to configure the W5300’s cellular settings.

Step 2: For the ioLogik W5300, enter the user name, password, SIM Pin, APN, and define the Active OPC
server IP on the cellular settings page. Make sure the Operation Mode is correctly selected.

Step 3: Remove the cable connecting the PC and ioLogik W5300, re-open ioAdmin, and then add the Active

OPC Server manually. The checkmarked PC will receive Internet access first.
Active OPC Server (Taipei, Taiwan)

Public & Static IP Address: 59.124.42.169

Domain Name: gprsio.moxa.com

Internet

Step 3:
e Remove the cable between
the laptop and GPRS I/0O

e Make sure the laptop is

Get GPRS I/0 status from Public IP for GPRS 1/0

ioAdmin through the Internet

connected to the Internet

i W5340
¢ Restart ioAdmin and add ﬂ];m configuration
Active OPC Server =8

manually

lolois

[2§e

Configure GPRs oy, ——
3 Etherney cable e Check the username,
— LAN Port password, SIM pin, and APN
e Connect the laptop directly to the W5340 * Establish GPRS communication
e Use ioAdmin to configure the GPRS settings * GPRS 1/0 gets private or public

IP from the carrier
¢ Define Active OPC Server’s IP on

the GPRS configuration page
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Detailed instructions:

Power off the ioLogik W5300.

Insert a SIM card that can connect to the cellular network.

Connect to ioAdmin via the Ethernet port of the ioLogik.

Power on the ioLogik and start ioAdmin.

After connecting ioAdmin and the ioLogik W5300, log in with the administrator password.

To set up your cellular connection, click the Cellular Settings tab and enter your User name, Password,
SIM pin code, and APN of your Cellular Provider (contact your local Cellular Service Provider for assistance)
than click Update. When you click Update, the system will prompt you to restart to activate the new

o0 hrwNhe

settings.
70 Corfgurston, 1) Emancna § Mutee S ovricn - Actren Tage o Chekdlo Loge i Serve Inka &' Servm Selingn s
(¢ A Setrs 7 CobdsPecorpecton b Nttt @ Wachis  Messon Mork vt
Do Seitrg
User Hasne i
Celluls Mode{IP 100 8458 94)
Pasywscnd
DNS IP:210.241.192.201
M PN
" APM Fheral Colidar Emvod
=Bend e = Mo E o
PPP Authertcgbon | o mode =
Sagnal Strergth
TOPAP Comgieison Enabls @ Disable
Link O Raco RSSIT l I
rik Ouality Regort Erable ® Dmable I'—
v

el W2

7. The Operation Mode must also be correctly selected for your application.
(Default Operation Mode: Cellular Always On)

8. After rebooting, the W5300 will try to connect to the Cellular network, with the connection status shown in
the Cellular Status column. If the connection is established, the IP address will appear in this column. If
the connection is not successful, you will receive an Error message. Additional details can be found in
Appendix F.

9. For testing, Once you have obtained the public IP address for the ioLogik W5300, try to PING from the DOS
shell (e.g., type C\:>ping 61.56.74.10). If the W5300 is using a private IP, you can skip this step.

NOTE Be sure to configure the LAN settings first to make sure the LAN IP Address is on the same subnet
as the PC running ioAdmin. Follow the instructions to restart the ioLogik and then proceed with the settings

on the Cellular Settings page.

NOTE Be sure to select the Cellular Setting > Operation Mode > Cellular Always ON when performing the

connection test.

Installing AOPC on a Host with a Static IP Address

Moxa’s Active OPC Server™ is an OPC software driver for an HMI or SCADA system. It seamlessly connects
Moxa'’s ioLogik products to a wide variety of SCADA systems, including the most popular: Wonderware, Citect,
and iFix. Active OPC Server™ conforms to the OPC Foundation’s DA 3.0 data access standard. Active OPC
server must use public, static IP address.

1. To install Active OPC Server, it can be downloaded from Moxa’s Website, and may be found from the

support page, www.moxa.com/support/. After downloading the AOPC software, unzip it and run setup.exe.
The installation program will guide you through the installation process and install the Active OPC Server

Utility.
For more details on AOPC installation and use, refer to the Active OPC User’s Manual.
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2. Start the ioAdmin utility and set up the Active OPC Server IP address on the Active Tags panel. ioAdmin
will prompt you to reboot the ioLogik W5300 after clicking the Update button. Click yes to restart the

ioLogik.
@ Server Info. I [ Server Settings I &= Fimware Update I (@ LAM Settings l B Cellular Settings
2 “Cellular Reconnection I hh MWetwork Statistics i @W’atchdng I = Meszage Monitor
;/ 1/0 Configuration I 54140 Expansions I 5 Meter/Sensor | = Active Tags | | (% Click&Go Logic
Enable Active OPC
Fedundancy Made (™) Changed while falled ) Spnchronicity @ Momal
IP &ddrl: 192168127123 1P Aaddr2: | 192.168.127.123 Port; 5300

Heartheat Interval | 5o [0 fior disable, or range 1-65535) 7 U

(B- Refresh l

3. Start Active OPC Server; a new ioLogik W5300 will be created.
4. In ioAdmin’s search menu, manually add the IP address for Active OPC Server. The ioLogik W5300 will

appear under Active OPC Server. The ioAdmin search menu is set by default to sort by Active OPC.

Fia  Spitem Sot  Hebp
B Mon- [122168.1271)
=% ]

| My e Setings | 7 Celis Recomection | B Netwosk Statishics | @waichdoy | = Messape Moritor
| [FWOEmmnsions | [§Meter/Seruor | e Active Tags JCiitGologe | (g Sevainia | [SevesSetings | g Famware Updte

5. You can now test and monitor I/0 status in ioAdmin.

NOTE In this scenario, Active OPC Server is acting as middleware between the central configuration/control software
and the ioLogik W5300 remote 1/0 unit served over a cellular interface. To minimize bandwidth usage, click the
Refresh button manually to retrieve the settings.
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Import/Export a Configuration File

Using ioAdmin to Import/Export a Device Configuration

To import or export a system configuration right click on the 1/0 model name and then selection Import
System Config or Export System Config. You must be logged in as an administrator to use this command.

Export System Config
Select this command to export the selected ioLogik’s configuration to a text file. We recommend using this
method to back up your configuration after you have finished configuring the ioLogik for your application.

E: moxa ioadmin
File  Spstem  Sort Help @ | ‘l’ &y

e ioLogik W5340
=-dR 192.168.127.254 anli
: Seftings
lismE Configuration l

Restart System

Reset to Default

4 Import System Config

< EE ey

ATTENTION

Since there are major functional differences between firmware versions, exporting the configuration file
requires a longer processing time. Adjust the TCP Socket Timeout Interval to 30 seconds when using
ioAdmin 3.10 or above, especially if earlier versions of ioAdmin have been installed and then removed.

Import System Config

Select this command to load a configuration for the selected ioLogik from a configuration text file. The new
configuration will not take effect until the ioLogik has been restarted. This command can be used to restore a
configuration after loading the factory defaults, or to duplicate a configuration to multiple ioLogik units.

ATTENTION
Since there are major function differences between firmware versions, the configuration file is not compatible
if using firmware V1.3 or above for the ioLogik W5312 series, and V1.5 or above for the ioLogik W5340 series.

The configuration file cannot be imported into firmware versions earlier than the above versions.
Be sure to check your firmware version carefully before importing/exporting and upgrading

firmware.
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3

The iIoAdmin Utility

In this chapter, we explain how to use ioAdmin to configure your ioLogik product.

The following topics are covered in this chapter:

O System Requirements O The Cellular Settings Panel
» Key Features » Dial-up Setting
0 Using the ioAdmin Utility » Caller IDs
» The ioAdmin Utility Window » Operation Mode
» i0Admin Menu Bar » DDNS Settings
» The Wiring Guide » VPN Settings Panel (ioLogik W5340-HSPA(-T)
» ioAdmin Quick-Link Buttons only)
3 ioAdmin Navigation Panel » VPN System Log Events and Error Codes
> Main Window » Cellular Reconnection
> Synchronization Rate Status Bar > Meter/Sensor
» ioAdmin Status Bar » Network Statistics
O ioAdmin Configuration Panels > Watchdog Panel
3 The Server Settings Panel » Click&Go Logic Panel
O The LAN Settings Panel
0O The I/0 Configuration Panel
» Configuring Al Channels
» Configuring Digital 1/0 Channels
» Configuring Digital Input Channels
» Configuring Digital Output / Relay Output
Channels
» Testing DI and DO Channels

O The 170 Expansion Panel

>

1/0 Expansion: Step-by-Step

O The Active Tags Panel

>

Active OPC: Redundancy Mode
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System Requirements

ioLogik W5300 remote 1/0 units can be managed and configured over either an Ethernet or cellular network
using ioAdmin, a Windows utility provided with your ioLogik. ioAdmin’s graphical user interface gives you easy
access to all status information and settings. ioAdmin can also be used to configure Click&Go rules to provide
front-end event handling capabilities.

Hardware Requirements

CPU Intel Pentium (Pentium 4 and above)
RAM 512 MB (1024 MB recommended)
Network Interface 10/100Mb Ethernet
Software Requirements
Operating System Microsoft Windows 2000, XP or later
Editor(Not necessary) Microsoft Office 2003 (Access 2003) or later
NOTE In this chapter, all of the descriptions are based on ioAdmin 3.10. The function, however, is dependent on the

firmware version. Use firmware version V1.3 or above for the ioLogik W5312 series, and V1.5 or above for the
ioLogik W5340 series.

Key Features

Remote Management

Over the Ethernet or Cellular network, ioAdmin allows users to:
= Search and configure multiple ioLogiks.

= Perform 1/0 status monitoring and control

= Use active message monitoring

= Use Click&Go local logic control configuration

= Use the firmware upgrade interface

= Restart the ioLogik

= Reset to factory defaults

On-line Wiring Guide

A wiring guide can be opened from within ioAdmin.

Configuration File

ioAdmin allows the entire configuration of the ioLogik W5300 series to be saved as a file. The file is viewable in
text format and serves three purposes:

= As a record or backup of your configuration.

= As a template for configuring other ioLogik W5300 units.

= As a quick reference guide for you to configure Modbus drivers in a SCADA system.

The file includes the following information:
« File title, Date, and Time

= Model Information

= System Configuration

= Modbus Address

Device Management List

ioAdmin can import and export a list of ioLogik devices that are being managed. This file can make it easier to
manage all devices on the network, and includes the following information:

= Device name

= Module

« IP address

e UnitID
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Using the ioAdmin Utility

The ioAdmin Utility Window

Below you see a screenshot of ioAdmin’s main window, with its main features highlighted. The window defaults
to the 1/0 Configuration Panel, which displays a figure of your unit and the status of its 1/0 channels. The
other tabs in the main window take you to device and network settings which become available once you log
into the ioLogik. Note that configuration options are not available until you log in as administrator.

File  System  Sort

& v 1oLogik W5340 (4A] + 8DIO + 2RELAY, GPRS)

=48 192188.127.254
=

Help

i@ LAN Setiings | Celular Settings | 7 Celllar Reconnection | i Network Statistes | @watchdog | = Message Moritor
e 1/ Configualion | (170 Evpansions: | EpMeter/sensor | e ctive Tage | % cickegio Logic @ SewverInfo. | server Settings | aEFimware Update
192.168.127.254

[DOL:00

[DO}04
" |mores
[DOL:06

e = = i OFF _—
[RLYL01 OFF o -
@Helveshl ‘
15340 /0 sync rate: 2/sec
9 Roady | 115200 Hone.8.1 | 0:00:08:38 FF 052223
1. Window title 3. Quick-link buttons 5. Main window 7. Status bar
2. Menu bar 4. Navigation panel 6. Sync. rate status

I0OAdmin Menu Bar

Menu Bar: File

Here you can save, import, or export a configuration file or lists of servers and devices. When importing or
exporting device lists you will be prompted for source and destination devices with a popup window. You may
click on the Folder icon to select the device you will be retrieving the list from,or key-in the file name to
save/import a specific file.

Select micro Controller to Import Select micro Controller to Export

Select Server List File ta Import :
|E YDiocuments and 5 ettingshStanlep_Liut S West <t =9

o Selectal X unSelect Al

-wh340 - 192.168.127 254
“ Select 4l x unSelect &l w340 - 192.168.19.190
'WwH340 - 192.168.19.241

T aterPlant_#1 - w5340 - 192.168.19.30 [ - w5340 - 192.168.19.45

20 -WwB340 - 192.168.127.254 g JASMIN_LIU - Active-OPC - 192 168.19.221

3:PumpingStation#t] - w5340 - 192.166.19.242 PumpingStation#1 - w5340 - 192.168.19.242
[0 4 - /5340 - 192.168.19.45 g Sw/-PUBLIC - Active-OPC - 1921681919
) & - w5340 - 192.168.19.241 ‘WaterPlant_#1 -WE340 - 192168.19.30

IE] E: - /5340 - 192.16819.1390
T:5%/-PUBLIC - Active-OFC - 1921681913
BJASMIN_LIL - Active-DPC - 19216819221

Select Server List File to Export :

| (=8

\/ ok x Cancel | l:l x Cancel

The file will have an .SLT extension and can be opened as a text file. The server list will provide the basic
information for each server, such as Device Name, Model, IP address, and Unit ID.
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Menu Bar: System

Several operations can be accessed from the System menu.

B o ki

File Sustern  Sort Help Q | %
EI@ F g2 Auto Scan ioLogik devices
25

Metwork Interface

I/O Status Refresh Rate

TCP Socket Timeout Interval
COM Port Setting

Active Message Listen Port

Reset MAL010 Network Adapter [P

T

Auto Scan ioLogik Devices searches the network for connected ioLogik devices. This is useful when
connecting a new device for the first time, or when recovering from a network failure.

gl || Ethernet Remote | /0 and Active OPC server > Start Search
P e === = = :

Metwork Interface

/O Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting

7] 5earch arange of addresses
nfiguration l‘&

Start IP Address: :792 168.1.20 | @ EndIP Address: [192.168.1.24

Active Message Listen Port

Reset NA4010 Network Adapter [P Metwork Mask: |255.295.255.0

‘g " [¥] Search all support models

WIE2210M) [FIE2212(T)  [VIE2214(T) [W]E2240(T) [W]E2242(T) [FIE2260(T) [¥]E2262(T)
[VINASDND  [VIwW5E30  [V]'WE340-HSDPA(T) V] WE340-HSPA(T] V] wE32
[7] 5-0PC

Auto-scan allows you to search according to Type, IP Range, or Model.

Type: Search for ioLogik remote 1/0 terminals by the type of connection, either Ethernet or Serial.

IP range: There are two ways to define a range of IPs to search: by entering a starting IP address and an
ending IP address in the appropriate boxes, or by using a netmask with a starting IP address.

Model: Search for selected models; click all that you are interested in finding.

Click Start Search to begin. Whenever a device is found, it will display in the lower portion of the window.

Network Interface: If the PC has multiple network adapters installed, this allows you to select which NIC the
device will connect over. The default network interface will be the same as the one set in Windows. If the
ioLogik device is not connected to the selected interface, the PC will not be able to detect it.

' MOXA ioAdmi
File ~ Swstern  Sort ~ Help : Q | Q
EI% n @2 Auto ScanioLogik devices

=5 Metwork Interface

& I/O Status Refresh Rate

TCP Socket Timeout Interval
COM Port Setting

Active Message Listen Port

Reset MA4010 Metwork Adapter [P
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1/0 Status Refresh Rate is used to adjust how often the ioLogik is polled for device status by the ioAdmin
utility. The current rate is displayed on the status bar at the bottom of the window.
Note: Higher sync rates result in higher loads on the network.

e OrE INLErT 3 o

/O Status Refresh Rate

COM Port Setting

Active Message Listen Port
Reset MA4010 Network Adapter [

TCP Socket Timeout Interval allows you to set a timeout period when attempting to establish a connection
over a TCP socket. If the ioLogik cannot connect to a server within the specified time period, it will automatically
release the modbus/TCP connection to free up the port for the next attempt. (Default: 30 seconds)

Fie System Sot  Help R =

| F]ﬂ #Q Auto Scan mL_og_lkd;wc_es
:'gl_ Metwork Interface

Active Message Listen Port
Reset NA4010 MNetwork Adapter IP

COM Port Setting is used to set the default serial communications parameters so the ioAdmin utility may
establish a Modbus connection. The fields are baud rate, data bits, stop bits, parity, and timeout interval.
For most applications, this will involve connecting to ioLogik R-series devices.

PMOXA &

.I_.F.In_ System st Hep | R | & #]
| —,‘lj_l-ﬂ Auto Scan ioLogik devices -

L:ng Metwork Interface
9 I/O Status Refresh Rate

I COM Port Setting

Active Message Listen Part
Reset NA4D10 Network Adapter
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Active Message Listen Port specifies the port number over which the ioLogik will listen for Active Messages.
If the active messages are traveling across a network firewall you must be sure to open the port on your firewall
settings to ensure that messages can get through.

I8 voxsionimin
. Fle System Sot  Help _ &2 | n
|_:1,¥ Fﬂ Auto Scan ioLogik devices |
55 NetworkInterface

"

1 IO Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting
Active Meszage Lissen Post TCP/UDP] -
Active Message Listen Port om0 3
Reset MA4010 Metwork Adapter [P

‘ W OK

Reset NA4010 Network Adaptor IP is used to re-assign an IP address to the NA-4010 network as reported
by the ioLogik W5300 series adapter.

Fie System Sot  Help e 8
—. :l!j !_@ Auto Scan ioLogik devices

'lrapdl-t!l_l.:._.ﬁdﬁm:
B W .ER .08 .

Mewa IP et -
1

. G Network Interface

/O Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting

162

Active Message Listen Port
e ——
Reset NA4010 Network Adapter [P I

Menu Bar: Sort

The Sort menu re-orders the list of devices shown in the navigation panel according to their connection/IP
address, model, location (as defined in the location field, aa 58 character descriptor that may be set in the
The Server Settings Panel), or whether or not the device suports an Active OPC client.

File  System Sort  Help

E@ Host: [19 @ By Connection
E-&a inLog By Type
Eli-ﬂ 19" By Location

----- @ i, By Active OPC
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The Wiring Guide

ioAdmin provides a wiring guide for the ioLogik W5300 series. You can access the wiring guide by right-clicking
the ioLogik figure in the 1/0 Configuration panel, or by clicking on the Wiring Guide icon in the submenuat
the top of the windo. The wiring guide is a help file showing wiring information and electrical characteristics for
various types of connection.

You can also access the wiring guide online, by clicking on the links provided in the Help menu on the menu
bar.

@
&
(=1]
o
—
~
R
-

File  System Sort

e R3] @

Y

I -8 Host: 19216812 Wiring Guide for ioLogik2000 | ;; ®
=G ioLogk Wiring Guide for ioLogik4000 ' 3e
BF RE-RISRl  Wiring Guide for ioLogik5000 SL

Wiring Guide r

. 1/0 Configuratio

ERANRRRNL RN

ioLogik W5340 Active GPRS I/O ﬂ

Specifications

System power: 24 VDC nominal, 12 to 36 WDC
Power dissipation:
GPRS Always On (Communication): 4.2 W

Analeg Input
Channels: 4, differential inputs, 16 bits
1/0 Mode: Voltage: 0 to 10V, +/- 10V, +/- 5V
Current: 0 to 20 mA, 4 to 20 mA
Input Impedance: 200K ahms (min.)
Built-in Resistor for Current Input: 102 chms

Software Configurable Digital Input/Cutput
Channels: &
/0 Mode: DI, event counter, DO, Pulse Qutput

Sensor Types: DI NPN, PNP, 24V

D0: Sink, 43 WDC, 200 ma
Comman Type: 4 points per COM
Power off Storage for Counter Mode: Yes

Relay Cutput
Channels: 2 Form A (N.C.) relay cutputs, 5 &
Contact Rating:5A @30VDC, SA @110/240VA
24 (Inductance Load)/SA (Resistance Load)

Relay Cn/Cff Time: 10 ms, 5 ms (max.)

1/0 Cable Gauge :

System Wiring

Analeg Input: Digital Qutput (Sink Type) ) Relay Cutput
VoltageiCuriant Pin1 " . Pin13 Fin _u . Pinis
Source ik

o1] F— ~ B
. =
5 m Luproan + 2 | ves ] = I ~-
« o~ [ (@) = - s [0 O AcIDE - -~
- [ T - |
+

Pini2 Finz4
Pinid Pin22
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iIOAdmin Quick-Link Buttons

Quick links are a collection of commonly used features. Starting with the rightmost icon, they include search,
and a series of sorting buttons: by connection, by device type, by the device’s 58 character location descriptor
(defined in the The Server Settings Panel), or show all devices which have an AOPC client installed on them.

Auto-Scan ioLogik Devices

@ Auto Scan ioLogik devices allows users to search and locate an ioLogik on the same physical
network, or specify a remote IP address to connect to a remote ioLogik.

Sorting Views

These buttons give four different ways of re-ordering devices in
the ioAdmin navigation panel. The icons are shown at right, and | g 'ir kb.
explained in the table below.

1CON Navigation Panel View
- So-rt according to the connection: Elg Host - [192.168.19.207]
using subnets and IP addresses ] . .
JEI = Q inLogik
& J@ 152168 13203
.....

o Jﬁ 132168.19.207

Sort according to device type

[~ = Host:[192.168.19.207)
= @- inLogik,
=] - WH340

i 192 168.159.203
LB 19218819207

using the ioLogik model number

Sort by the ioLogik’s location field; thisis | | =- il Host : [192.168.19.207)]

.ﬁ.r a descriptor that is defined in the =3 @ ioLogik:

L
ioAdmin’s The Server Settings Panel =- "l ‘:Ept-'r'>

AE240-<192.168.19. 203
W) W5340-<192.165.19.207>

| kh Show all devices that support an Active - % Host : [192.168.19.207]
o Sl ] OPC client =t {E. ioLogik

EI kh <"ST.¢‘-.NLEY LIU™:192.1658.19.20
! 40-<00-30-E8-00 -0E -40:

NOTE The default location is Empty. If you have not set the location field when setting up the ioLogik W5300, the
navigation panel will register its location as Empty, and group all devices configured so together.
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IOAdmin Navigation Panel

The navigation panel shows an overview of every configured ioLogik device currently connected to the network,
with devices ordered according to the selected Sorting Views (see above). The default view is By
Connection. You can choose a different sorting method by clicking the quick-link buttons at the top of the
navigation panel.

The navigation panel offers many functions (such as connect and disconnect). Advanced functions require
administrator rights. The action menu is accessed by right clicking on the server’s model name in the
navigation panel.

Basic Functions: Add, Connect, and Disconnect

Add ioLogik ioLogik device: Right click an ioLogik tag, then select this command to manually add an ioLogik
device or Active OPC server.

£8 MOX A ioAdmin

FEile  Systern  Sort Help

== Host: [152,168.19.203]
SE=Y oL oo

Bu o)

Add inlo;

Connect: Attempt to connecting to the selected device over the network.

Disconnect: Drop the network connection to the selected ioLogik.

Advanced Functions: Delete, Restart, Reset, Import/Export Config

You must be logged in as administrator to use these commands.

WH340-¢192.168
WE340-<192.165  Dissonnect

Festart Sarstem
Fezet o Defanlt

Import Swstem Config
Export Zarstem Config

TR,
-3
=

Delete ioLogik device: Select this command to remove the selected ioLogik from the navigation panel. To
successfully delete a device from the device list shown in the navigation panel, the target must first be
disconnected from the network. Once deleted, a device must be reconnected to the network using the ioAdmin
search process, described above.

Restart System: Select this command to restart a selected ioLogik RTU.

Reset to Default: Select this command to reset all settings on the selected ioLogik, including the password
and all configuration settings, to factory default values.

Export System Config: Select this command to export the selected ioLogik’s configuration to a text file. We
strongly recommend that you use this to back up your configuration after you have finished configuring the
ioLogik for your application.

Import System Config: Select this command to load a configuration for the selected ioLogik from a
configuration file. The new configuration will not take effect until the ioLogik has been restarted. This command
can be used to restore a configuration after loading the factory defaults, or to duplicate a configuration to
multiple ioLogik units.
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iologik W5348 Network I/0 Server Configuration

[System Information]
Date: 28089/82/22
Time: 17:34:04
Click&Go= V2.8

MOS= U3.2.26

[1. Hodel]

MOD_TYPE=W5348 - Active GPRS I/0 Seruer (BDIO + 4AI + 2Relay)
MOD_LOC=
MOD_NAME =

[2. 1/0 Configurations]

pI0B=8,(DI), DIBO_FILTER=100,(50.006ms)

DI01=8,(DI), DIG1_FILTER=100,(50.000ns)

DI102=8,(DI), DIO2_FILTER=100,(50.006ns)

D183=8,(DI), DIA3_FILTER=180,(58.006ns)

DOB4=8,(D0), DOOL_PUN=8, (0FF), DOB4_SAFE=8, (DFF)

D0O5=8,(D0), DOO5_PUN=8,(0FF), DOO5_SAFE=0,(0FF)

D0B6=86,(D0), DOOG_PUN=0, (0FF), DOB6_SAFE=8,(0FF)

D007=8,(D0), DOO7_PUN=8,(0FF), DOO7_SAFE=8,(0FF)

Relayfa=1,(Pulse), Relay@O_PWN=8,(Stop), RelayBB_SAFE=M,(Stop), RelayBs_Low=1,(1580.000ns), RelayAB_HIGH=1,(1500.0808ns)

Relay@1=@,(D0), RelayBi_PUN=8,(0fF}, Relay®1_SAFE=1,{0n}

Main Window

170

The main window allows users to view 1/0 status, ioLogik system information, and check messages from the
message monitor without requiring logging in to the ioLogik. However, you will need to log in to perform
configuration and operation tasks.

Configuration Panel (General)

The 1/0 Configuration panel shows the status of every I/0 channel. This is the default panel when you first
open ioAdmin. Input channels are listed on the left and output channels are listed on the right. For more
information about configuring 1/0, see the section The 1/0 Configuration Panel, below.

| l‘ Cellular Settings I & “Cellular Reconnection | h MNetwork Statistics | OWatchdng I = Message Monitor
o/ 1#0 Cornfiguration 5170 Expansions I [ Meter/Sensor I i tclive Tags I (¥ ClickiGio Logic | @ ServerInfo, | = Server Settings | &= Fimware Update

192.168.127.254

otote

e e
——

w530 |

ﬂ

vy oy oy B —we
+-10v¥ o001 ¥ -0.00E Y 0.009 ¥ [DOLDS Do OFF =

[DOL06 Do OFF
[DOLO7 Do OFF

[RLY]:01 Do OFF

@ Retesh |
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Server Info Panel

Information such as the device name, configured IP address, and firmware version, is displayed on the Server
Info panel. This panel allows you to look up the Cellular IP address whenever you need it.

(@ LAN Settings | B Cellular Settings | 1 Celllar Reconnection | B Network Statistic atchdog | = Message Monitor
/140 Configuration | o i | 3 Meter/s | e Active Tags | & CiicktGo Logic @ Sever Info. [-§ Server Settings | &5 Fimware Update |
[address Access
| T o3 Rlead andor 1D
|[34088 0x0001 Read Unit ID for MODBUS/RTU
i 34100 Moxa Technologies Inc.. Read Vendor Name
(34101 ‘W5340 Active GPRS 1/0 Server Read Product Name
; 34103 V1.8 Read Firmware Version
; 34104 Build14012115 (01/21/2014) Read Firmware Release Date
(34117 V2.0 Read Click&Go Version
|[34118 V3248 Read MOS Version
|34120 V1.1 Read ADC Version
[34105 3 Read Number of TCP connection
} 34108 0x0100 Read Ethemnet Interface Speed, 10/100
(34107 00-30-£8-27-17-21 Read LAN MAC Address
(44097 192.168.127.254 Read/wiite LAN IP Address
: 2 Bsaluis LAl Sy ek
W Read/wiite LA&N Gateway I

| 34163 | 350011020233163 Read/Wiite Celdar MET
(34123 0.0.00 Read GPRS IP
: 34111 1118 Read System Elapsed Time (in sec)
(44100 60 Read/Wiite Modbus/TCP Alive Check Timeout

44101 0048 0034 0011 0024 0006 2000 Read/wiite System Local Time
; 44102 54 Read/wiite System Time Zone
44104 255,255.255.255 Read/wiite DNS1 Server Address

Server Settings Panel (General)

Click the Server Settings tab to log in as an ioAdmin administrator. This is required to gain access to the
ioLogik configuration options. If a password has not been set up, simply click Login and leave the Password
field blank.

i |0 Canfiguration I“, Server Infao. m ™= heszage Maonitor |

Enter Pagzwiord

%Lugin | |I| Logout |

— anagement Setting —Time Setting

Change Fazsword Lozal ;

| ] pate: (2000 2fu[3  Z[1 =]

Reconfirm Pagsword : Time: (16 | [-[42 j!

L — ke == ==

I | v Llpdatel Time Zone
| [GM T)Greenwich bean Time: Dut - |

Server Mame

| | v Llpdatel Time Server ;

Server Lozation ; | ] |

I | v Updatel - Craylight Savingl v Updatel

Pk
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Message Monitor Panel (General)

The Message Monitor will display any TCP/UDP Active Messages reported by the ioLogik W5300. When you
install the unit for the first time, the ruleset will not have been defined yet, so there will be no messages on the
monitor. When a ruleset has been defined and activated, any TCP/UDP messages that have been triggered by
sensor events will be shown on the monitor.

. 140 Configuration I\l Server Info, | | }‘Server Settings{ = Message Monitor
uoP |rce | —

Copy [ Clear | & 450 © HEX ucs2

Messages can be displayed in ASCII, HEX, or 2-byte Unicode (UCS2). To select your preferred code, check the
appropriate button at the bottom of the window. Unicode supports multiple languages.

Synchronization Rate Status Bar
The current sync rate is displayed on the bar at the bottom of the window. The number shows how often the

ioLogik is polled for device status from the ioAdmin utility. The rate can be adjusted by clicking Menu Bar >
System - 1/0 Status Refresh Rate. Higher sync rates result in a higher network load.

I0OAdmin Status Bar

The status bar shows ioAdmin status information, such as program status (ready, searching), ioLogik 1/0
details, and system time.

Sync. rate status \
W35312 /O sync rate: 2/sec

115200 None.8.1 | 202:17:48 TF 045751

Status Bar /-'?
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IOAdmin Configuration Panels

For full access to all configuration options users must log in as administrator from the Server Settings panel.
This is required whenever you start up ioAdmin, re-boot, or restart the ioLogik. When you install an ioLogik for
the first time the password will be blank; in this case, just click Login, no password is required. Additional
functions are available after logging in, including the following tabs:

@ Server Info. ] [} Server Settings 1 &5 Fimware Lpdate ] @ LN Settings ] Eg, Cellular Settings 1
T Cellular Reconnection 1 b.h Metwork Statistics ] @Watchdog l = Meszage Manitor ]
;140 Canfiguration ] {51/0 Expansions ] = Meter/Sensor ] wx Active Tags ]  Click&Go Logic ]

When making configuration changes, you will need to click Update or Apply to save the changes. Some
changes will require that the unit be restarted in order to take effect.

ATTENTION
You MUST log in as administrator to access the Network, Watchdog Timer, and Firmware Update panels.
If you forget the password, hold down the reset button to clear the password and load factory defaults. This

will result in the loss of all configuration settings and any Click&Go logic that may have already
been configured.

The Server Settings Panel

In the Server Settings panel you can configure Management Settings like password (up to 16 characters),
server name, and server location. ioAdmin supports long server names and a location description of up to 58
chars. You can also configure Time Settings such as local date and time, time zone, and time server under the
Server Setting Panel. For example, you can use tock.stdtime.gov.tw.

ioLogik W5340 (4Al + 8DIO + 2RELAY, HSPA)

T Eellular Recannection ] S Metwork Statistics ] @W’atchdng ] = Meszage Monitor ] WP Settings
/140 Configuration =% | /0 Expansions ] _}-’ Meter/Senszor l we Active Tags ] " ClickkGo Logic
. Server Info. [ Server Settings 45 Fimware Update ] @ LAN Settings ] Sy Cellular Settings

Enter Pazsword :

] [l Logout ]

Server Location ;

Management Settings 1 Time Settings
Change Pazsword Laocal :
Date: 2000 321 Zrs 3
Reconfirm Passward - Time: 14 Ej 14 Ej :0 Ej
v Updatei Time Zone :
SR T [[GMT]Greenwich tean Time: Duk vl
ke Updatei Time Server

~F Update

(B Refresh
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NOTE

The server also relates to the node created in the Active OPC Server.

EL Moxa Active OPC Server ﬁ i ” | ‘ i P. @@Iﬁ

‘ File View Configuration Help
= ROBERTYCLO01 Name Description  Channel Status Value Type  Value Unit Quality Access Right
= -QloLoglk

H;_WSMO-HSDPA T Comm-Slot... Comm-Slot 1 Boolean 0 Link Up/D... Good Read only

| W5340 HSOPAT-01 (192 168.127.254) Comm-Slot... Comm-Slot 2 Boolean 0 Link Up/D... Good Read only

Comm-Slot... Comm-Slot 3 Boolean 0 Link Up/D... Good Read only

DI-00 DI 1] OFF Boolean 0 ONJOFF Good Read only

DI-01 DI 1 OFF Boolean 0 ONJOFF Good Read only

DI-02 DI Z OFF Boolean 0 ONJOFF Good Read only

The LAN Settings Panel

The LAN Settings panel is available after you log in as administrator. You will be able to configure IP,
Modbus/TCP Alive Check Timeout, DNS, and SNMP settings.

IP Settings

You can set up a static or dynamic IP address for the ioLogik, as well as a subnet mask and gateway address.
To allow only authorized IP addresses to have access to the ioLogik and attached sensors, click Accessible IP.
Access will be granted only to addresses listed in the Accessible IP screen. Any requests from sources that are
not on the accessible IP list will be unable to use Modbus/TCP or ioAdmin to access the ioLogik.

Modbus/TCP Alive Check Timeout Settings

Modbus/TCP Alive Check Timeout is designed to avoid TCP congestion due to a connection failure. If the
network host is unable to respond due to a hardware failure or a network problem, the ioLogik will continue to
wait for a response from the host. This will cause the TCP port to be occupied indefinitely by the host. On the
other hand, if an idle connection timeout interval is enabled for Modbus/TCP, then when the ioLogik’s connection to the
server exceeds a specified time period the device will automatically release its modbus/TCP connection to the server, freeing
up the port for a new connection.

1 Cellular Reconnection | Eg Metwork Statistics | SWatchdog I = Meszage Monitor | 1 VPN Settings
/140 Configuration I : _t*’la’D Expanszions I | _z*’ teter/Sensor | e Active Tags | - ClickéGo Logic
@ Semver Info. | S Server Settings | &= Fimware Update I i LAN Settings I B Cellular Settings
Murnber of Modbus/TCP connection(s) . 2 ;l
—|P Setting SHMP Setting:

IP Canfiguration : m [¥ Enable SNMP

IP Address IW Fead Cammunity Il:ubhc—
Subnet kask. : |255.255.255.D Wfrite: Commmunity © Iprivate

Gateway IW Contact : I—
AL 00-90-E8-21-29-D8 Location : I—

sfa Accessible P | " Update I

Modbuz/TCF Alive Check Timeout—————

[V Enable Modbus/TCP idle connection (E Refresh |

tinneaut inkereal :
ED >l zec
—DIMS Setting:

DHS H#1: |255.255.255.255
DHS H2: |255.255.255.255

" Update I =

4

DNS Settings

Use this field to specify the IP addresses of one or two DNS servers. DNS servers can be used to find available
e-mail addresses when setting up Click&Go rules. By default, DNS is set to automatic. If you want to configure
a specific setting, contact your local cellular provider for details.
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SNMP Settings

The ioLogik W5300 supports SNMP v1 and v2c (Simple Network Management Protocol) to monitor network and
1/0 devices. It is useful for building automation and telecom applications. Use these fields to enable SNMP and
to set read and write strings.

The 1/0 Configuration Panel

When logged in as administrator, click on the 1/0 Configuration tab and double click on one of the channels
listed below to configure that channel’s settings. A window for that channel will open, showing the configuration
options. After the channel has been configured, click Apply to implement the new settings.

i | B Cellular Settings I 9 Cellular Reconnection | By Network Statistics | QWatchdog I = Message Monitar
./ 1#0 Corfiguration 5140 Exparsions | S Meter/Sensar | “wx Active Tags | ' UlickGo Logic | i@ Server Info | [ Server Setlings | & Fimware Update

192.168.127.254

w30 |

_ouev | oy B

0.009v

0 - - S |

[ALYL-01 DO DFF

(% Refresh

NOTE Right click the window to change the view to show or not show the product picture. Horizontal View includes
the product picture, whereas Vertical View does not show the product picture.

Configuring Al Channels

The ioLogik W5340 and W5340-HSPA are both equipped with 4 Al (analog input) channels that can be set
individually to +5 V, +10 V, O to 10 V, O to 20 mA, and 4 to 20 mA. You may also set all channels at once using
the Apply to all channels check box (left figure, below).

[AI]:00 0.000 ¥ 0.000% 0.683V
[AlL-01 +110¥ 0.000 ¥ 0000 0.672V
[AlL:02 +-10¢ 0.001 ¥ 0L000 Y 0.001 ¥
[AlL-:03 +1-10V 0.001 ¥ 0000 0.001 V
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Alias Name (right figure, below) lets users configure the alias of an Al channel. The alias can be monitored by

the ioAdmin utility, or can be queried using either a user-defined program based on the Moxa MXIO library, or
a standard Modbus/TCP protocol.

EF Alias Name

Enable Channel i
[~ Range Settings
(B Resat Min |
Input Range : (.l; ==
Enable Auto Scaling ‘
'® PantSlops famuis i I Alias Name of Channet 1] I
—Actual— ~Scaled
Min(nT): .10 000 MininZ)  .10.000
Max(m1): 10,000 Maxm2} 10,000
Unit M Unit Vv /

“Resull = n2 + (input - n1) & [(m2-n2)/[m1-n1)]

) Slopeintercent formula
- [1.000
.. [0.000

i | nohe

' 0K X Cancel
vo | eea] o

Users can increase the sampling rate on devices using one channel by disabling the unused Al channel by

un-checking the Enable Channel checkbox, in the upper left corner of the window.

Enabling Auto Scaling will linearly convert the actual current or voltage value into other user defined units,
such as percentage or ppm (parts per million)

Two scaling methods: slope formula, and slope-intercept

Auto Scaling with the point-slope formula can help to eliminate high- and low-end extremes. For example,
if 17 mA represents the highest allowable temperature, then it is not necessary to allow higher temperature

values. You may then cut off any values beyond 17 mA and convert those to a proprietary danger level, such
as Level 5.

= Enable Channel

Range Settings

(% Reset Min i
Input Flange : A-20m, -
(E Reset Max]

—|¥| Enable Auto Scaling
p—

@ Paint-Slope formula - |

“Actualt 7 [ Scaled
Min(nl: 4,000 Min(n2): 4,000
Marlml]: 20000 Maxlm2) 20000

Unit b, Unit : i, /

*Result = n2 + [input - n1) x [(m2-n2)/(m1-n1]]

) Slope-intercept formula
. [1.000
;. |0.000
| none

[ &pply to all channels J oK. ‘ x Carcel ]
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Auto Scaling with the slope-intercept formula provides linear conversion with one ratio (M) and offset (D).

Offset can be an initial value of field device. Ratio can help enlarge or reduce the scale by specifying a

proportion. It is also easy to modify the values in the database if we need to use new ratio and offset values in

the future.

Enable Channel
|
Range Setting:
(T Resat Minl ‘
Input Fange : A420mes -

(T Poset Maxl

Enable Auta Scaling

[ @ Paint-5lope formula

Actual
Minln1l: 4 0og
Maxml): 20,000

Uit b

Scaled

Minn2l:  4.000

Maxm2]: 20,000

Unit : mé

¢ hone ¥

*Result = n2 + [input - n1) % [[m2-n2)/[m1-n1]]

H: _.1..DDD
o :D..DDD
Unit: .mA

() Slope-intercept fomula

*Result =M x Input + D

none

[ Apply to all channels

o 0K |

x Cancel |

The Reset Min and Reset Max buttons will clear the minimum or maximum values recorded and displayed in

the ioAdmin main window.

[Al]:00
[AI]:01
[Al]:02
[Al]:03

+/-10W
+/-10%
+/-10

0.000 v
0.000 v
0.001 ¥
0.001 v

0.000%
0.000%
0.000%
0.000%

0.683 V
0.672Y
0.001 ¥
0.001 V¥

Configuring Virtual Channels

[vVC]-00
[VCL:01
[VCl:02
[vCl-03
[vVCl-04
[VC]:05
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The ioLogik W5300 has 10 internal virtual channels to support front-end statistics functions like Maximum
Value (Max), Minimum Value (Min), Average Value, Accumulation, Instantaneous, and Incremental.
The data source is the real 1/0 channel, such as Al and DI counters, some of which need to be converted to the
appropriate time unit.-The operation is illustrated below.

Display in Update to
ioAdmin AOPC
A A

Use Virtual Channel to get the value, such as Max, Min,
Average, Accumulation, Instantaneous, and Incremental

A

Scale the value to a new unit
(This step may be skipped.)

i t

Al Data Counter Value

After double-clicking on a virtual channel a popup window will appear (see below). First select the physical
source I/0. There are three types: Al, Counter, and 1/0 via Expansion Modules.

f x|

@ Channel Config ID{ Alias Namel

| Enable
Phwszical 10 Channel[)

" Al Channel: |

{+ Counter: |DI-DD

Ll LefLed

(™ Expanzion Module: |

Operation: ’m

Time Interyal: |1 |min j [1-1440]

Apply

Next, choose the statistics function and time interval. There are six functions: Max, Min, Average,
Accumulation, Instantaneous, and Incremental. The time unit can be set to minutes or hours, with a
maximum value of 1440.

For example, if you want to monitor the daily flow at a point in a pipeline, you can use a pulse output flow meter
where 1 pulse indicates 5 ml. We can set the virtual channel’s scaling function so that 1 tick of counter input
equals 5 ml. Next, we set the Accumulation flag, and configure the Time Interval to 24 hours. This will set
up the virtual channel to log the total water flow volume over a period of 24 hours.

NOTE

Virtual channels are required to configure Al or counter channels. For counter channels, configure the
Counter Scaling on the 1/0 Configuration panel before setting other operations in the virtual channels.
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Configuring Digital 1/0 Channels

Digital 1/0 channels may be configured for either input or output. When the ioLogik W5300 is turned on, each
digital 1/0 channel will be configured to act as either DI or DO, according to the Power On Settings. To switch
a channel between input and output, select the desired mode in the 1/0 Direction field under Power On

Settings. After clicking Apply, you will need to restart the ioLogik W5300 for the new setting to take effect.

[0 )00 OFF 50.0 ms =

[DIEon= 1] OFF 50.0 ms -

[D1}02= (1] OFF 50.0 ms -

[D1]:03" ol OFF 50.0 mz = |
| ]

[DO]-04= OFF - -

[DO)05* Do OFF - -

[DDJ:-06* Do OFF - =

[DOf07* Do OFF = =

2. Power On Setting

170 Direction : EEQ VI

D o

OFF i Output Pulse : ] Start

Configuring Digital Input Channels

The ioLogik W5300 can provide up to 12 digital input (DI) channels. To configure software filtering for a channel,
set the Mode dropdown in section 1 Mode Settings to Filter. Software filtering is used to avoid switch
bounces. The filter is configurable in multiples of 0.5 ms and accepts values between 1 and 65535. For example,
a setting of 100 would mean a 50 ms filter (100 < 0.5 ms).

1
j DI Channel #2 %
@ Dl Config Dl Test @ Aliaz Mame

1. Mode Setting:
Mg Counter mode parameter
2 : Active: " HitoLo @ LotoHi
Filker - 100 [0.5 mz)

| Save status on pover faiure

2. Power On Setting

170 Direction - | DI A

—Counter mode p

Counter : [ Start

3. Safe Status Setting:
Counter mode parameter

Counter: [ Start/Continue

[ Apply to all DI channels ¢ Apply |
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The Mode dropdown may also be used to set the channel as straight Input (DI1), or as an Event Counter.

@ Dl Config Dl Test @ Aliaz Mame

1. Mode Setting

: ~Counter mode parameter
Mode : Event Counter = 5

Active: @ Hitolo ) Lot Hi

Filber : 100 (0.5 mz)
Save status on power failure
Initial Walue: 0 = A
2. Power On Setting:
170 Direction : DI -
rCounter mode parameter
Counter : [ Start
3. Sale Status Setting
rCounter mode parameter
Counter : [7] Start/Continue
[ &pply to all DI channels ¢ Apply |
Type Oon Off
Dry contact Short to GND Open
Wet contact 0 to 3 VDC 10 to 30 VDC

When set as an Event Counter, the channel will accept limit or proximity switches, and will tabulate ON/OFF
signal events. When Lo to Hi is selected, the counter value increases when an attached switch/circuit is closed.
When Hi to Lo is selected, the counter value increases when an attached switch/circuit is released. When Both
is selected, the counter value increases when attached the switch/circuit is successively closed and opened.

Counter Scaling

After configuring a DI channel as an Event Counter, an additional Counter Scaling tab will indicate how often

the counter should be updated during the time unit specified for the virtual channel. For example, if the device
is configured to Update every 5 sec in the Counter Scaling tab, and the Virtual Channel is configured for Time

Interval = 1 min, and has Accumulation flagged, then as each minute passes this virtual channel will log the
total of the last 12 counter updates.

E DI Channel #1

| =8 DI Config | @ DI Test | & Alias Mame | B Counter Scaling

Enable

Result Uit

[ Apply tor all channels

Slope-intercept farmula

M D

Result = Count Difference E]mg il

cubic meted

Update every zec(g]

Aol |
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The counter value resets to zero whenever power is disconnected. To make sure the counter value is saved
whenever power is disconnected, select Save Status on Power Failure. Once power is reconnected the value
will remain the same as when power was cut.

To enable the counter to resume counting immediately upon powering up, go to the Power On Settings
section of the DI Config tab. The counter starts logging signals only after configured to do so by a Modbus or
a Click&Go command. You can also specify counting to begin automatically whenever the ioLogik is powered on.
To configure automatic counting, select Start under Counter mode parameter in the Power On Settings,
which is located under the DI Config tab within the DI Channel Window.

You can configure how a counter behaves during a network disconnect by navigating to the Watchdog panel
(click on the Watchdog tab in the main window) and configuring the Safe Status Settings and Host
Connection Watchdog. When the watchdog is enabled, any disconnection from the network will activate a
safe state; the counter may be configured to continue counting throughout the safe state by selecting
Start/Continue (found under the Counter Mode Parameters). If Start/Continue is not enabled, the
counter will suspend counting. If the Host Connection Watchdog is not enabled, then [i Safe Status

Settings will be ignored and the counter will continue counting during a network disconnection.

ATTENTION
The Host Connection Watchdog is disabled by default and must be enabled for Safe Status Settings to
take effect.

1/0 Canfiguration | W Server Info I j" Server Settings I LL Metwork. I
¥ Watchdag | % Click & Go Logic | -

Host Connection Monitor

[~ Enable Host Cannection ' atchdog

I 3 pdatz
Timeout value : |50 >l sec

The Apply to All Channels option applies all settings to all DI channels on the selected device.

Configuring Digital Output /7 Relay Output Channels

The ioLogik W5340 and W5340 HSPA can be configured to provide up to 8 digital output channels and 2 relay
output channels, while the ioLogik W5312 provides up to 12 digital output channels. All of these channels may
be treated as output channels. A DO channel can be set to either DO or Pulse Output mode.
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o0 come 0, 8 rvcroves I
28 DO Corfig | @) DO Test | 57 Aliss Name 2 Riziay Confia | [ Felay Test | 1 Fielay Count | 5 lias Name
1. Mode Setting 1 1. Mode Setting: 1
Modg _ rPulse mode parameter o Pulze mode paramete -
0o OM idth |1 i (0.5 ms) 3 OM Width : 1 [1.55]
Pulse Dutput OFF it [ 1 (05 ms] Pulse Output OFF Width: 1 [.5¢
| Output |0 | pulses Olutput : i ] pulses
2. Power On Setting: 2. Power On Setting:
1/0 Direction : [DD w7 D0 status———— ~Pulse mode parameter——————
Status :
D0 status——————— Pul d ter | | OFF
statu: ulse mode paramete i QulputPulse : [ Stan
OFF pat Output Pulse Start
3. Safe Status Setting: (3. Safe Status Setting
D0 status——— [Pulse mode parameter ——————————— [OOstatus— | [ Pulse mode parameter |
OFF = Dutput Pulse:* [Stop B 3 { Dutput Pulse © Stop -
[ Apply to &ll DO channels [ Aoy to all channels

w7 Apply o ol

Digital Output Mode Pulse Output Mode

In digital output mode, the specifications are as follows.

Type OFF ON
DO mode Open Short

In Pulse Output mode, the selected digital output channel will generate a square wave as specified in the
pulse mode parameters. The low and high level widths are specified in multiples of 0.5 ms for Digital Output
(1.5 s for Relay output), with a maximum setting of 65,535. For digital output, you would enter 1000 for a width
of 500 ms. If the OFF width value is 5000 and the ON width value is 5000, the pulse output would be a square
wave with a 5-second pulse cycle. You can specify between 1 and 4,294,967,295 pulses; O indicates a
continuous pulse output.

*square wave OFF Width

When the ioLogik is first powered on, the status of each DO channel is set to OFF by default. This behavior can
be modified using the Power On Settings, located on the DO Config tab. You can set a DO channel to turn
ON or to commence pulse output whenever the ioLogik is powered on.

Relay Count Monitoring

Two types of relay counts can be recorded in the ioLogik W5340: Total Counts and Current Counts. Relay
Total Counts records the total number of times a relay output channel has been triggered in its lifetime. In
general, each relay output channel can be used an average of 100,000 times. Users can monitor these counts
to see when the module should be replaced, or to switch to a different channel if the total count approaches the
upper limit.

[RLY]:01 Do OFF = ==
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Current Counts allows the counter to be reset to zero so that relay triggers may be measured in batches. For
example, if RLY-0 is connected to an external relay control board, you can monitor the current counts to see
when to replace the external relay component before it fails. Last Reset Time records the last time Current
Counts was reset. Both Total Counts and Current Counts will be saved when there is a power failure. The
Last Reset Time will be saved whenever the user manually presses the Reset to Zero button.

You can control how a digital output / relay output channel acts when the network is disconnected by navigating
to the Watchdog tab in the main window panel and setting the appropriate parameters in the Safe Status
Settings and the Host Connection Watchdog panels. When the Host Connection Watchdog is enabled, a
network disconnection will activate a safe state. The DO channel can be configured to turn on, turn off, or
commence pulse output during the safe state. If the Host Connection Watchdog is not enabled, then the
DO/Relay Output channel status will remain unchanged during a network disconnection.

[ Di Channel #0 ___u_ J — [t Sy

28 DI Corfig | B D1 Test| [ Abaz Name

Hliaz N ame

Channel Hame:  py

OFF: oFfF

OM: N

ATTENTION

The Host Connection Watchdog is disabled by default and must be enabled for Safe Status Settings to
take effect.

Testing DI and DO Channels

You can test each channel by opening the channel’s configuration window (by clicking on its entry in the 1/0
configuration panel in the main window) and selecting the Test tab.

Digital Input Test: Digital Ouput Test:
| &2 i Contig| B DI Test | @ Counter Sosing| 28 DO Config] B DO Test [EF Alias Name]
|
DI Mode Counter Mode DO Mode Pulze Output Made
Status Status |
OFF
OFF OM

QQ o Teat |

Use the Test panel to see how a channel’s status affects or is affected by the attached device. For DO/Relay
Output channels, you can set the on/off status or start and stop pulse output. For DI channels, you can monitor
the attached device’s on/off status, or monitor the counter.
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Alias Name

Alias Name helps users configure the alias of a DI or DO/Relay Output channel and define the status for On/Off
as Open/Closed or Closed/Open. The alias can be monitored by the ioAdmin utility, and can be queried using
a user-defined program based on the Moxa MXIO library, or a standard TCP/Modbus protocol.

[ Ol Channel #0 P T W—— o

28 DI Coniig [ B DI Teat| [ Aliss Nane

Alias Name

Charnined Mame ol ’
OFF:  pFf

ON: o

o Apoly

The 1/0 Expansion Panel

The ioLogik W5300 may be configured to serve up to three daisy-chained ioLogik E1200 external 1/0
expansion units. The ioAdmin utility cannot be used to define signal parameters for the the ioLogik E1200s
input and output channels; this must be done by connecting to the ioLogik E1200 using the ioSearch utility.
However, once the basic signal and channel parameters are defined this hardware configuration may be
exported to the ioLogik W5300 and then higher-order logic may be configured using the ioAdmin Click&Go,
Active Tags, and Data Logging panels. The maximum number of expansion modules allowed is three.

E1200 expansion units do not need to be directly connected (e.g., they may be connected using a switch), but
they must be installed on the same network segment as the ioLogik W5300, or they will not be detected. To
configure an E1200 expansion unit for use with the ioLogik W5300, follow these steps:

Start ioSearch, and use it to detect your ioLogik E1200 external expansion modules.

Configure the signal parameters for each 1/0 channel.

Save the configuration to a file.

Use ioSearch to import the configuration file to your local drive.

Open ioAdmin, and open the 1/0 Expansions panel.

Load the E1200 configuration file into ioAdmin by pressing the Add button and indicating the filepath.
Repeat steps 1 through 6 for any other ioLogik E1200 units you wish to configure.

Restart the ioLogik W5300.

® N g wDhR
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After the restart ioAdmin should automatically detect your ioLogik E1200 devices. You may now use ioAdmin’s
Click&Go, Active Tags, and Data Logging panels to complete the configuration of the 1/0 expansion units.
Once the devices are detected, you should see them listed in the 1/0 Expansions panel as shown below.

' Click&Go Lagic ] & Server Info. ] | }f Server Settings ] __.';'Firrnware Update ] @ LAN Setting ]

"‘h GPRS Setting st ] ,W’atchdog ] = Mezzage Monitor ]
/140 Corfiguration /170 Expanzions [ Meter/Sensor ] i Active Tags ] 4= Data Logging ]

Expanzion Modules

E1210 Ef (1EDI) online |
2 E1211 192168.19.244  Ethemnet Remote [/O[16D0] online
3 . - - -
* You must restart the device for new change(s] to take effect | b'f Bl |
Modbus Addresses
Sloth | Channel Type Address(hex) | Addressidec) | Quantities |~
2 DO-10 Caoil Ox0214, 000539
2 Do-1 Cail 00218 000540
2 Do-12 Cail 0=021C 000541
2 DO-13 Caoil 00210 noos542
2 Do-14 Cail 0=021E 000543

* The addresses will be update on next system restart. E=part

LL(

(% Refresh

The Slot# column shown in the 1/0 Expansion panel will list the ioLogik E1200 units in the order their
configuration files are added. This means that if you first import the device closest to your ioLogik W5300,
that device will be listed as Slot# 1. If you then add the E1200 that is most distant from the W5300 (i.e.: the
module that is last in the chain), that module will be listed as Slot# 2, while the middle device (second in the
chain) will be added last, and so listed as Slot# 3. To avoid confusion, please make sure that you add the
devices in the order that makes the most sense for your topology.

The 1/0 Expansion panel will show the Modbus Address; the list of Modbus addresses may be exported to
a local file using the Export button.

ATTENTION
The following ioLogik E1200 models may be used as external 1/0 expansion units:

E1210 (16 DIs), E1211 (16 DOs), E1212 (8 DlIs and 8 DIOs), E1213 (4D, 4 source DO, 4 DIO (source DO),
E1214 (6 DIs and 6 Relays), E1240 (8 Dls), E1241 (4 AOs), E1242 (4 Als, 4 Dls, and 4 DIOs), E1260 (6
RTDs), and E1262 (8TCs).

In addition to the models listed above, all EL2XX-T models may also be used for external 1/0 expansion.

Please keep in mind that ioLogik E12000 expansion units can only be used with ioLogik W5300 series using the|
following firmware versions:

W5312: V1.3 and above; W5340: V1.6 and above; W5340-HSPA: V1.3 and above
W5340 models with firmware v1.5 can support these 5 models: E1210, E1211, E1212, E1214, and E1240.
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1/0 Expansion: Step-by-Step

Step 1: Use ioSearch to configure the signal parameters for each ioLogik E1200 1/0 channels

First, configure the E1200 device for connection to the network. For details on how to do this, please refer to
your ioLogik E1200 Users’ Manual. Please note that all expansion modules must reside on the same network

segment as the ioLogik W5300.

ememseseaRse
M OXA ioLogik Remote Ethernet I/0 Server

= Model -E1241 Ethernet 10 Server P - 192.168.127.253 =  MAC Address

= Name - Serial No. - 076 =  Firmware
= Location - System Elapsed Time -00:00:19

Export System Settings

-Main Menu - E1241
Overview
Network Settings

i T
File Download S

- User-defined Modbus Addressing I

- AOPC Server Seftings Do you want to open or save this file?

- /0 Seftings

. Click "ik1241.txt" to export & save system settings.

Name: k1241 b¢
- Peer-to-Peer Settings | Type: XTXE
- System Management From: 192.168.127.253

IP Accessibility
Network Connection
Firmware Update

Import System Config

| W While files from the Intemet can be useful, some files can potentially
Expod System Conbig ham your computer. i you do not trust the source, do not open or
Change Password save this file. What's the rsk?

Load Factory Default
Save/Restart

Main Menu = System Management 2 Export System Config

Next, use the ioSearch Utility to detect all available E1200 devices on the network. If you do not have ioSearch
installed on your local computer, you may also enter the IP address of a remote E1200 into a web browser to
connect the E1200’s web console, which will automatically serve the E1200’s configuration utility over HTTP. A
screenshot of the configuration utility is shown below.

After bringing up the configuration utility you may now use the left menu to navigate the utility and configure
signal parameters for the 1/0 channels. When you are done, save these into the E1200’s configuration file.

Step 2: Export the configuration file from the remote ioLogik E1200 to your local host.

You may save the E1200’s configuration file on your local machine by using the Export System Config button
located on the menu at the left of the configuration utility (shown on the screenshot just above).

Step 3: Use ioAdmin to add the configuration file to the ioLogik W5300.

Open ioAdmin and choose the 1/0 Expansions tab. Export the E1200’s configuration file to the W5300 by
pressing the Add button. This will bring up a dialog that will allow you to browse your file system and select the
correct filepath.

ioLogik W5340 (4Al + 8DIO + 2RELAY, GPRS)

@ Server Info. I 3‘ Server Settings I &5 Fimware Update | (@ LAN Settings I By, Cellular Settings
'[ ‘Cellular Reconnection I HﬁNetwnrk Statistics I QW’atcthg I = Message Monitar
¥ 140 Configuration _}‘ 1/0 Expansions | j‘ Meter/Senzor I e Active Tags | ',;/ Click&Go Logic

E R et

Slot# Connection Status

1 E1212 192168.127.253  Ethemet Remate |/0(801 + BDI0] online

3

= You must restart the device for new change(z] to take effec) Add &é e
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Step 3: Connect the ioLogik W5300 and E1200.

Connect the W5300 to the first EL1200 1/0 expansion module using an Ethernet cable via the RJ45 port. You
may then daisy chain the second and third expansion modules using the E1200’s switched Ethernet ports.

Step 4: Restart the ioLogik W5300.

After you have exported the configuration files into the w5300’s ioAdmin utility, restart the ioLogik W5300.
Open ioAdmin and log in. The ioLogik W5300 and expansion modules will be shown on the screen, with the IP
address of a device listed above the device. When you add an 1/0 expansion module, such as the ioLogik E1210
or E1211, additional tabs will appear, as shown below.

i | B Cellar Settings | 7 Cellar Reconnection | B Metwork Statistics | @wachdeg | = Message Manitar
+/ 1/0 Configuration 140 Expansicns | S Meter/Sensor | e Aative Tags | 5 ClickaGo Logic | (@ Server Info | (5§ Server Settings | &= Fimware Lipdate

192.168.127.254 192.168.127.251  192.168.127.250
=

@@ wond @ e1210 | @ g120 ] |

D101

(¥ Refresh

Step 5: Use ioAdmin to configue the higher order logic for the expansion modules.

Click on the 1/0 Expansion tab to check 1/0 status for individual devices, or to set the alias for a selected 1/0
channel. You may also use the Click&Go, Data Logging, and Active Tags panels to configure automated
behavior and routines for each E1200 1/0 terminal.

=

WEZH

[ e121 |

DI

[pump_1]:02 Dl Stop

[Flow_ #1]:03 Counter L}

[pump_2]:04 Dl Stop

D105 DI OFF A

C!: Fefresh

NOTE

You cannot configure the E1200’s I/0 channels usihg ioAdmin. The configuration must be done with the E1200
configuration tool, either over the web console or using ioSearch.
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The Active Tags Panel

When logged in as administrator, fill in the fixed IP address on the Active Tags panel to configure address and
port settings for Active OPC. The Active OPC Server Address may use either an IP address or a URL. The
default port number is 9900. The port number should be the same as the one set as the Active OPC Server’s
Active Tag Listen Port. After the OPC and channel tags have been configured, click Create Tags. The ioLogik
W5300 must be rebooted in order for the settings to take effect.

B MOXA ioAdmi
File System Sat  Help " | =2

[ 58 Host: 921881271 .
%@ nLogk ioLogik W5340 (4Al + 8DIO + 2RELA PRS)
B 182168.127.254
(@@ ws340
45 Fimware Update | G LN Settings | Cellular Settings g Network Statistics | @watchdog | = Message Monitor
4/ 140 Configuration | 5§10 Expansions | FMeter/Sensar e Active Tags * ClickGo Legic | @ Serverlnio. | [ Server Setings
Enable Active OPC
Fedundancy Mode () Changed while failed nicity Mamal
IP Addr: 192.188.127.1 g2 |0.00.0 Pot: 3300
Heartbeat Interval : 1 [0 for disable, or range 1-65535) A @ Retiesh
- w5340
Slot#] E1212-¢192168.127.253 ‘Wb340
E) Slot#d Serial Tag —{¥] Enable &1l &1 Channels
Al-00 OnChange 500 % Update per 1 (1-65535)
A1 OnChange 500 = Update per 1 (1-55535]
Al-02 OnChange 500 % Updateper 1 (1-65535)
A3 OnChange 500 = Update per 1 (1-B5535]
~DI/DO/A0 Global Setiinglinclude expansion modules] |
Update by: 1/0 On Change, [l Interval |1 sec (1-65535) |
DI/DO Channek
7] Enable A1 DI Channels
CH-0D CHA CH-02 CH-03 CHO2 CHO5
CH-05 CHA7
¥ Enable Al DO Channels
CH-0D CHAO CHO2 CH03 CHO4 CH-O5
CH-05 CHA7 CH-08 CHA09
] Enablz Allirtual Channeks
[F]cHoo |1 sen (1-65535] [FlcHos |1 s [1-65535)
Elcxm [q s [165538) [EcHos [1 oo [1-69535)
ElcHe2 |1 sec [165535) CICHO7 |1 sec (1-65535)
[F]cHo3 1 sec (1-65535] [FlcHos 1 s [1-65535)
[ClcHos |1 s [165538) [EeHos [1 oo [1-69535)
Cellular R&S1
| DlcetaRss (10 i - |160065535) ‘
= || Bt e s s
W5340 /O sync rate: 2/sec
| Ready j 115200 Hone.8.1 | 0:00:05:48 | T 055520
=

The Heartbeat Interval configures the period of time for the heartbeat signal to the AOPC server; this is used
to confirm the connection between an ioLogik device and the Active OPC server is live. If the heartbeat interval
is set and the network between the ioLogik and Active OPC server is down, the AOPC panel will detect the
heartbeat has stopped and will display BAD in the Quality column to indicate the loss of connectivity.

Setting the heartbeat interval to O disables it. When the heartbeat is disabled, the SysConnect tag on the
Active OPC server will always be 1, indicating that the AOPC server will not know if the connection state is live

or dead.

3-28



ioLogik W5300 The ioAdmin Utility

Active OPC: Redundancy Mode

The Active Tags panel offers three AOPC redundancy modes: Normal, Synchronicity, and Change while
failed.

&= Fimwiase Update: | g, LAN Seflings | 84 Colular Seliings | ] Celulas Reconnection| Sy Metwork Staiistics | §Waichdog | = Message Monilo

140 Conhiguration | 3140 Expansions | [ §*Meter/Sensor i Aclive Tags ] v CickiGologe | (g Serverinio | [ § Serve: Setlings
{¥] Enabis Active OPC
[Redundancy Mode @) Changed whis faied Syncheonicity Moemal |
IP Addrl: 192188.127.199 IP Addr2 0.0.0.0 Pod: 9900
Hearthest [nberval : () sac | [0 for dizable, of 1ange 1-65535) [ o Update I @ Refiesh |

‘ : No redundancy: connects to a single
Normal o .
Active OPC.
Active OPC Server
IP: 192.127.19.100
———
Active OPC Server X . X
. IP: 192.127.19.100 Synchronizes with 2 Active OPC
Synchronicity E— — .
servers at the same time.
Active OPC Server

IP:192.127.19.200

l

When fails
Tries to connect with the first Active

TR OPC Server IP. If it cannot connect,
. . IP: 192.127.19.100 it will automatically connect with the
Change while failed .
second IP, and when the connection
=t to the second IP fails, it will switch
1 i back to the first IP.

 Bbmmmmed e OPCSener
Switch To IP: 192.127.19.200
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Heartbeat Interval

Tag updates are event-driven, and only change when a configured 1/0 event occurs; if the status remains
unchanged, tags are not updated to Active OPC server, and so the server will not know if a device remains
active or has gone down. To remedy this, a heartbeat signal can be used to verify for the AOPC server that the
ioLogik device remains active, over a live connection. If a heartbeat is configured and the connection between
the ioLogik and AOPC server is broken, the AOPC server will detect that the heartbeat has stopped and then
display in the Quality column the BAD label, to indicate the device is down.

The ioLogik W5300 heartbeat is especially useful for monitoring the connection state over cellular links, to
detect when a cellular connection experiences connectivity isseus because of low bandwidth.

(B oo orc o I £
Flle View Confguratlon Help
E- R_OBERTYC-H.JODI
B-QicLogik
=) B W5340-HSDPA-T
- @WEWHSDPA-Tﬂl (192.168.127.254)

Mame Description Channel Status Value Type Value Unit Quality Access Righ' *
Comm-Slot-01  Comm-Slot 1 Boolean 0 Link Up/Down  Disconnection  Read only

Comm-Slot-02  Comm-Slot
Comm-Slot-03  Comm-Slot

Boolean
Boolean

Link Up/Down  Disconnection Read only |~
Link Up/Down  Disconnection  Read only

_ oW

0
0
0
0

DI-00 DI OFF Boolean ONJOFF Disconnection  Read only |
DI-01 Boolean ONJOFF Disconnection  Read only il
__E___
DI-03 DI OFF Boolean 1} ONJOFF Disconnection Read only
DO-04 Do 4 ofF Boolean 0 ONJOFF Disconnection  Read/Write A
nr.ne fatal = fa'=] Brnlazn n falil et Nicrannartinn_ Dasd iita
< | m L
Date Time Event =
2014/03(18 14:43:07 (D0-90-E8-1E-73-DD) - The packet "Update Tag(11005)" is received [
2014/03/18 14:43:06 ({D0-90-E5-1E-73-DD) - The packet "Update Tag(11005)" is received
2014/03/18 14:43:05 {D0-90-E8-1E-73-DD) - The packet "Update Tag{11005)" is received
2014/03/18 14:43:04 (00-30-E8-1E-73-DD) - The packet "Update Tag{11005)" is received ‘
2014/03(18 14:43:03 (00-90-E8-1E-73-DD) - The packet "Update Tag(11005)" is received l
2014/03/18 14:43:02 (00-90-E8-1E-73-DD) - The packet "Update Tag{11005)" is recalved e
Anaatnnian waanns B S SNy P
4| | 3
Ready Device Count: 1 Listening Port: 9900 OPC Client Count: 0

For the W5300 series, we suggest using a value greater than 60 seconds.

Read/Write Privilege

An input channel can only be read when Active OPC server lists an output channel as read/write. Note that a
channel is only read if an output channel was associated in the Click&Go logic tag of that channel.

Active Tags

A tag selection table shown in the right panel of the browser window shows the details of your selection.
The 1/0 status of a channel can be updated to the Active OPC Server once it is changed, or updated periodically.

1. Check the On Change checkbox to force an update when there is a signal change for that channel
(On-to-Off or Off-to-On for digital channels, or any fractional change for analog channels).

2. To periodically update the status of the Active OPC Server, specify a time interval after the Update per
checkbox.

) SlotH1 E1241-¢192 168,127 263 Wh340

] Sloth4 Serial Tag Enatle 4l & Channels
A00 [F]0nChange 500 % Update per 1 [1-65535)
Al On Change  5.00 % Update per 1 [1-65535)
Al-02 On Change  5.00 % Update per 1 [1-65535)
4103 [F]0nChange 500 % Update per 1 [sec =] 185538

"DI.-"DD.-"AD Global Settinglinclude expansion modules) ‘

Update by: 1/0 On Changs, [ Interval |1 sec [1-65535)
~DI/D0 Channel
Enable &1l D1 Channels

CH-00 CH-M CH-02 CH-03 CH-D4 CH-05

CH-05 CH-07

Enable All DO Channels

CH-00 CH-M CH-02 CH-02 CH-04 CH-05
CH-06 CH-07 CH-08 CH-09
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NOTE:

1. A Virtual Channel is updated periodically; the time interval for updates can be set to seconds, minutes,
hours, or days, with values ranging from 1 to 65535.

[ Enable &l Virtual Channels

[ CH-00 | | J [1-66535] [ CH-05 | | J [1-66535]
[ CH-M | | J [1-BB535) [ CH-0& | | J [1-BB535)
™ CHO2 | |seo ~| [1-65535) [ CHAO7 | |seo ~| [1-65535)
[ CH-02 | | J [1-66535) [ CH-02 | | J [1-66535)
[~ CH-04 | | J [1-65535] [~ CH-09 | | J [1-65535]

2. If Al is configured to update on change, the percentage settings represent the percentage of the full
analog range. For example, if the Al is configured for O to 10 V, on change 1% means the ioLogik will
update the Active OPC Server every time there is a change of 0.1 V.

[ Enable &1l &1 Channels

Ao [ On Change
A-01 [ On Change
Al-02 [ On Change
&1-03 [ On Change

[ Update per | [1-E5535]

sec =]

[~ Update per | | J [1-E5535)
sec =]
sec =]

[ Update per | [1-65535]
[ Update per | [1-65535]

RARA

3. Expansion modules added to the system are displayed in the modules list. Select a module to see detailed
tags in the right panel of the browser window. After selecting the needed tags click the Create Tags button.
The Active OPC server will receive these updated tags the next time you use Active OPC server.

- [ w5340
Slot E1210-¢192.168.19.243> E1210

Slotf2 E1211-192.168.19.244:
[~ Enable &1l DI Channels

[ CH-OO0 [ CH-M [ CH-0z [ CH-03 [ CH04 [ CHO5 [ CH-O5 [ CH.O7
[ CHO08 [ CH03 [ CHA0 [ CH1 [ CHA2 [ CHA3 [ CH-14 [ CHA15

Refer to the Active OPC Server section for more details about how to use Active OPC server.

ATTENTION
A 1. Active OPC Setting should be configured before connecting to the cellular network. If the settings are
not configured, the ioLogik W5300 won’t connect. When the ioLogik W5300 is in sleep mode, the
heartbeat signal will be disabled.
2. The RSSI and Internal Registers tags require firmware version 1.3 or above for the ioLogik W5312
series, and 1.5 or above for the ioLogik W5340 series.
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The Cellular Settings Panel

The Cellular Settings Panel includes:

= Dial-up Settings
= Caller IDs

= Operation Modes
= DDNS Settings

= Port Forwarding Settings
|70 Configuration ] f”.-"D Expanszions ] j*‘ M eter/Sensor ] e Active Tags ] " ClickGo Logic ]

T Eellulalﬂecnnnectinn] By Metwork Statistics l ,s.'\a\-"atchdng ] = Mezzage Monitor | B WEH Settings ]
i Server Info. l § Server Settings l &5 Firmware Update l.\; LaN Settings &, Cellular Settings

-~

Dialup Sefting
Iser Mame: Cellular Status
G5M Mode[IP:0.0.0.0)
Password:
DNS IP:0.0.0.0
SIk PIN:
= AP internet Cellular Error
*Band: |.f1‘n.ut0 - | No Error
FPPP Authentication: |.i‘n.ulo mode - |
Signal Strenath L
TCF/IP Compressian: Enable @ Dizable =
Link it B t: RS5119 ’7 I
slEell gy Enabls @ Disable [
_ Upeae |
Caller IDs
Phone Mumber 1: Phone Murnber 2:
Phone Murmber 3: Phore Murnber 4:

Phone Mumber 5: v

Operation kode
@ Cellular Always OM
Ethernet wiak[Cellular Backup]

Cellular On Demand 0000

Click#&Gal
Wwiake n Call

Dial-up Setting
The cellular Access Point Name—or APN—is a critical field one must configure when connecting a device to
a cellular network. Check with your cellular service provider for details. Some cellular connections require more
detailed setups, such as PPP Authentication, TCP/I1P Compression, and Link Quality Reports, as well.

Dialup Setting
User Mame: Cellular Status
Initialize Modem___[IF-0.0.0.0)
Pazsward:
DHS5 IP:0.0.0.0
SIk PIM:
= AP internet Cellular Errar
* Batid: |.-’-'-.ut|:| - | No Error
FPP Authentication: | P&P mode - |

Signal Strength

TCP/P Compression: Enable @ Dizable
T RSSI18 ’7 I
ink. Quality Repar Enable @ Dizable r

~ Update
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If you already have a PIN configured for your SIM card, be careful to enter it correctly because after three failed
attempts you will be locked out. To avoid this problem, the ioLogik W5300 will try to connect to the cellular
network one time only. If it fails, then the W5300 will stop trying to connect to the cellular network. You can
leave the username, password, and SIM PIN fields blank for most cases because they are seldom used.

After all information has been configured correctly, click Update. The ioLogik W5300 must reboot in order for
the settings to take effect. Connection information is displayed on the right side of the block, such as Signal
Strength (RSSI), Cellular Status, which includes the device’s IP address for the Cellular Network, and Cellular

Error.

NOTE Band, PPP authentication, TCP/IP Compression and Link Quality Report are only supported on the ioLogik
W5340-HSPA.
Caller IDs

In order to use the the ioLogik W5300 cellular wake up feature, you must configure a series of caller 1D
settings. This is because, when the ioLogik W5300 is in Sleep Mode, it switches to GSM standby; it is only
once the ioLogik receives a phone call from an authorized caller ID that the W5300 hangs up the phone,
switches to cellular mode, and reconnects to the cellular network. After successfully associating with a cellular
access point, the device will forward its new IP address to AOPC server.

Caller 1Dz
Phone Mumber 1: Phorne Mumber 2:
Phione Murnber 3: Phiotie Murnber 4:
Phione Murnber 5: e

Operation Mode

The ioLogik W5300 provides two operation modes to connect to a Cellular network, and a network redundancy
mode (Ethernet WAN: Cellular Backup).

Operation Mode

@ Cellular Abwapsz O
Ethernet wWaN[Cellular Backup]

Cellular On Demand oooo
Click &G ol
‘wiake On Cal 3
a0

1. Cellular Always ON:
The ioLogik W5300 is connected to the cellular network at all times.

2. Cellular On Demand:
This mode allows the ioLogik W5300 to conserve a very low power consumption by flipping into sleep mode
whenever there is no need to transmit information. When in sleep mode, the ioLogik W5300 disables the
cellular connection and stays in GSM standby mode, saving all 1/0 records in the data log, on the SD card.
The ioLogik W5300 will only wake up when either:
1) it receives an activate message from Click&Go, or
2) it receives a call from an authorized caller ID.
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3. Ethernet WAN (Cellular Backup):
The ioLogik W5300 may also be configured with redundant network interfaces, so that it uses cellular
networks only as a backup connection. When this mode is selected, the primary interface will be the
Ethernet connection, over the Internet. Should this primary interface fail, the ioLogik W5300 will
automatically switch to the cellular interface, and then switch back to the primary Ethernet interface when
it again becomes available. Note to configure the cellular backup mode, you must specify an IP/URL that the
ioLogik will use to test Internet connectivity. We recommend using either large, established sites like
Google or Yahoo! to configure this test IP/URL, or using the IP/URL of your own central servers.

Backup Network Activated

Cellular Activated
M

Check Allvi’a'
-

Ethernet

Primary Network Activated

ST

-

DDNS Settings

If you are unable to configure your AOPC server with a static IP address, you can still configure your network
with push commnications for edge 1/0. To do this, you will configure the ioLogik W5300 with a URL that it can
use to register with a dynamic DNS service. This will first require you to register with a DDNS service provider,
and enter its information into the DDNS function in the ioLogik W5300.

E®pHCP Scope [192.168.20.0] DN.moxa.com.tw Properties EE |

J Action  Miew |J General DMS |.£'-.u:|vanu:en:||
Treel

Y'ou can et up the DHCP zerver to automatically update name and address

'@ DHCP infarmation on DS zervers that support dynamic updates.
= @. rook-Sg4qkand . . .
; [
Ea Seope [19; v Automatically update DHCP client information in DIMS
b ) Addres & Update DNS only if DHCP client requests
{3 Addres
i
EE. Rasar Alwayz update DMS
@ Scope [T Dizcard forward [hame-to-address] lookups when lease expires
t-[CF Server Opt : :
¥ Ewnshle undstes for OIS cliets that do hot suppart dynamic update
Specifies whether the DHCP zerver zends dynamic updates to
the OMS zerver for any DHCP clients that do not directly onfigured in TCPAIP properties for

support performing these updates. |f selected, clients wunning FEMVEL
under earlier verzions of Windows are updated by the DHCP

zerver for both their host (4] and pointer [FTR] resource

records.

By default, windows 2000 DHCP clients are enabled to zend
dynamic updates to their configured DNS zervers far their host
[&] resource records, but typically do not update pointer [FTR]
rezource records unless configured to do so.

Cancel Apply
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The purpose of DDNS is to provide the customer with an alternative cost effective cellular plan. The customer
will not need to establish a server or pay for a Static IP. Setting up DDNS allows the ioLogik W5300 to behave
like a server and perform functions such as email, ftp, etc. Regardless of whether the device has a floating IP
or a private IP, the user can establish a connection with their remote device through DDNS. DDNS allows the
SCADA/HMI server to establish a connection through the DDNS server to find the remote device.

The screenshot at right shows how a device may be set up to use DHCP to update a DDNS server. The
screenshot at right gives you an overview of the configuration parameters.

DDMS Settings
[T Enable DOMS

Semver Address | Dynling.org D Port Forwarding
Host Narme
User Mame :
Fassword : v (@ Refresh

= Server address (default=DynDns.org): Currently, DynDns.org is the only option available for Server
address.

= Host name: Enter the name you created on www.dyndns.com in this field. The ioLogik W5300 will
update the DynDNS server with this host name.

= Username: This is the user name used for updating DDNS Server authentication.

= Password: This is the password used for updating DDNS Server authentication.

NOTE

Currently, the ioLogik W5300 supports DNS service as provided by DynDNS. For detailed information on this
option, please visit https://www.dyndns.com.

Port Forwarding

The ioLogik W5300 supports port forwarding on its cellular and Ethernet interfaces for WAN-to-LAN
communication. Using port forwarding, the ioLogik W5300 allows external WAN hosts such as SCADA/HMI
systems to connect to specific field devices within the LAN by linking with the ioLogik W5300.

Fart Forwarding

Index | Active | Protocol Public Port Internal IF Internal Part
00 “ uDP 4001 192.168.127.201 80
01 W TCP 40071 192.168.127.201 a0
N TCP 1/0.0.0.0 1
Video server Video Surveillance

[ ]
=

Settings
Setting Description Factory Default
Active Click here to activate a specific Index Channel Unchecked
Protocol Choose between TCP and UDP protocols TCP
Public Port

. IP: O
Internal IP Refer to the following example

Port: O

Internal Port
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VPN Settings Panel (ioLogik W5340-HSPA(-T) only)

What are Virtual Private Networks (VPNs)?

Computers that are part of a VPN use a second, “virtual” IP address to connect to the Internet. Instead of
running across a single private network, some of the links between nodes that are part of a VPN use open
network connections or virtual circuits on a larger network, such as the Internet. With the help of VPNs, cellular
devices acting as a VPN client can initiate a connection with a VPN server. Once the connection is established,
cellular devices can communicate with other network devices on the same private network.

ioLogik IPsec/VPN Specifications

= IPsec is an encryption and authentication protocolfor IP packets
« In the example below, an encrypted VPN connection is established with a remote VPN server
= joLogik connects to the server in tunnel mode, using the IPsec protocol suite

= The following encryption ciphers and authentication, authorization, and accounting (AAA) protocols are

available using this setup:
Manual Key/ESP, IKE/PSK
DES/3DES/AES128/AES192/AES256 encryption

v Vv

MD5/SHA1 authentication

\4

IPsec NAT traversal, Anti-Replay, and PFS (Perfect Forwarding Secrecy).

Example: Gateway to gateway connection between ioLogik and IPsec servers

Dynamic/Fixed WAN IP

LAN 2
192.168.2.0/24

LAN 1
192.168.1.0/24

ioLogik W5300-HSDPA

Dynamic/Fixed WAN IP
64.50.124.69

K

)
—

LAN 3

192.168.3.0/24 - Cisco/3 Com/Juniper Router

- Linux OpenSWAN

ioLogik W5300-HSDPA
Dynamic/Fixed WAN IP

LAN 4
192.168.4.0/24

ioLogik W5300-HSDPA

3-36



ioLogik W5300

The ioAdmin Utility

ioAdmin VPN Settings Tab

General Settings
/140 Configuration ] 541/0 Expansions

] 5 Server Settings

l B Network Statistics

] [ Meter/Senzor
l 4= Fimware Update

] g\a\-’atchdog

@ Server Info.

T Cellular Reconnection

] e Active Tags
l @ LAN Settings

l = Message Monitor

l r-ﬁéHaMN— l
i VPN Settings

| & Clicktfo Lagic |

[¥] Enable
WP turnel mndelManua| Kew/ESF "J

Remaote endpoint [P 64.50.124.53
Remote subnet IP 15216811
Remate subnet netmask 255, 265.265.0

Local subnet P 192.168.2.1
Local subnet netmaszk 255.265.255.0

VPN Tunnel Mode: Manual Key/ESP or ISAKMP/PSK selection

Remote Endpoint IP: Enter the WAN IP of the remote VPN server endpoint

~

m

Remote Subnet IP: Enter the remote VPN server subnet (LAN) IP of the remote network

Remote Subnet netmask: Enter the remote VPN server subnet netmask of the remote network
Local subnet IP: Enter the ioLogik W5300-HSPA subnet (LAN) IP

Local Subnet netmask: Enter the ioLogik W5300-HSPA subnet netmask

Manual Key/ESP

10 Configuration ] 5140 Expansions ] 1 Meter/Sensor 1 e Active Tags
@ Server Info ] [ Server Sellings 1 &= Firmware Update ] @ LAN Settings
T Cellular Reconnectian ] By, Network Stalistics | § Watchdag ] = Message Monitor

| % ClickbGo Logic

[ Manual Kew/ESP |

7

Incoming Security Settings:
5P 1234567830

Encryption mode | pEs =

Ercryption key MoraTest

Authentication mode

Authentication key abcdefghiklmnop

Outgoing Security Settings
SPI 1234567830

Encryption mode: | pps =

Ercryption key MoraTest

Athentication mode

Authentication key abcdefahiklmnop

n

+ Update |

(¥ Refresh ‘

1

I

l I‘-HH-H-—I I
e wPN Settings

SPI: Sets the VPN manual key incoming/outgoing SPI between 257 and 4294967295
Encryption mode: Selects the incoming/outgoing encryption mode

Encryption key: Enters the incoming/outgoing encryption key

Encryption mode Length (Bytes)
DES 8

3DES 24

AES 128bit 16

AES 192bit 24

AES 256bit 32
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Authentication mode: Select the incoming/outgoing authentication mode
Authentication key: Enter the incoming/outgoing authentication key

Authentication mode |Length (Bytes)

MDS 16
SHA1 20
ISAKMP/PSK
/140 Configuration ] §1/0 Expansions 1 [ Meter/Sensor ] e Active Tags 1 o Click&Go Logic | (g Server Info. ]
3 Server Seftings ] &= Firmwaare Update ] @ LAM Settings | B Cellular Settings ]
T Cellular Reconnection I B Metwork Statistics I #Watchdog I = Meszage Monitor Iy WEN Settings
15AKMP/PSK. |

|1SAKMP [Key Management)
Pre-Share Key (PSK) HSDP22010

[ Perfect fomward secrecy [PFS)

Local dentity
|dentity opticn |USEI FOQOM -

IPAFODMAser FODM slephen lini@moxa. com [

154KMP Phase 1 1S&KMP Phase 2

Operation mode [pgeesive ] Ercypion made [3DES 2

[CINAT & | [MAT-T

- e ] Authentication mode | SHA-T -
Encryption made [ 30DES -

Authentication mode | SHA- - Diffie-Helman group | Group2-1024 bits =

Diffie-Hellman group | Group2-1024 bits:~ + SA lifetime 3500 (600 - 864000 sec)

54 lifetime 68400 (500 - 664000 sec)

m

Advanced Settings
[ Anti-replay

|| Dead peer detection [DPD)

« Update ‘ (" Refresh ‘ =

Local ldentify
Pre-Share Key (PSK): Sets the VPN ISAKMP Pre-Shared key settings

Perfect forward secrecy (PFS): Enable or disable Perfect Forward Secrecy. PFS is an additional security

protocol (default = disable)

Identity option: Select additional ID authentication requirements for the VPN using a specific IP Address,
FQDN, or User FQDN settings

IP/FQDN/User_FQDN: Enter an ID (IP/FQDN/User_FQDN) to identify and authenticate the local VPN
Endpoint
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ISAKMP phase 1
Operation Mode: Select main mode or aggressive mode to configure the standard negotiation parameters for
IKE Phase 1 of the VPN Tunnel

NAT traversal (NAT-T): Enabling this option will allow IPsec traffic from this endpoint to traverse through the
translation process during NAT. The remote VPN endpoint must also support this feature and it must be enabled
to function properly over the VPN (default = disable)

Encryption mode: Select the VPN ISAKMP phase 1 encryption mode
Authentication mode: Select the VPN ISAKMP phase 1 authentication mode

Diffie-Hellman group: Select the VPN ISAKMP phase 1 DH group. Increasing the DH Group number increases
the level of encryption implemented for PFS.

SA life time (default = 86400): Enter the number of seconds for the VPN ISAKMP phase 1 Lifetime, which
is the period of time to pass before establishing a new IPsec security association (SA) with the remote endpoint.

ISAKMP phase 2
Encryption mode: Select the VPN ISAKMP phase 2 encryption mode.

Authentication mode: Select the VPN ISAKMP phase 2 authentication mode.

Diffie-Hellman group: Select the VPN ISAKMP phase 2 DH group. Increasing the DH Group number increases
the level of encryption implemented for PFS.

SA life time (default = 28800): Enter the number of seconds for the VPN ISAKMP phase 2 Lifetime, which
is the period of time that passes before establishing a new IPsec security association (SA) with the remote
endpoint.

Advanced Settings
Anti-replay: Anti-replay is the method of not allowing an intercepted packet message to be sent to the
recipient multiple times without the original sender knowing (default = Disable).

Dead Peer Detection (DPD): Enable or disable the Dead Peer Detection. DPD is a method of detecting a dead
Internet Key Exchange (IKE) peer. It sends a DPD packet to the peer every 60 seconds with no traffic and
attempts to connect normally. If the DPD packet fails 5 times the VPN will continuously re-establish a
connection (default = Disable).

VPN System Log Events and Error Codes

VPN system log Description

UNLINK_TIME_REACH SA Lifetime timeout

UNLINK_TIME_OUT No response from remote VPN server
UNLINK_NO_PROPASOL The remote VPN server does not have matched VPN settings(proposal)
UNLINK_DPD DPD detecting

IKE_PHASE1_MAIN_START IKE phasel Main mode starts
IKE_PHASE1_AGGR_START IKE phasel Aggressive mode starts
IKE_PHASE1_ENCRY_START IKE phasel VPN tunnel encrypting

IKE_PHASE1_OK Passing the VPN tunnel phasel

IKE_PHASE2_OK Passing the VPN tunnel phase2

IKE_RENEW_START Rekeying

IKE_RENEW_OK Rekey successfully

PHASE1_TIME_REACH Phasel SA lifetime timeout

OLD_SA_TIME_REACH Earlier SA lifetime is deleted by the ioLogik
REMOTE_DEL_ISAKMP Key of VPN tunnel phasel is deleted by the remote
REMOTE_DEL_ESP Key of VPN tunnel phase2 is deleted by the remote
REMOTE_DEL_ESP_OLD Earlier SA lifetime is deleted by the remote VPN Server
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NOTE

Since there is a limit to the number of times you can write to system memory, we strongly recommend
installing at least a 1 GB SD that the ioLogik W5300 can use for logging.

Cellular Reconnection

Carriers disconnect idle mobile device connections in order to save bandwidth for other on-line users and
applications. To keep the ioLogik W5300 Always On, the ioLogik W5340 must not only have the capability to
detect the cellular connection and reconnect to the network once it is disconnected, but also needs to send out
signals (ICMP package) to notify carriers that the ioLogik W5340 is still alive.

1/0 Caonfiguration l jfla’El Expansions l jf teter/S enzor l e Active Tags l " ClickiGo Logic l
(i Server Info. | [ Server Settings ] 4= Firnware Update l @ LAN Settings ] B, Cellular Settings l
T Cellular Recannection ] By Metwork Statistics ] 9 watchdog ] = Meszsage Monitor ] i WP Settings ]

-~

| Camier check befare spstem restart
G5M Timeout: 30 [30 to B5,535 seconds)

GPRS Retry: 3 [3 to 65,535, 10 to 30 seconds per retry)

| PING check before system restart

Dest. IPAURL: 125.227123.167 [Active OPC Server ar any public URL)

Auto Retry |3

m

@ Continuous check until 3 failz

Retry Interval : 10 [10to 600 secands]

| Syztem Feconnect after 1 hours (1 o 24]

IF the wirgless signal iz unstable and disconnects, the ioLogik \WS300 will
first reboot the modem to restore the physical layer connection. Enable
"System Reconnect” ta reinitiate the W5300. If reboating the modem does
niot recover Youn connection, the dizconnection may be cauzed by a higher
layer communication prablem.

_ o Updete |

V| Netwaork Log

NOTE

The default setting of the Cellular Reconnection function is disabled, which prevents it from producing extra
packets. If the Cellular Operation Mode is set to On-Demand, we recommended NOT activating the Cellular
Reconnection function.

Carrier Check before system restart: Carrier Check settings define the timeout for detecting the physical
cellular connection. Once the ioLogik reaches the timeout, it will perform a system restart.

= GSM Timeout: When you turn on the ioLogik W5300, the device will continue to connect to the GSM for a
period of 60 seconds (the default setting). If it fails to connect, the device will automatically restart the
modem board after sixty seconds.

= GPRS Retry: After the connection between the device and GSM (carrier) has been made. The device will try
to connect with the Internet. After XX time of failed retry, the W5300 will restart the modem board.
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The Chart below shows the Carrier Check behavior:

PING Check before system restart: A remote destination is used in this setting to indicate if the Internet
connection is still alive. The user can specify a public IP or URL and the number of retries that are allowed.

Dest IP/URL: Can either be an AOPC server IP or any public URL for the device to check its connection with
the internet.

Auto Retry: Will be activated when the AOPC can’t connect with the AOPC server. The W5300 will tell the
machine to ping the Dest IP/URL to check for an Internet connection.

Continuous Check Until 3 failures: The W5300 continuously check its connection with the IP/URL to
ensure that it is constantly connected to the internet (could incur a high cose, depending on your cellular
plan).

Network Log: The Network Log records the activity of the cellular connections. Click the Export Log
button to retrieve the log file.

System Reconnect after hours

If Carrier Check before system restart or PING Check before system restart is selected, the system
will check if there is still a wireless connection.

If the wireless signal is unstable and disconnects, the ioLogik W5300 will first reboot the modem to restore
the physical layer connection. Enable System Reconnect to reinitiate the W5300. If rebooting the modem
does not recover your connection, the disconnection may be caused by a higher layer communication
problem. You may select a System Reconnect interval from 1 to 24 hours.

Meter/Sensor

OP Mode

The ioLogik W5300 supports four OP modes, Transparent Serial Tunnel (TCP Server and TCP Client),
Modbus TCP <-> Modbus RTU Gateway, and Modbus Serial Tags.

L3

A= Fumwe Updste | g, LAN Setings | By Celliler Settings Celuls Aecorrection | By Hetwork Statitics | @'Watchdog | = Messags Monite
140 Coriguastion | |-J110 Expansions wchctve Tage | G Cckifiologe | g Seerinfe | | Server Settrgs
= Sensl Pot
Part Settirg
Boudiale: | 3500 = F: Mock

_ ¥ Updee |

Stop Bl 1 = Ilu‘mﬂiﬁdTmﬂ.lTEl:EiHﬂ -
. i pangnl Soial | uered [LH Lis
s R5-480 Shwre - Modbus TCP <3 Modbus ATU Gatewsy
4 Rt Mesckouss Senal Tags
Flowe Cortool | none =| Tranaparart Senisl TurenlTCP Serer]
1 Remdle Pot 1 T
— :ﬂ '1 (¥ Rehiesh ]
Pty (e z]

Transparent Serial Tunnel: Transparent Serial Tunnel mode creates a TCP socket to a remote host
program and transparently sends and receives data to attached legacy serial devices.

TCP

N

Serial

Modbus RTU Gateway: This function allows users to attach a serial Modbus/RTU meter to the ioLogik
W5300'’s serial port; in this case, the ioLogik W5300 will act as a Modbus/RTU to Modbus/TCP gateway.

Serial

Serial
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= Modbus Serial Tags: This function allows users to attach a serial Modbus/RTU meter to the ioLogik
W5300'’s serial port and create the serial tags in the Active OPC Server so that a SCADA system can access
this serial data directly via OPC connections. In this case, the Modbus/RTU serial devices will appear to be
embedded in the ioLogik W5300.

ATTENTION

If the Serial Tunnel setting is used, Cellular Setting 2 Operation Mode = Cellular should be set to “Cellular

Always On.” Otherwise, the Cellular connection will disconnect and a serial tunnel will not be created.

A\

ATTENTION

Because there are major structural differences between firmware versions, you should upgrade from earlier
versions to firmware V1.3 or above for the ioLogik W5312 series, and V1.5 or above for the ioLogik W5340
series to reset all settings to the factory defaults. You should NOT perform the upgrade remotely over the
Internet.

Network Statistics

Network Statistics help monitor the usage of all applications’ network flow. The applications include Active OPC
server, active message server, serial TCP, SNMP trap, Email, FTP, Modbus, DA Center, Event Log, and ICMP.

The Network Statistics Page will help you understand the overall usage of the network.

1/0 Configuration ] j-‘l.n"D E xpansions I }-’Meten"Sensm [ = Active Tags
@ LAN Settings ] By, Cellular Settings | T Cellular Beconnechon

Application |Netw0lk Tx [%]) |Netwulk Rx [%]
Active OPC Server _ no

Active Message o0 1R1]

Serial TCP 0.0 0.0

SMNMP Trap 0.0 0.0

Email 0o 0o

FTP 0o 0o

Modbus 10000 10000

Da-Center 0o 0o

Ewent Log Qo0 0o

ICMP 0o 0o

DoReset | @ Refesh |
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Watchdog Panel

The Watchdog panel is available after you log in as administrator. When enabled, the Host Connection
Watchdog monitors the network connection. If the connection is lost for the specified Timeout Value, the
watchdog will display a warning and activate the Safe Status settings for each DO channel and event counter
channel. By default, the watchdog is disabled. To enable the watchdog, make sure that Enable Host
Connection Watchdog is checked, set the Timeout Value, and then click Update.

_ 10 Configuration ] f j*‘l.-"EI E xpanzions ] L jf h eterdS ensar ] wpe Active Tags ]  ClickiGo Logic ] Wi Server Info. ]
[ Server Settings ] 4= Firmware Update il S Elting s ] B, Cellular Settings ]
T Celular Feconnection ] Bl Metwork Statistics i Watehdag l = Meszsage Monitor ] Fv YPM Seftings ]

Hozt Connection Monitar

[7] Enable Hast Cannection Watchdog :

- |Jpdat
Timeout % alue : &0 ﬂ zEC

After the watchdog is enabled, a warning will be displayed on the Watchdog Panel if the network connection
is lost.

Host Connection kMonitor

[v Enable Host Connection % atchdog

Timeout value : | U >l sec Y
Host Connection Lost Alarmed | i Clear Alarm

After you restore the network connection, click Clear Alarm to reset the Watchdog and return to normal
operation.
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Click&Go Logic Panel

The Click&Go Logic panel is available after logging in as an administrator. This is where the ioLogik W5300 is
configured. With a set of rules (known as a ruleset) defined through Click&Go, the ioLogik can report 1/0 status
to a host as soon as user-defined 1/0 conditions have been met. Refer to Chapter 4 for more detailed
information on defining rules.

i LAM Setirge B, Couly Sofinge 1 Colulx Racannacion

J e Eparconm

§ kg
 Sierven Settings

= klagsagn Mondor

10 Corfguesion et Sareon o dctree Tags i Serwer Infn 4= Frmree Update

ARG E IR

Lo Hawirer

Changes on the Click&Go Logic panel are not effective until the ioLogik W5300 is restarted, as is true with
changes made on other panels. After logging back in as administrator and returning to the Click&Go Logic panel,
click Download to view the current ruleset. Click Run to activate the ruleset and Stop to deactivate it.

NOTE

Refer to the following website to learn more about Click&Go: http://www.moxa.com/remote_io/ClicknGo.htm

ATTENTION

1/0 channels used by Click&Go Logic cannot be controlled externally using ioAdmin’s “Test” function, other
Modbus/TCP master software, SCADA software, or SMS commands.
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Click&Go Logic

Click&Go Logic was developed by Moxa to provide an easy way to program your ioLogik W5300. In this chapter,

we explain how Click&Go Logic works and how to use it to deploy a remote 1/0 solution.

The following topics are covered in this chapter:

a
a

To Get a Quick Start...
Overview

> Features

» Click&Go Logic Basics

» Working with the Rules
Click&Go Development Process

1/0 Configuration

Digital Input Mode Selection
Digital Output Mode Selection
Analog Input Mode Selection

Alias Configuration

YV V V ¥V V V

Testing the 1/0 Channels
Defining Global Variables

Timer Settings

SNMP Trap Server

E-Mail Server

Active Message Server
SMS Phone Book
Working/Off Working Days
FTP Settings

Data Logging Profile List

YV V V VYV V V V V¥V V V

Internal Register (Float) Settings
Working with Logic

» Click&Go Logic Basics

» IF.. THEN/ELSE Conditionals

» THEN/ELSE Actions

Activating the Rule-set

» Upload, Restart, and Run

» Rule-set Management Bar

Import/Export Configuration

Configurable DIO Channel Mode Selection

Internal Register (Integer) Settings
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To Get a Quick Start...

Below, we highlight a series of entries to provide a quick review for readers already familiar with Click&Go.

I. Overview
* Software Overview
* Click&Go Logic Basics
= Working with the Rules

Il. Getting Started
Quickly set up your 1/0 and global variables so you can start working with rules:
* 1/0 configuration

* Defining Global Varibles

I11. Start Working with the Logic
Learn the basics of Click&Go’s If-Then-Else Logic:
« If Logic
e Then and Else Logic
= Active Rule Set
e Import and Export Your Configuration

Overview

The ioLogik W5300 series system eliminates the need for host computers to continually poll 1/0 devices for
their status. Instead, the server itself is able to monitor the status of each 1/0 device and take the appropriate
action when the 1/0 status satisfies a user-defined condition. For example, the ioLogik could be configured to
send a TCP/UDP message only when the switch attached to DI-0 is turned on. This event-based structure
results in a much improved response time and a much reduced load on the host computer’s CPU and network
bandwidth.

The ioLogik W5300 supports Moxa’s Click&Go Logic. With Click&Go Logic, you can easily and intuitively
configure when and how 1/0 information is transmitted over the network. Simple IF-Then-Else statements
are used to specify conditions that are required for certain actions to take place. Up to three conditions and
three actions can be combined in a rule, and you can define up to 24 rules. Supported actions include sending
SNMP traps or TCP/UDP messages to up to 10 hosts at a time.

Click&Go Function Comparison Table by Product Line

Click&Go Function ioLogik E2000 ioLogik W5300
Peer-to-Peer Yes No

Remote Action Yes No

CGI Command Yes No

Trigger Logic

IF-Then-Else rule 24 rules 24 rules

Internal Register 24 24 + 28 float points
Timer 24 24

Schedule Yes Yes

Alarms

TCP/UDP Active Message Yes Yes, Unicode support
SNMP Traps Yes Yes

E-Mail Yes Yes, Unicode support
SMS No Yes, Unicode support
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Features

Click&Go Logic has the following key features:

Easy local logic control using intuitive 1F-Then-Else style construction.

Up to 24 user-defined rules.

Up to 3 I/0-based conditions and 3 DO or network actions per rule.

Choice of email, TCP, UDP, SNMP trap, and SMS for active 1/0 messaging.

Customizable message content with dynamic fields for time, date, IP address, and more.
Up to 10 simultaneous IP destinations for TCP/UDP messaging.

Internal register function for remote output control when Click&Go is running.

Timer Delay function for timing events.

Configurable interval for time-triggered events.

NOTE In this chapter, all the descriptions are based on the ioAdmin 3.10. Be sure to use firmware V1.3 or above for
the ioLogik W5312 series, firmware V1.5 or above for the ioLogik W5340 series, and Active OPC Server V1.11
or above.

Click&Go Logic Basics

To use Click&Go Logic, start ioAdmin and log on as an ioLogik administrator on the Server Settings panel. Once

you are logged on, go to the Click&Go Logic panel. It should appear as below:

A;‘Firmware Update I‘J LAN Settings | F-hEeIIuIar Seltings ] T Cellular Reconnection Metwork Statistics ] ‘?Watchdog | = Meszage Monitor |
1/0 Configuration | [ §/1/0 Expansions | | §’Meter/Sensor | < Active Tags | ' ChickiGologic  |§i Sewerinfo. | [}Server Sellings |

& 7 |2 ||| =|a|@] ~]| 2]z
e —] ogic Name :
#1
© —
#3
o —_— [5 Clear Fietrieve EI Fun
Click&Go Logic Panel
1. Global Variable: In this field, you can assign a Global Variable for the set of rules.
2. Logic Name: In this field, you can assign a name for the set of rules.
3. Rules List: In this area, each rule’s conditions, actions, and status are displayed.
4. Ruleset Management Bar: In this area, you manage the ruleset.
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Working with the Rules

Rules are the building blocks of your ioLogik W5300. With rules, you define the exact trigger conditions for
transmission of 1/0 information as well as the content and destination of that information. A DO’s reaction can
also be automated through DI trigger conditions.

Logic #0 configuratior .

"] Enable
Enable Logic
F THEN ELSE
<Empty <Emply: <Empty:
<Empty <Emptyz <Empty:
<Empty: <Emply: <Empty: |

AND

Equivalent Lagic Statement :

x Cancel |

In the main screen, you will see a list of the rules in the current rule set. Double click on a rule to open that

rule’s configuration window, or double click on an empty rule to start a new rule.

The Equivalent Logic Statement at the bottom shows a real-time text-based summary of the rule that you
are defining, and provides a useful means of making sure that the rule is designed as you intended.

ATTENTION

When configuring input and output control and response values, you must select the unit of
measurement before entering a value. If you select a unit of measurement after entering a value, the
value will not be retained. In addition, when an 170 channel is being used in a Click&Go Logic rule, the

channel’s range and units cannot be modified.

Click&Go Development Process

After searching and setting up the IP address of an ioLogik Ethernet 1/0 server, Click&Go logic can be

developed by following the procedures below:

170 Define Global Work with
— —
Configuration Variables Logic

1

Import/Export Activate
—
Configuration Rule-set
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1/0 Configuration

ioLogik products are embedded with various types of 1/0 channels, and the mode of each input/output channel
must be configured before using the channels. Channels are divided into five categories: digital inputs, digital
outputs, analog inputs, analog outputs, and virtual channels.

Configurable DIO Channel Mode Selection

For models that support the configurable DIO channels, configure the specific DIO to DI or DO to meet the
requirements.

Model Number of Configurable Mode Settings
DIO Channels Digital Input Digital Output
ioLogik W5340-HSPA 8 4 v
ioLogik W5340 8 4 4
ioLogik W5312 4 v v

When logged in as an administrator, double click on a channel in the 1/0 Configuration panel to configure

that channel’s settings. A window will open with configuration options for the channel. Each DIO channel will be
configured to act as either a DI or DO channel, according to the Power On Settings. To switch between DI and
DO channel operation, select the desired mode in the 170 Direction field under Power On Settings. After

clicking Apply, you will need to restart the ioLogik for the new setting to take effect.

A\

2. Power On Settings
170 Direction : (00 -
Ol L
b=t oo ]
OFF = Start
ATTENTION

Switching between DI and DO channel requires restarting the ioLogik for the new setting to take effect. You
must restart the ioLogik before proceeding with configuration or programming.

Digital Input Mode Selection

A DI channel can be set to DI or Event Counter mode. In DI mode, the channel connects to wet/dry contacts.
In Event Counter mode, the channel accepts limit or proximity switches and counts events according to the
ON/OFF status. When Lo to Hi is selected, the counter value increases when the attached switch is pushed.
When Hi to Lo is selected, the counter value increases when the switch is pushed and released.

. Number of Digital Input Mode Settings
Channels DI Event Counter
ioLogik W5340-HSPA 8 v v
ioLogik W5340 8 v v
ioLogik W5312 8 DIs+4 DIOs v 4

When logged in as administrator, double click on a channel in the 1/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. Each DI channel will be
configured to act as either a DI or Event Counter channel, according to the Mode Settings. To switch between
DI and Event Counter channel operation, select the desired mode under Mode Settings.
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2 DI Config DI Test | EF lias Wame

—1. Mode Settingz
ik _ rCounter mode parameter
) 0] Active Hito Lo @) Laota Hi
Filter : Event Counter |]

Sawve statuz on power failure

—2. Power On Settings

1/0 Direction : | DI -

—Counter mode parameter

Start

—3. Safe Statuz Settings
—Counter mode parareter

Start/Continue

"] &pply to all DI channels  Lpply

ATTENTION
On this panel, be sure to select Start under Counter mode parameter on Power On Settings to activate
the Event Counter channel.

Digital Output Mode Selection

A DO channel can be set to DO or Pulse Output mode. The Relay Output behavior is the same as DO.

Model Number of Digital Mode Selection
Output Channels DO Pulse Output
ioLogik W5340-HSPA 8 DIOs + 2 Relays v v
ioLogik W5340 8 DIOs + 2 Relays v v
ioLogik W5312 8 DOs + 4 DIOs v v

When logged in as an administrator, double click on a channel on the 1/0 Configuration panel to configure
that channel’s settings. A window will open with configuration options for that channel. Each DO channel will be
configured to act as either a DO or Pulse Output channel, according to the Mode Settings. To switch between
DO and Pulse Output channel operation, select the desired mode under Mode Settings.

|DO Channe
| & DO Config [ DO Test | [ Alias Name|

1. Mode Settings

Tl e I e
Do Lk

Pulse Output ! 1

2 Power On Settings
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Analog Input Mode Selection

Analog input channels can use either voltage or current to transmit signals.

Mode Selection
Model Number of Analog Input Channels
Voltage Current
ioLogik W5340-HSPA 0 to 20 mA,
o 4 +5V, +10 V, 0-10 V
ioLogik W5340 4 to 20 mA

When logged in as administrator, double click on a channel on the 1/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. Each Al channel will be

configured to measure either voltage or current according to the Range Settings.

i [¥] Enable Channel
Fange Setting:
(E Fieset Min
Input Range :
(E Reset Max
—{¥] Enable Auto Scali £.20mé
@ Point-Slope fu..u'1 o
Actual Scaled
Minlnll: 10000 Minln?} 10000
Max(m1): 10.000 Max(m2): 10,000

*Result = n2 + [input - n1] z [[m2-n2)/[m1-n1]]

[ () Slope-intercept formula

i [1.000
[- (0.000 *Hesult = M x Input + D
Unit: [¥ /| nane
[] Apply to all channels 0K |  Cancel |

Alias Configuration

Alias Name helps users configure the alias of a DI or DO channels and define the logic level (0 or 1) for the
ON/OFF status. The Alias can be monitored by the ioAdmin utility, or queried by using a user-defined program
based on the Moxa MXIO library or standard Modbus/TCP protocols.

| ™
E DI Channel #0 gy —— ’M
[ @ DI Config | [@ DiTest] & Alias Name

1

—Alias Mame

Channel Mame: [
OFF:  QfF

ON:  oN

W Apply |
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For Click&Go programming, the Alias Name will display the user-defined name when the specified channel is
selected. For example, although the fist DI channel is represented by DI-0 in Click&Go, you can change the
Alias Name to Door_O for easier recognition when programming.

When logged in as administrator, double click on a channel on the 1/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. The Alias name of each
input/output channel can be configured by selecting the Alias Name panel.

A\

ATTENTION

We strongly recommend configuring the alias name for the 1/0 channel being used before performing any
further configuration or programming.

Testing the I/0 Channels

Each 1/0 channel can be tested and monitored individually. When logged in as administrator, double click on a
channel from the 1/0 Configuration panel to configure that channel’s settings. A window will open with
configuration options for the channel. Tests can be done by opening the channel’s configuration window and
selecting the Test panel.

[ |
DO Channel 24 L * &J
r i ——

|@d Do Eonfigl DO Test |5 Alias Name|

D0 Mode Pulze Output Mode

Status

The Test panel shows how a channel’s status affects, or is affected by, the attached device. For output channels,
you can set the on/off status, start and stop a pulse, or output a voltage or current. For input channels, you can
monitor the attached device’s on/off status, counter, or input voltage/current.
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Defining Global Variables

Global Variables include Internal Register Settings, Timer Settings, SNMP Trap Server, E-Mail Server,
Active Message Server and SMS Phone Book. If these functions will be used in a Click&Go V2 rule-set, the

default configuration must first be set from the Global Variable Menu Bar.

Ep_ Hetwork Statistics | @walchdag | = Message Moritor | e VPN Settings
@ Server Info. | | i'SelverSellings I _.:‘F\Imwale Update | i@ LAN Settings | Ehte\lularﬁettings Cellular Reconnection ‘
. 1/0 Configuration | /110 Expansions | | Meter/Sensar | e Ative Tags '\ ClicktGo Logic

w2zl alrlelp . | 3

Ldgic: Narje I

Internal Reqister Settings(Float)

Data Logging Profile List
FTP Setlings

Working/Off Working Day Settings
ShS Phone Book

Active Wessage Server

E-Mail Server

SHMP Trap Server

Timer Settings

Internal Register Settings{integer)

The following global variables are only supported by the ioLogik W5300:
SMS Phone Book, Working/ZOff Working Day, FTP, Data Logging Profile List, and Internal Register
(Float).

Internal Register (Integer) Settings

Internal Register (Integer) is a flag that can be used with the Click&Go logic internally or externally. The 24
sets of internal registers can be polled and controlled by SCADA software using standard Modbus/TCP format,
or implemented to redirect the result of one Click&Go logic to another.

The default value of an internal register is “0”.

Register Number Initial Value

Internal Register Reg-0 to Reg-23 *0 to 255

# Initial ¥alue | Description | ﬂ
o I -’
#1 0 Reg-1

Timer Settings

The Timer function allows users to delay an action, trigger an action to run, or repeat an action. A timer is
activated by a change of the logic event. After the timed interval has expired, the output will be performed.

The 24 timers that can be implemented with Click&Go V2 logic have the default time interval set to “5 seconds”

in the “STOP” state. Be sure to configure the interval before using a timer.

With the default state set to “START” the timer will start when the Click&Go logic is activated.

Timer Number Initial State Configuration

Timer Timer-0 to Timer-23 START, *STOP

4-9
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£% Internal R

i Initial ¥alue | Description | ﬂ
D I -0
#1 i} Feg-1

SNMP Trap Server

The ioLogik W5300 supports SNMP v2 (Simple Network Management Protocol) to allow monitoring of the
network and 1/0 devices with SNMP Network Management software. It is useful for building automation and

telecom applications. Before monitoring the system information of an ioLogik via SNMP trap, first define a rule
in Click &Go logic to update the 1/0 status (up to 10 SNMP trap servers can be defined).

—hanager List

i

Manager Address |

#1

#2

#3

192.168.127.1
192168.127.2

" 0K X Eancell

E-Mail Server

The E-mail Server configures the parameters of the target e-mail servers and the recipient e-mail addresses.

The Recipient Database should contain a list of available e-mail addresses for your network environment.

The e-mail message defined in the Click&Go logic will be sent to all addresses listed in the Receiver(s) list. To

add e-mail addresses to the Available receiver(s) list, enter the Name and Mail Address and click the Add

finger icon to move addresses to the Recipient Database; use the Remove finger icon to remove it.

Mame :

Recipient Database

Mail Address Settings

b ail Address

g ¥

Mame

28

Rety 3

e-Mail Address

Mail Server Settings

SMTP Server Address:

Login Hame

SMTPF Server Port:

Login Passward :

Interval 60 ‘ X Cancel ‘
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Under Mail Server Settings, you must configure the address of the SMTP server with your username and
password. When using an FQDN (Fully Qualified Domain Name) address, such as ms.moxa.com, you must
specify the ioLogik’s DNS settings or check the Cellular Settings to see if the DNS settings were retrieved by the

cellular connection.

K Network Statistics
140 Configuration

I g Watchdog
- 51/0 Expansions

= Mezzage Manitor |

| - Meter/Sensar

i Server Info.

I 3 Server Seftings

| &= Firmware Update

I i LAN Settings

iR WP 5 ettings |

| wept Active Tags L
I &g Cellular Settings

' Click&Go Lagic |
1 Cellular Recannection |

rDiakup Setting

rCellular Statu

User Mame: I Cellular Mode{IP-115.80.17.85)

Pagsword: I I DHNS IP:61.31.233.1 I

SIM PIN: I r—Cellular Errar

* APN: Iintemet Mo Error
—Signal Strength

alll
# Watchdag | V' Click & Gio Logic

10 Canfiguration | Wi Server Info. | ﬂ‘ Server Settings

Message Monitar
bh Network f Firmware Update

Number of Madbus/TCP connection(s] : 2

IP Setting ~Serial Selting
IP Configuration ISIaUc h Unit ID 1
IPAddess:  [192188.19.208 L 15200
Data Bits : 8
Subnet Mask : |255.255 255.0 Stap Bits : 1
Paiity None
Gateway IU 000 ©
Timeout [ms):  [2500 3
MAL 00-90-E8-0D-0E-93 =
g Accessible IP | " Update |
Modbus/TCP Alive Check Timeout ~SMMP Setting:
[ Enabi Modbus/ TCP idie connechion ¥ Enabls SNMP
: Fiead Commurity : |public
&0 Wwirite: Community : | private
Contact
~DIMS Setting: LeexiEn
hs 41
s {2 ‘Web Acoess Setting:
o

(¥ Refresh

-
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Active Message Server

The Active Message Server configures one or more destination IP addresses of the Message Servers that
receive event messages generated by the Click&Go logic. The message protocol (TCP or UDP) and the message
socket port must also be configured.

M Recipient List M
# Destination Address |ﬂ
" 1921681271

#2

& LDF
 TCP

#3

#4
pre= Message Port (TCRAUDF): |9000

#6

#7
#8

Ha j

Retry ID Interval ID sBC

" OK I X Cancel |

The active message defined in the Click&Go logic will be sent to all addresses listed in the Message Recipient
List.

Message Port(TCP/UDP): The Port the computer uses to communicate with the device; the default port for
TCP/UDP is 9000

SMS Phone Book

The SMS Phone Book configures one or more destination phone numbers that will receive SMS (Short
Message Servers) event messages generated by the Click&Go logic. The SMS defined in the Click&Go logic will
be sent to all mobile phones listed in the Phone Book. A total of 20 receivers can be configured in the
phonebook.

SMS Phone Book x|

—Phone Book:

# I Phone Humber I Description ﬂ

Stephen Lin

n 0320344850 Dianiel Liu

#2 0923846772 George Liu

ety IU Interval: |1U B

K |
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Working/ZOff Working Days

The Working/ZOffwWorking Days defines the workweek days, hours, and off days to be used in the Click&Go
Schedule function. Specify the work days and hours first, double click to select the date in the calendar, and
then click the Replace button to update the selected entry of the off days.

Working/Off Working Day Settings il

Wwhorking Day
[T Sunday | Monday v Tuesday v ‘wWednesday
[v Thursday v Fridap [~ Saturday
From: [o0.0300 = To: 00180 —
O ffwfarking Day
i -
H#O0 1102422 Date |1'|.-"05.-"2._"'
#01 110417 n May, 2011 n
HO2 11/04/18 Sun Mon Tue Wed Thu Fri Sat
RO3 11/06/26
1 2 3 4 A B 7
RO4 g 3 10 11 12 13 14
15 16 17 18 13 20 2
HO5 2 n oo x x JER =
HOG 29 a0 Kl
[ IToday 2011/2/22
#O7
HOO LI

¢ Save | x Cancel |

FTP Settings

The FTP Settings dialog defines the target FTP server’s IP and user accounts to allow the ioLogik W5300 to
upload log files. Specify the FTP Server’s IP address and accounts and press the Add button to create a new
entry in the list.

FTP Settings x|

FTP Server: [203.72133.92 Add

User Mame - Iftpupload Delete

Pazzword : Ixxxxxxx

Part: |21

Mo | FTP Server | Part
#O0 168.95.1.1 21

i mndifyy

|

o Save | X Cancel |
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Data Logging Profile List

The Data Logging Profile List defines how to log the 1/0 data into the SD card. A total of 5 profiles can be
created, and multiple/duplicate channels can be included in different profiles.

Take the following steps to create a profile:

1. Click the New button to create a new profile.

—Prafile list The detail of zelected profile

Mo Profile name Description I\»"alue |

—Log tirme

Selected channel

Delete | bd odify |

The disk space left : [0 KBytes o Stop LDgl ¢ e | x Earcel |

2. Click Enable and specify a name for the profile. In addition, specify the Initial State and capacity of a log
file. If you select Start as the initial state, logging will start immediately once the profile is established. If
you select Stop, a Click&Go logic must be performed to start the logging.

B

v Enable
Profile S etting

Mame ITesl
The lag file holds [5000 samples [1-5000]
The profile holds | 100 files [1-500]

Initial S tat
1+ Stop ~ Start
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3. Define how to log the data by specifying the Logging Type. Users can choose to log when the 1/0 status
changes (On Change), to log periodically (Periodical), or by pre-configured schedule (Schedule).

Logging Type
™ OnChange
€ Periodical  Log Interval |00 sec [5-86400)
{* Gchedule
= Ewery month
Time |12 vI : Igg vI
" Day Day [4 vI
i X Delete |
& week ‘week [q -I
Hour Min
I Sun [~ Mon [~ Tue [T ‘wed [TT] 1]
I Thu R [ Sat 12 tw
= Ewvery week
[ Sun ¥ Mon @ Tue [ wed
I Thu V¥ Fi [~ Sat
& Every day _ES’ Mext

The Schedule settings are extremely flexible and can log by day, week, or month. Specify the hours and
then click the Add button to add a setting of the schedule to the list.

Click Next to proceed.

4. Specify the channels to be logged. The percentage indicates the change of an analog channel when

choosing the On Change logging type. Specify the percentage for an analog channel before selecting the
channel in the right column.

" T — — 7
Profile Detail Sett
etail Settings “

Charnels Selechion ||

Al arvalshle Channels Selected Chanrels
Charned Title Chiarrel Tite =
S045M3 SO0WS0-AIM
SO45-014 SO0WSIL0-AI00
045015 SO0WEH0-AI0
S045-ME SO0 040 .
SOES-0T w5 SO0WS3L0-DI00 j
045018 SOWEHHDIN [
50459 SO0WERI0-DI02
S045-000 g SO0WS3L0-DI03 |
S04500 SO0WEH0-D004
S045-082 SO0WSI0-0105
SO45-023 SO0WSIL0-0 06
S045.004 SOOWEIODINT
SO45-005 SO0WEIIHDOM
S045-006 SO0WSI0D00
S045.027 SO0WEHNDO0Z
5045008 SO0 00
SO45-009 SO0WSIL0-D004
S045-030 SOWEHNDONG
50454030 SO0WERI0D 00
SO0WSIL0D00T =
Ansiog Pescertage
p s =% Select Al L1 % Selact Al

ﬁF‘lE\’ioul[ Ian!h |

5. Click Finish.
6. Click Save.
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rlf_)ata Logging profile lis
i
|l Prafile lizt ~The detail of zelected profile
No Prafile name Description I‘Jalue i
#00 Test Profile Name [ Test
Enable Enable
Init State Stop

Files of each Log i1DD

Records of each file| 5000

Log Type Scheduls

Schedule Mode Every day

—Laq tine
00:00
12:00

“Selected channel
S00MWE340-4,., S00WE340-.. S00WSH340-.. SO0MS340- .
S00wA340-4, . S00°WHR340- . S00:WE340-..  SO0MWS340-
S00w5340-4,. . S00AwS340- . SO0:WS340-.  SO0MW5340-
S00MWE340-4,., SO0WE340-.. S00WSE340-..  SO0ME340- .

4

Delete | t odify |

The dizk space left: 0 KBytes @ stopLog i o 3 Cancel |

Internal Register (Float) Settings

Internal Register(Float) can be used as an analog comparison (dynamic throughput setting) and flag with
the Click&Go logic internally or externally. The 28 sets of internal registers (float) can be polled and controlled
by SCADA software using the standard Modbus/TCP format, or implemented to redirect the result of one
Click&Go logic to another. The default value of an internal register is O.

Register Number Initial Value
Internal Register FloatReg-0 to FloatReg-27 0.000 (4-byte float point)

Working with Logic

Click&Go Logic Basics

The Click&Go Logic panel is available after logging in as administrator. This is where Click&Go logic is
configured. With a set of rules (known as a rule-set) defined through Click&Go, the ioLogik can perform local
and remote 1/0 control, report 1/0 status, and actively send out messages, e-mails, or SNMP traps to a host as
soon as the user-defined 1/0 conditions have been met.

To use Click&Go Logic, start ioAdmin and log in as ioLogik administrator from the Server Settings panel. Once
you are logged in, go to the Click&Go Logic panel. The following screen should appear:
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_!;‘Firmware Update |“ LA Settings | th:eIIuIar Seltings ] 1 Cellular Reconnection e Metwork Statistics ] "Watchdog | = Mezzage Monitor |
1/0 Corfiguration | | §/1/0 Expansions | | }/Meter/Sensor | < Active Tags | ClickiiGio Logic , ServerInfo. | [ }Server Setlings |

o :yizl.n.m@“‘clj*.;‘ﬁi‘

e —] 0gic Mame : ‘
#

e #2
#3

e —_— [ Clea [ Retrieve B Run -

Click&Go Logic Panel

1. Global Variable: In this field, you can configure global variable rules.

2. Logic Name: In this field, you can assign a nhame to the set of rules.

3. Rule-set: In this area, each rule’s conditions, actions, and status are displayed.
4. Rule-set Management Bar: In this area, you manage the rule-set.

Rules are the building blocks of your ioLogik system. With rules, you define the exact trigger conditions for
transmission of 1/0 information as well as the content and destination of that information.

Click&Go Logic can be defined in the following ways:

IF “A” THEN “B”, ELSE “C”

For one control logic rule, there are three “A’s” that can be configured. “A” refers to the IF conditions that
trigger an action. These three conditions can be operated by “AND” or “OR” logic. If “AND” logic is used, all
three conditions must be true to create a positive result. If “OR” logic is used, one or more true conditions must
be met to trigger the action.

Al A2 A3 Result o-f AL A2 A3 Result ?f
AND Logic OR Logic

(0] (0] (0] (0] (0] (0] (0] 0

(0] (0] 1 (0] (0] (0] 1 1

(0] 1 (0] (0] (0] 1 (0] 1

(0] 1 1 (0] (0] 1 1 1

1 (0] 0] 1 1 (0] (0] 1

1 (0] 1 1 1 (0] 1 1

1 1 0] 1 (0] (0] (0] 1

1 1 1 1 1 1 1 1
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The 24 rules are defined individually and are executed one by one in a loop. The 2™ rule can only be processed
after running the 1° rule, and the entire rule-set will start running from the beginning after the last rule is

processed.
R R
! | IF A ) THEN D ) ELSEG 7 |
| | AND / OR |
| Rule0 | IF B C——————— THEN E ELSE H 1
1 1
1 : : IF c ~“ THEN F © ELSE | <
I : |
R e e -
1 : 1
H 1
I Yo IFJ _ THEN M | ELSEP 7 |
| | AND / OR |
| Rule#2 | IF K C——————— " THEN N ELSE O 1
1 1
1 : IF L ~ THEN O ¢ ELSER < |
| : 1 |
)
Rule #23

You will see a list of the rules in the current rule-set on the main screen. Double Click on a rule to open that
rule’s configuration window, as shown in the following figure, or double click on an empty rule to start a new

rule.
e
{¥| Enable
@ Enable Logic
F THEN ELSE
o Js.
™ 5 5.
[ =

* Relation between conditions : | 4ND

Equivalent Logic Statement

x Cancel

Under Relation between conditions, select AND to specify that all conditions must be satisfied for the
actions to take place; select OR to specify that any one of the conditions can be satisfied for the actions to take
place. The Equivalent Logic Statement at the bottom shows a real-time text-based summary of the rule that
you are defining. It provides a useful way to make sure the rule is designed as you intended.

IF... THEN/ELSE Conditionals

IF statements are trigger THENZ/ELSE actions. Under the IF column, you can set up to 3 conditions that must
be satisfied (when more than one condition is defined, AND or OR determinants are used to complete the logic),
and which will, according to the inputs, determine whether actions under the THEN or ELSE column will take
effect. For example, an alarm can be activated when a door is opened. Use the pull downs to specify the
conditions and units of measurement (e.g., DI-O=0FF).
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Enable

@ Enable Logic
IF

o]l

Courter

&l

Relay

Internal Register
Tirner

Schedule

Virtual Channel
Suztern Start-Up

‘<Empt}l> v’

THEN
[<Empty> -
[<Empty> -]
[<Empty> -]

= Expanzion Module Connection Fail -2

IF conditions may be defined as follows:

ELSE

IF Conditions

Operators

Remark

Dl

ON, OFF, ON to OFF, OFF to ON, Change

DI-x represents the channel number

Counter

=, >, <, >=, <=, Change

Counter-x represents the channel number.
Max Counter Value: 4,294,967,295

Al

= >, <, >=, <=

Al-x represents the number of the channel.
Max Value: Depends on the analog modes or
the result of scaling. Internal Register(Float)
can be used as the comparison or throughput
setting controlled by remote SCADA or a
Modbus/TCP program.

Relay

=, >, <, >=, <=

CurRelayCNT-x represents the current relay
counts for the channel.
Max Value: 4,294,967,295

Internal Register

Reg-x represents the number of the internal
register.
X = 00 to 23 / Trigger Value: O to 255

Timer TIMEOUT Timer-x, x = 00 to 23

Max value: 4,294,967,295 seconds
Schedule Time, Range and Recurrence
Expansion 0,1
Module
Connection
Failure

Virtual Channel

= >, <, >=, <=

VC-x represents the channel number

System Start up

N/A

Activate when the system is starting up at
System Start

NOTE

The following IF Conditions are only supported by the ioLogik W5300: Expansion Module Connection

Failure, Virtual Channel, and System Start-up.

DI: Digital Input

DI refers to the status of a digital input channel. Edge detection may be used to further define the electrical

requirements for signaling. For example, the condition DI-O=OFF is satisfied for as long as DI-0 remains off.
The condition DI-0=0ON to OFF, however, is only satisfied the instant the DI-0 turns off. The transition of the

status change can also be handled using the Change operator, so that actions are triggered both for
ON-to-OFF and OFF-to-ON transitions.

Scroll to select DI and click on the property () button to enter the DI Settings window.
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v Enable

—{+ Enable Logic

FIF

I <Emptys j
I <Emplyz j

* Relation between conditions : 14N

-

Select Channel :

|oio

Select Trigger Condition :

|oFF

Counter

Counter refers to the counts of an Event Counter channel. The counts are stored in the ioLogik internally.

Specifying the counts with a proper operator will lead to triggering the action. For example, if 10 items should

be packed in a box, the Counter-x should be reset every 10 counts (Counter-1=10). Select the IF condition

to Counter and click on the property button (

¥ Enable

i+ Enable Logic

IF

I <Empty:

I <Empty: b

* Fielation between conditions : M0 h

Select Channel :
Counter-1 'I

Select Trigger Condition -

Al: Analog Input

' OK

x Cancel |

" 1) to enter the Counter Settings window.

Al refers to the readings of an analog input channel. An analog input value is specified to trigger an action.

Units of the value are defined by the selected analog modes (voltage or current), or the scaling results. For

example, Al-O > 15 mA represents the high level of a water tank.

Logic #0 Configuration
v Enable
r{< Enable Logic —
IF '\'

-
|<Emply> j

|<Emply> j

* Relation between conditions : |#ND i

IF - Al Setting

Select Channel :

&+ Builtin A0 - | 0y

| Expansions

Sloti I 'I
Channel I 'I
Select Trigger Condition
Alvalue [, =0 FloalReg-D =l
Rat/(dec) -
Yy 1=
" OK  FloatFea )
FloatReg-1
FloatReg-2
FloatReg-3
FloatReg-4 hd
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Virtual Channel
V/C refers to the readings of a statistics channel. The value can be recorded in the data log file, or specified to
trigger an action. Units for the value are determined by the user defined unit, or the scaling results. For

example, VC-0 > 15 ml/s represents a water flow amount greater than 15 ml/s.

IF - ¥irtual Channel Setting X

Channel |VC-D j

-] [0 v

X Cancel

o OK

Relay (Counter)
Relay refers to the current counts of the relay usage. Checking the current counts of a relay will produce the
action. For example, if the average life-cycle of a relay is 25,000 times, an alarm e-mail may be generated
when the counter reaches 20,000 times (CurRelayCNT-0 = 20000) to report the need for a replacement.

v Enable

= Enable Logic
IF

[T - o
|<Empty> - Select Channel :
CurRelayCHT-0 -
I <Emply> - ; y
Select Trigger Condition :

5y -

alue :

20000

U Cancel

e DIF |
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Internal Register (Integer)

Internal Register (Integer) represents a status flag to link the status of the first logic to the second one. It
is used most often with the Timer function, or to combine other input statuses together. The Internal Register
function also allows a PC to control the ioLogik’s local output when the remote output is controlled by a
Click&Go log (e.g., digital output, active message, e-mail, or SNMP Trap). Select the IF condition for the

Internal Register and click on the property button ( " 1) to enter the Set Internal Register window.

I+ Enable
{* Enable Logic

Select Channel :
I <Emphy>
I Feg-0 - l

I <Emphy>

Trigger Condition :

e

Used in :
#0

Set Internal Register]

X Cancel |

In the above figure, the “Used in:” column indicates that this Internal Register is also used with Rule-0, which

helps the user identify the relationship between the rules. Also, the Set Internal Register button (ﬂ) will help
to define the default values of all Internal Registers.

NOTE Internal Registers can be controlled by Modbus/TCP protocol. Refer to the appendix for the address list for all
Internal Registers.
Timer

The Timer function can be used to control the timing of a logic rule in the IF conditions. “TIMEOUT” is the only
operator here. For example, you can delay the triggering of an action or repeat an action periodically. Select the

IF condition for Timer and click on the property button () to enter the Timer Settings window.

v Enable

{+ Enable Logic

[ - |
|<Emply> 'l
|<Emply> 'l

Select Timer :

ITlmel-D -

Select Condition

ITIMEDUT -
Used in Time : 0 [Sec)
#0
X | X Cancel |
Set T].merl
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In the above figure, the “Used in:” column indicates this Timer is also used in Rule-0, which helps the user

indentify the relationship between rules. In addition, the Set Timer button (El) will help define the default

value for the Timer.

Schedule

The Schedule function allows users to set a starting point or time period for a task. For example, the Schedule

function could be used if a pump needs to start at 9:00 PM and stop at 11:00 PM every Monday, Wednesday,

and Friday.

Select the IF condition for Schedule and click on the property button () to enter the setting window. For

recurrent actions, select the Recurrence checkbox and select the relevant weekdays. If a time period needs to

be defined, specify the stop date in the range column.

Logic #0 Configuration

v Enable

—{* Enable Logic

-IF

|<Em|:|ly> j
|<Em|:ut_l,l> j

= Fielation between condiions ; |AMD hd

Schedule =l

Time

Fram: 000000 = To

: [ono0o0 =4

—HRange

Start =|2n1 1402420 v[

v Stop |2m1xnz;20 vI

= Na Limit

—Jw Further Recurnence
[~ Sunday [V Monday

v Thursday [ Friday

v Tuesday v Wednesday

[~ Saturday

Iv Combine with “Working D aps
[~ Combine with OFF Working D ays

w
& 0K | X Cancel |

Expansion Module Connection Fail

The slot you select in the Expansion Module Connection Fail window will monitor while Click&Go is running.

The monitored target is specified for these expansion modules.
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System Start-up

Click&Go logic provides the IF condition to perform an action, such as triggering the local output or SMS alarm

to indicate that the system is restarting.

Logic #0 Configurahon

I+ Enable
¥ Enable Logic

|<Em|:|t_l.J>

|<Em|:|t_l.J>

* Relation between conditions : | N0 hd

More Information about Repeat Interval vs. Edge Detection

Combining the Timer function with other IF conditions allows actions to be repeated when the specified logic is

sustained over a period of time. However, if a condition is based on edge detection (i.e., ON to OFF or OFF to

ON), it can only be triggered once.

The following scenarios illustrate how edge detection affects the Timer = N sec. In each diagram, the statuses

of three sensors are shown over a period of time, with a high signal corresponding to a “true” condition. The

green shaded area shows the duration of time that the IF conditions have been met.

No Edge Detection

In this scenario, the rule checks each sensor for “on” status, so edge detection is not involved. As long as the
sensors remain on, the required conditions are satisfied, and the THEN actions will repeat at interval N.

DI-0 = ON
DI-1 = ON
DI-2 = ON

L
Jr

|
1
I
BE
1
]
I
I

1
T

Relation between
conditions

AND

“IF” conditions
satisfied

=

Repeat interval

“Timer = N sec”

“Timer = N sec”

“THEN” action
triggered

e

f o
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Edge Detection for All Conditions

In this scenario, the rule checks each sensor for a change from “off” to “on” status, meaning only edge
detection conditions are used. As soon as a sensor changes from “off” to “on”, the condition is satisfied, but
only for that instant. Right after that instant, the condition is no longer satisfied because it is no longer
changing from “off” to “on”. The repeat interval will have no effect, since edge conditions cannot be sustained
over a period of time.

DI-0 = OFF to ON I I

[ [
| |
DI-1 = OFF to ON ; I
I I
DI-2 = OFF to ON :
1

Relation between AND OR

conditions

“IF” conditions I I I I I I
satisfied

Repeat interval N/A N/A

“THEN” action I I I I I I
triggered :

Edge Detection for Two Conditions

In this scenario, the rule checks DI-0 and DI-1 for a change in status and DI-2 for status only. The repeat
interval will not have an effect if the AND relationship is used, because the two edge conditions can never be
sustained over a length of time. With the OR relationship, the IF conditions will be satisfied as long as DI-2 is
“on”, and the THEN actions will be triggered over interval N.

|
DI-0 = OFF to ON I I

DI-1 = OFF to ON I I

|

|

!

|

i

DI-2 = ON I ! I
|

Relation between AND OR
conditions

“IF” conditions I

satisfied

Repeat interval N/A N/A

“THEN” action I
triggered
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Edge Detection for One Condition

In this scenario, the rule checks DI-0 for a change in status and DI-1 and DI-2 for status only. The repeat
interval will not have an effect if the AND relationship is used, because the edge condition for DI-O can never
be sustained over a length of time. With the OR relationship, the IF conditions will be satisfied as long as DI-1

or DI-2 is “on”, and the THEN actions will be triggered over interval N.

DI-0 = OFF to ON

DI-1 = ON | ﬁ\-;ﬁ _ |
DI-2 = ON ! i

l | i | i
Relation between AND OR
conditions
“IF” conditions <--»> . .
satisfied | N | I I

I 1]

| | | |

Repeat interval N/A “Timer = N sec”

“THEN” action
triggered

o I

THENZ/ELSE Actions

Under the THEN column, you can specify up to 3 actions that will be performed when the IF conditions are
satisfied. 3 actions under the ELSE column will also be performed when the IF is NOT satisfied. Possible

actions include changing the status of a DO channel, starting or stopping an Event Counter, or sending a

message by SNMP trap, TCP, UDP, or e-mail.

I+ Enable

—{* Enable Logic
IF

I <Emptyz j
I <Empty j
I <Emphy j

Intemal Register
Remate Action

Tirner

~ELSE

|<Empty> 'I
|<Empty> 'I
|<Empty> 'I

* Relation between conditions: [#MD T

If Conditions Result of Trigger of Trigger of
Al A2 A3 | AND Logic | Then Actions | ELSE Actions
(0] (0] (0] 0 NO YES

(0] (0] 1 0 NO YES

(0] 1 (0] 0 NO YES

(0] 1 1 0 NO YES

1 (0] (0] 0 NO YES

1 (0] 1 0 NO YES

1 1 (0] 0 NO YES

1 1 1 1 YES YES
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If Conditions Result of Trigger of Trigger of
Al A2 A3 OR Logic | Then Actions | ELSE Actions
(0} (0} (0} (e} NO YES
(0] (0] 1 1 YES NO
(0] 1 (0] 1 YES NO
0} 1 1 1 YES NO
1 (0} (0} 1 YES NO
1 (0} 1 1 YES NO
1 1 (0} 1 YES NO
1 1 1 1 YES NO

THEN/ELSE actions can be specified as follows:

THENZ/ELSE Actions Operators Remark
Counter RESET Counter-x represents the number of the Event Counter channel
DO ON, OFF DO-[X] represents the number of the channel.
Pulse Output STOP, START | Pulse Output-[X] represents the number of the channel
AO For ioLogik E1241 expansion
Relay Output RESET ResetCNT-[X] represents the number of the relay channel.
Internal Register Reg-x represents the number of the internal register.
X = 00 to 23 / Trigger Value: O to 255
Timer STOP, START, |Timer-x, x = 00 to 23
RESTART Max value: 4,294,967,295 seconds
SNMP Trap 1/0 Status Bindings: 3 sets
Active Message ID / Source IP | Unicode supported
e-Mail Create the contents of the email
Short Message Service Select recipients from the phone book, define the content, and
configure the escalation
Data Log Start/Stop Start, Stop Select which profile to start or stop

FTP Service

Select which profile and FTP server to upload the log file

NOTE The following THEN Actions are only supported by the ioLogik W5300: Short Message Service, Data Log
Start/Stop, and FTP Service.
NOTE Click&Go only allows one message-type action (Active Message, e-Mail, or Short Message Service) in each

THEN/ELSE row.
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Counter
In this THEN/ELSE action, the only operator for the Counter function is “RESET”, which clears the counts of an
Event Counter channel. This function is often used in a charging system to clear the readings of a meter. Select

the THEN/ELSE action to Counter and click on the property button () to enter the Counter Settings

window.
Logic #0 Configuration
(¥ Enable
@ Enable Logic
F THEN
DI - C
<Empty> hd <Empty> -
<Empty> hd <Empty> -
Counter Setting
* Relation between condtions: |AND T
~THEN
Select Channel:
Counter-1 -
Select Action
Feset -

X o

DO

DO refers to the action of controlling the local digital output channels that react to the IF conditions. Select the

THEN/ELSE action to DO and click on the property button () to enter the DO Settings window.

Logic #0 Configaration
v Enable
& Enable Logic
IF THEN ELSE
b SN G E—
<Emply> - <Empty> - <Emptys -
<Empty> - <Empty> hd <Empty> hd
_
Rielation between conditions : THEN
Select Channel
oo-o -
Select Trigger Condition
OFF -
O
X o

NOTE A Relay output channel is also referred to as a DO channel in the THEN/ELSE action fields.
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Pulse Output

Pulse Output starts or stops a pulse. It is usually used to create the flash for an alarm light. Select the

THEN/ELSE action to Pulse Output and click on the property button () to enter the Pulse Output Settings

window.

Logic #) Configuration

¥ Enable
* Enable Logic

F THEN N ELSE
[¥] - & <Emplys =
<Empty> - <Empty> hd <Empty> h
<Emptys = <Empty> = <Emply> =2

Pulse Output Setting
* Figlation between conditions = [4ND ¥
THEN

AO

Select Channel

Pulse Output-1 -

Select Action

Stop

X Cancel

Analog Output (AO) refers to the action of controlling the local Analog Output channels that react to the IF
conditions. Select the THEN/ELSE action to AO and click on the property button () to enter the AO Settings

window.

_ 0000000000000
Logic #0 Configuration

7| Enable
© Enable Logic
IF THEN 1 rELSE
= )| (=
B J | (e 8
D D :
THEN - AO Output i
* Relation bel condtions : [AND.__ = | e et
= Select Channel
Built-in
@ Expansions
s

- -

5

sk | X Concel |
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Relay (Counts)
In the THEN/ELSE action, Relay refers to the current counts specifying how many times a relay has been
triggered. The counts are stored internally and can be cleared. “RESET” is the only operator. Select the
THEN/ELSE action to Relay and click on the property button () to enter the Relay Settings window.

Logic #0 Configuration
¥ Enable
' Enable Logic

F THEN ELSE
<Empiy = <Emply =
<Empty> - <Empty> hd <Emphy> h
<Empty> hd <Empty> hd <Empty> hd
* Relation between conditions : |AND T

" THEM

Select Channel

ResetCNT-0 =

Select Action

Reset

i X cancel

Internal Register (Integer)
Internal Register (Integer) represents a status flag to link the status of the first logic to the second one by
specifying other actions in the THEN/ELSE fields. Values from O to 255 can be used here. Select the THEN/ELSE
action for Timer and click on the property button () to enter the Internal Register Settings window.

Logic #0 Configuration
¥ Enable
& Enable Logic
ELSE
<Empty> = <Emplys =
<Empty> - <Empty> h
<Empty> hd <Empty> hd <Emply> hd
Internal Register Setling
“ [AND B
Relation between conditions : THEN
Select Chanined

Feg0 -

Triager Condition -

o

1 K cancel

Set Internal Re gister|

In the above figure, the “Used in:” column indicates that this Internal Register is also used in Rule-0, which
helps the user identify the relationship between the rules. In addition, the Set Internal Register button (ﬂ) can

be used to define the default values of all registers.

NOTE Internal Register can be controlled by Modbus/TCP protocol. Refer to the appendix for the address list of all

Internal Registers.
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Timer

The Timer function can be used to control the time settings of a logic rule. Actions such as START, STOP, and
RESTART can be configured here.

Logic #0 Configuration
v Enable
& Enable Logic
IF THEN ELSE——
Dl - & <Emply> -
~
<Emptys - <Empty> hd <Emptyz -
<Emply> B <Empty> B <Empty> B
* Relation between conditions : |AND T THEN
Select Timer
Timer-0 -

Select Action
B -

F.
RESET

Used in : Time : 5 [Sec)
#0

2 X s

Select the IF condition for Timer and click on the property button () to enter the Timer Settings window.

In the above figure, the “Used in:” column indicates this Timer is also used in Rule-0, which helps the user

identify the relationship between the rules. In addition, the Set Timer button (El) can be used to define the
default value of the Timer.

NOTE The “STOP” operator stops the timer and returns to “0”, and the “RESTART” operator clears and restarts the
timer.

ATTENTION

The STOP or RESTART operator should always be used to reset or to restart the timer. If you do not use these
operators, the Timer function can only be triggered once.
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SNMP Trap

The SNMP Trap function sends an SNMP trap to one or more IP destinations. The trap number can be any

number between 1 and 20. (You may need to consult with your network administrator to determine how trap
numbers will be used and defined on your network.) Select the THEN/ELSE action for SNMP Trap and click the
property button (@) to enter the SNMP Settings window. You can also bind the status of up to three 1/0
channels within each trap. Click the Set SNMP button (ﬁ) to specify up to 10 recipients for the SNMP trap.

Logic #0 Configuration

v Enable

¥ Enable Logic

* Rielation between conditions :

[AND

[i] - &
<Empty> -
<Empty> hd

Active Message

THEN ELSE
SNMP Trap <Empty> d
<Empty> hd <Emphy> h
<Empty> hd <Empty> hd
SHMP Trap Setting
Binding Y ariable:
[ Eind /0 channel status -
I~ Bind 140 chanrel status [0 00 B
I~ Bind 10 chamnel status: [1017 00 =
Select SpecificID: [ =
*Sent every [0 sec. [0 = sent once) 7
crort
Set SNME
X Cencel

In response to a proper IF condition, the Active Message function sends a customized message to one or
more IP destinations by TCP or UDP packets. Select the THEN/ELSE action for Active Message and then click the

property button () to enter the Message Content Settings window. Enter your desired message in the

Message Content column. Dynamic fields such as time, date, IP address, and 1/0 status can be inserted in
your message by clicking Keyword Lookup. Messages are sent in ASCII by default, but can be sent in HEX by
selecting the “Send as HEX (separated by “,””)” checkbox.

Logic #0 Configuratior

] Enable

@ Enable Logic
IF

| T THEN

[<Emply>

Active Message

I<Emply>

- 1 FELSE
> @ <Emphys X
<Empty> -

I<Emply>

I<Emply> vJ
<Empty> -

I<Emply> vJ

* Relation between condtions :

AND

Message Content

Alarm Message from <LOC><NAME>, Time:<TIME?>, Date:<DATE>
110 Status Report: <DE0>/DI:2p

90 (max chars=200)

Z Keyward Lookup @ Send as ASCI
) Send as HEX [separated by )
) Send as LINICODE

= = Send every U

sec. (0= send once]

o Ok X Cancel

Click the Set Active Message button (:I) to configure the default parameters such as the messaging protocol

(TCP or UDP), socket port (9000 by default), and the up to 10 target message servers.

Active Messages can be received by a program using standard sockets, Moxa MXIO library, or ioAdmin’s
Message Monitor, as shown in the following screen shot:
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' ClickiGo Logic I Q\-\-"atchdog | wp Active Tags At w GPRS Setting I Eg_ Serial Tunnel
. 1/0 Canfiguration I . Server Info. | ' Server Settings i L&M Setting | &= Firmware L pdate
uoP |1ce |
B Copy & ASEI C HEX  UCcs2

When sending a message in HEX, each HEX value must be separated by commas. View the incoming message
on the Message Monitor panel and select the HEX checkbox. Note that certain numbers are control characters
that will not show up in the Message Monitor. When sending a unicode message, the UCS2 checkbox must be
selected. View incoming messages on the Message Monitor panel and select the UCS2 checkbox. Note that
certain numbers are control characters that will not show up on the Message Monitor panel. The maximum
number of characters is 200.

Email

The E-mail function sends a customizable e-mail to one or more mail boxes or Blackberry devices. Select the

THEN/ELSE action to e-mail and click the property button () to enter the Mail Settings window.

Logic #0 Configuration

v Enable
i+ Enable Logic
—IF THEHN ELSE
IS_l,lstem Start-Up j ITimer j |<Em|:|t_l,l> 'l
|<Empt_l,l> ﬂ Ie-MaiI ﬂ |<Em|:|t_l,l> 'l
[ . x4
—Mail Content Settings
Mail Subiect : [fex = |
* Relation between canditions : | AMD hd
b ail Cantent :
—Equivalent Logic Statement :—————————————— pI'CO Change To <8:00,C:04= 11
<[F=
(=wstem start-up)
LI 29 h. 200
(Timer-0 START) AND & KepordLookup | ASCIL - UTF8 o e

(=end E-Mail and attach data log ¢

—Mail Address Settings
Mame : I Mail Address : I 5 Add

Recipient Databasze [Global 5ettingz) Recipient List
Mame e-Mail Address I Marme e-Mail Address

sLpportEmo:xa. com

From Address Itest@moxa.com

Attach data log
’7 v Attach the data log INF'ETest j Hours « |24 1-72m)

*Send everylﬂ sec. [ = send once) ¢ Save | x Cancel |

After entering the subject of an e-mail, enter the message in the Mail Content area. Dynamic fields such as
time, date, IP address, and 1/0 status can be inserted in your message by clicking Keyword Lookup.
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NOTE

Content in the same logic entry can be sent by either Active Message or e-mail, in which case the content of
the messages will be the same. If you would like to send an Active Message and e-mail based on the same
event but with different content, you will need to use two separate logic entries—one for the Active Message
and one for the e-mail.

SMTP server information including username/password, and the recipient database can be configured by

—-
clicking the Set Mail Address button (EI). Click the finger icon (E) to move the selected address from
the Recipient Database to the Recipient List.

To manually add e-mail addresses to the Recipient Database, enter the Name and Mail Address and click Add.
Once the address has been added to the Recipient Database, use the finger icons to move it to or from the
Recipient List. Select Attach data log to specify that the log profile and period will be attached to the email.
Set Hours to 24 if you would like to receive all logs generated in the past 24 hours.

Short Message Service

The Short Message Service function allows the user to configure the SMS in detail, including selecting
recipients from the phone book, defining the escalation and acknowledgements, and defining the content of the
SMS. If you select Send every__sec, the SMS will be sent to all the recipients at the same time; if you select
SMS Escalation, the SMS will be sent out in the sequence listed in the recipient list, and using the timeout
interval. A recipient will stop receiving the SMS alarm when the preset maximum repeat times is reached, or
when one receiver acknowledges receiving the SMS.

FSMS Content - aila ] ‘ M-‘
| I R ——

. Phone Book

0923846772

George Liu

) Sentevery O

l @ SMS Escalation
Acknowledgement Timeaut

Meszage Content

zec. [0 = zent once]

Hour 15 Min 0

Mame |F'h0ne Mumber | - # Mame |F'h0ne Mumber |
0923334756 Stephen Lin L #0 Stephen Lin
0920344850 Draniel Liu n Draniel Liv

Sec Max Repeat 3 [0-65535]

SMS test from ioLogik WH340-HSPA!

Meszzage Format:

& Keyword Lookup

@ ASCII

=

(Z) UNICODE([UCS-2)

") HEX, [Separated by "]

34 [max chars=140]

o Ok |

X Cancel |
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NOTE Send every means to send the SMS to all the recipients; SMS Escalation will send SMS to the recipients
sequentially and wait for the response (acknowledgement).

Data Log Start/Stop

The Data Log Start/Stop function provides the capability to start or stop logging based on a specific event (IF

Conditions), such as to start logging when the pressure (Al) reaches the maximum limit and to stop logging
when it returns to normal.

~THEN

Profile :

ITest_1 j

= Stop

o 0K | X Cancel |

FTP Service

The FTP Service function provides upload service for data log files stored on the SD card. Combining this
function with Schedule or Timer in the IF condition will create periodical or scheduled uploads of the log file.

FTF Service Settings

~THEN

Profile :

FTP Server :
83.121.66.119:User_2990 =]
Hours : |24 (1720

*Send every IIZI zec. [0 = send once)

o Ok | X Cancel |

Profile: Select a pre-configured FTP server.
Hours: The ioLogik W5300 will send all the log files containing all the entries within this specified time period.
Send Every: The datalogging file will be sent every this number of seconds.

The following diagram gives an example. Log_01 to Log_05 were created by the same profile. If configuring the
Hours to 24, the ioLogik will upload the entire Log_01, Log_02, and Current Log_03. In the Next 24 hrs, the
ioLogik will upload the entire Log_03, Log_04, and Current Log_05. On the FTP Server, the Current Log_03 will
be overwritten by the entire Log_03 when an additional 24 hrs has passed.

4-35




ioLogik W5300 Click&Go Logic

Log_03, Log_04, and the Current Log_05
will be uploaded to the FTP server; Log_03
will overwrite the earlier Current Log_03.

A

{ Next Upload |

Log_01, Log_02, and the Current Log_03
will be uploaded to the FTP server.

A

Current Upload

Log 03
Log_
03
LOQ_
Log_02 Log_04
Hours = 24 Hours = 24

24 hrs Before Present Time 24 hrs After

Activating the Rule-set

Upload, Restart, and Run

The rules that are displayed on the Click&Go Logic panel include the current rule-set, which acts as the brain of
your ioLogik system. The rule-set must be activated as follows for the ioLogik to commence local control
operation:

1. The rule-set must first be downloaded from ioAdmin to the ioLogik. To download the rule-set, click Upload
to ioLogik from the Rule-set Management bar.

2. After the rule-set has been downloaded, ioAdmin will prompt to restart the ioLogik automatically after
clicking “yes” to confirm. Do not use the reset button, since doing so will load all factory defaults and erase
your rule-set from memory.

x
:) Yo need to restart the device fo make the new setting(z) fo take effect
-

do o want to restart now?

1 % |

3. After the ioLogik has been restarted, the rule-set must be activated. Log in to ioAdmin as administrator, go

to the Click&Go Logic panel and click Run in the Rule-set Management bar. The rules in the rule-set will now
be active.

When the rule-set has been activated, it will remain active even when the ioLogik is disconnected from the host
computer or from the network. If the ioLogik is turned off, cellular 1/0 operations will resume when it is turned
back on, allowing you to use the ioLogik W5300 for PC-independent automation.
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Rule-set Management Bar

When the rule-set has been activated from the Click&Go panel it will remain active even when the ioLogik is
disconnected from the host computer or from the network. If the ioLogik is turned off, cellular 1/0 operations
will resume when it is turned back on, allowing you to use the ioLogik W5300 for PC-independent automation.

[ Clear Fetrieve & Upload to inLogik (] Run [=] Stop

= Clear: Erases the rule-set in both ioAdmin and the ioLogik W5300 series.

= Retrieve: Copies the rule-set from the ioLogik W5300 into ioAdmin.

= Upload to ioLogik: Copies the rule-set from ioAdmin to the ioLogik W5300.

= Run: Activates the rule-set that the ioLogik booted up with.

= Stop: De-activates the Click&Go rule-set and returns the ioLogik to normal, passive operation.

Import/Export Configuration

The ioLogik’s system configuration, including the current Click&Go rule-set, can be imported and exported. As
you make changes to a rule-set, you can export the system configuration in order to save that rule-set. Details
can be found in Chapter 2.

Log in as ioAdmin administrator from the Server Settings panel. You must log in as administrator to gain
access to the ioLogik’s configuration options. If a password has not been configured, simply click Login and
leave the Password entry field blank.

NOTE

Since there are major structural changes between firmware versions, configuration files generated by firmware
versions preceding V1.2 (included) for the ioLogik W5312 series, and firmware V1.4 (included) for the ioLogik
W5340 series, cannot be imported to the latest version of the firmware.
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Planning and Assistance

In this chapter, we will provide variety of real-life scenarios to help explain to you how to use the ioLogik W5300

to configure your system.

The following topics are covered in this chapter:

oo uooooogaoaoaogoaoaoaaoaa

Known Issues of Cellular Monitoring Systems

Active OPC Server with a Static IP Address

Cellular Remote 170 Architecture

Using ioAdmin to Perform Simple Data Monitoring from a Remote Site

Expanding Input/Output Channels

Using Modbus/TCP Protocol with Your Program

Using the Counter to Get Meter Readings and Statistics

Record your 1/0 Data in the Data Log File

Connecting a Modbus/RTU Serial Device Attached to the ioLogik over a Cellular Network
Connecting to a SCADA System

Updating Serial Tags to SCADA System with Active OPC Server over a Cellular Network
Handling Front-End Events and Alarms

SMS Escalation and Acknowledgement

SMS Commands for Monitoring and Control

Enabling the Power Saving Function and Secure Wake on Call

Enabling Ethernet and Cellular Redundancy
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Known Issues of Cellular Monitoring Systems

Cellular technology is well-suited for remote monitoring and alarm systems that cover a wide area, such as
pipeline monitoring of public water supplies or natural gas systems. Using cellular technology to implement a
remote monitoring system can save development, deployment, and maintenance time.

However, problems such as dynamic IPs, low bandwidth, and unexpected disconnections must be overcome for
the cellular monitoring system to achieve greater stability.

Known Issue 1: Dynamic or Private IP over a Cellular Network

Although cellular technology can make device communication easier, cellular networks were not designed for
industrial devices, but for mobile phones. Since mobile phones only need a temporary IP to connect to the
Internet, cell phones get a different temporary IP each time the mobile phone accesses the Internet. This is
referred to as the Dynamic IP issue. Most telecom service providers assign temporary IPs when a mobile phone
requests access to the Internet. A remote monitoring system using a cellular communications ioLogik W5300
should request a permanent IP to ensure stable bidirectional communications. For this reason, you may need
to apply for a special data plan from the service providers or the mobile virtual network providers (MVNOSs).

As opposed to using the so-called “pull” or “passive” architecture, Moxa'’s ioLogik W5300 utilizes active edge
communications, which works with the powerful cellular device management middleware, Active OPC Server.
Active OPC Server runs on a central network computer that uses a static IP. Even if the cellular 1/0
units work in a dynamic or private IP environment with a general data plan that is for a mobile phone, since the
ioLogik W5300 contacts the Active OPC Server (and not the other way around), once a connection is
established the two sides of the connection can proceed with bi-directional communication. In addition, the
built-in front-end intelligence called Click&Go control logic enables the ioLogik to report its 1/0 status, and send
alarms and log data actively. Centralized software such as a SCADA system is now able to leverage this
technology by connecting the Active OPC Server using Modbus/TCP or OPC Client Drivers instead of connecting
to the remote ioLogik's IP address directly.

Known Issue 2: Low Bandwidth and slow response time

Cellular networks provide only low bandwidth transmission compared with wired CAT-5 Ethernet networks.
Generally speaking, the response time of the GPRS network is about 4 to 10 seconds, and 1 to 3 seconds for
3G/HSPA networks.

This means that the latency of data for one round trip is much slower than a millisecond level Ethernet network,
resulting in system overload or shutdown when a large number of remote sites and large amount of information
need to be exchanged. A better approach is to use an “active” architecture such as the ioLogik, and the Active
OPC Server to reduce traffic and improve response time and decrease the use of the bandwidth.

Another factor that could cause unexpected disconnection is the cellular signal strength. In some places,
several communication channels could exist simultaneously, with each device accessing a different channel and
using a different signal strength. This kind of random signal strength could result in unexpected disconnection.

SMS (short messages) will not respond in time as expected, especially when using a data plan that is only for
data transmission or at specific times, such the end of the year, when traffic volume is much higher.

Known Issue 3: Unexpected Disconnection from Cellular Networks (Carriers)
Although cellular network transmissions are charged by number of packets and not connection time, most
vendors still refer to their service as “Always On.” However, a better description might be “always accessible”
since in reality, cellular carriers optimize their IP resources, time slots, and the base station capacity by
disconnecting connections that have been idle for a certain period of time. During this period, the mobile
devices will not be aware of the disconnection, and this lapse in the actual connection could introduce a certain
amount of unreliability in your remote monitoring and alarm system. If using “Always On” to keep your
connection alive is not stable enough for your purposes, you must configure additional “Cellular Reconnection”
settings to prevent being kicked off the network accidentally or without notification. See Chapter 4 for detailed
settings.

5-2



ioLogik W5300 Planning and Assistance

Known lIssue 4: Large Power Consumption when Attached to Base Stations
There will be a peak power usage when attaching to base stations (900 mA @ 12 VDC). Although the ioLogik
uses a low amount of power during normal usage (3-4 watts), we still recommend using a power supply that
is greater than 5 watts.

Active OPC Server with a Static IP Address

Configuring an ioLogik W5300 for use with an Active OPC host using a static IP address will ensure that the
ioLogik W5300 works properly in any of the following environments:

1. Virtual Private Network
A VPN (Virtual Private Network) is a service that groups all related devices into one network, but users need
to purchase cellular on-line services and apply for VPN membership. When the Cellular device dials up, it
will get a private static IP assigned by the telecom service provider (Carrier or MVNO). The private IP is on
the same network segment as the host. The host and devices can communicate bi-directionally using a
polling architecture. Most telecom service providers will not offer small volume service packages to
enterprise clients. A mobile virtual network operator (MVNO) is a company that provides cellular services
but does not have its own licensed frequency allocation of the radio spectrum, and does not necessarily
have the infrastructure needed to provide mobile telephone services. An MVNO subscribes to several
cellular services and then rents the services out to customers who only need a small quantity of IP service.
Normally, the MVNO also builds up a VPN server to separate their groups, and in effect provide the same
services provided by a VPN.

2. Network with Public Static IP Devices
A Public Static IP can be accessed anywhere and anytime, such as over the Internet. Although most carriers
use private dynamic IPs for mobile phones, some carriers will provide Public Static IPs for specific
applications. The downside of Public Static IP service is that it comes at a much higher price. Some telecom
service providers can assign a fixed IP to one specific SIM card. While all 1/0 devices have their own fixed
IP address, the entire system will run as a traditional monitoring system with physical wires. This solution
has the benefit exhibiting the same behavior as a wired solution. However, not all telecom service providers
offer this kind of service, and those that do offer it at a relatively high cost.

3. New Cellular Network with Active Architecture
A new type of cellular network based on push technology is now available. This type of service requires a
host PC with a public static IP, allowing all remote cellular devices to connect to the host PC, regardless of
whether or not the device has a public or private IP. The Active OPC Server software running on a PC with
a static IP is required to update the devices’ IP and the fixed device name. After connecting to the cellular
network, all operations can follow the original infrastructure of the mobile phone provider. Moxa'’s ioLogik
W5000 series cellular remote 1/0 units are based on push technology with Active OPC Server. Active OPC
Server, which runs on a PC with static IP, will receive and register the device’s IP and create a connection
while the ioLogik W5300 is on line. Once the connection has been created, bi-directional communication can
ensue. The built-in front-end intelligence, Click&Go logic, enables the ioLogik to report its 1/0 status, alarms,
and log data actively.

ctlvely Create a Connection from a Device

Active OPC Server
with a Static IP

Internet

\ MOXA
4 i (o= VIET

% / Network
ioLogik W5300 series

i

@ Actively Register with the Active OPC Server
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NOTE If the Active OPC Server is installed in the DMZ or even the LAN, be sure to configure the router or firewall
settings to allow and redirect those necessary TCP ports such 9300, 9900, 9500, and 502 for remote access
from the ioLogik W5300. See Appendix F for details.

Cellular Remote 1 /0 Architecture

The following diagram illustrates the overall architecture of the ioLogik 5300 series cellular remote 1/0 device.
The ioLogik 5300 supports remote monitoring, and you can configure the machine via ioAdmin and connect to
a SCADA system through an OPC client/server or Modbus/TCP. You can push datalog files to the FTP server,
and connect field serial devices through a serial tunnel. In addition, the ioLogik W5300 supports event alarms
by email, SNMP Trap, and SMS.

SCADA with :
OPC Client — :
1

! S Active OPC

| SCADA with _

+ Modbus/TCP Server

! Internet

1 Moxa Config SW _

| ioAdmin P Cellular

-------------- S Network
Serial Port’s 3 L=
TCP Server Push Data Logging file to FW
FTP Server
Serial Transparent Tunnel

Mail SErVe m—

ioLogik W5300 series

SNMP Trap Server s

SMS

In the following sections, we illustrate how to set up an environment for the ioLogik W5300.

Using ioAdmin to Perform Simple Data
Monitoring from a Remote Site

Scenario: Users would like to check the 1/0 status at the central site. The ioAdmin monitoring and
configuration utility will be used to monitor the remote site 1/0 status. The related network structure and
diagram are shown below.

Environment:

1. Active OPC server: Public Static IP: 59.124.42.169
Internal Static IP: 192.168.19.19
2. Central site: Internal Static IP: 192.168.19.207
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Diagram:
Active OPC Server
with Statie P ioLogik W5340
Internet
Cellular
Network
Host
192.168.19.207 Internal IP: 192.168.19.19 Server Name: Test

Public Static IP: 59.124.42.169 MAC: 00-90-e8-0D-0E-54
Implementation:
Step 1: Following the instructions from Chapter 2, insert a SIM card and connect the sensors.
Step 2: Install and run ioAdmin on the remote host.
Step 3: Connect the host to the ioLogik W5340 over the Ethernet console.
Step 4: Configure the Cellular settings, including the Dial-up settings and Operation Modes.
Step 5: Enter the host’s server address on the Active Tags panel, as the Active OPC Server address.

Step 6: Install the AOPC Server on a PC with a static IP address, and ensure the IP address of the AOPC server
is available and accessible from the remote ioLogik.

Step 7: Before starting the Active OPC server, make sure that any local routers or firewalls which it is running
behind are configured to forward TCP ports 9900, 9500, 9300, and 502.

Step 8: Start ioAdmin and add Active OPC server manually.

EWio i B ki e

File  Systerm  Sort Help micro controller Tepe

| I
2
| Bg Hast : [192.168.127.1] || /WB-DPC Active OPC Server vI
> o Ef |
Add ioLogik device ~Cornection Type :
I=

IP Address - 59.124.42.163

COM Part : |

100000000 ;6'

o Add | X Cancel

Note: Selecting “AOPC” from the broadsearch menu is also OK if the AOPC and the ioAdmin are
installed on the same PC or the same local network.
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Step 9: After adding Active OPC Server you should see the following screen. Click the Refresh button to use
ioAdmin to monitor and configure the ioLogik W5300.

File System Sat  Help g2 | = v
=2 Host: 192168127.1] —— — o
=5 ioLogik el 40-T (4 SDIO i
=By <LAN>

./ 140 Corffiguration |Q‘ Server Infa. I [} Server Settings I = Message Monitar

192.168.127.222

ioLogik W5340

I Active OPC Server I

WEHOT |

=

[Al}:01 +-10¥  -0.001Y | -0002Y  -0.001

cTNnP RO M me 1000 7

IDI1:01= DI OFF 50.0 ms
(% Refresh |
4 L] 'l ws340-TI/O sync rate: 2/sec

Ready 115200 None 8.1 0:00:22-29 T 06:24:49

Expanding Input/Output Channels

Scenario: A monitoring system for a pumping station does not have enough 1/0 channels, and the user would
like to add more 1/0 channels to meet system requirements. In addition to the existing 4 Als, 8 DIOs, and 2
Relay Outputs, they are using the ioLogik E1210 and E1211 to add an additional 16 DIs and 16 DOs.

Implementation:
Step 1: Connect to the ioLogik E1210 and E1211 and start the Web Consoles for these two products.
Step 2: Configure and export the configuration files of these two models. The file names will be ik1210.txt and

ik1211.txt.
Step 3: Use Ethernet cables to daisy-chain the W5340, E1210, and E1211, and connect to the host PC through

the E1211’s Ethernet port.
Step 4: Start ioAdmin with the selected W5340 and choose 1/0 Expansion.
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Step 5: Click the Expansion Modules row and then click the ADD button. ioAdmin will prompt you to import
the E1200 series configuration.

ioLogik W5340-T (4Al + 8DIO + 2RELAY, GPRS)

T Cellular Reconnection | Bl Network Statistics | @Watchdog I = heszage Monitor |
_:;" Server Setting = Update | (@ LAN Seftings | S Cellular Settings |
¥ 140 Configuratio j" 1/0 Expanzions j‘ Meter/Senszar | e Active Tags | o ClickGo Logic I“, Server Info. |

Expansion Modules

Slotit | Status

E1211 192168127252 |Ethemet Remaote 1/0[160:0) online

* You must restart the device for new change[z] to take elfecll Add I ﬁ S |

Modbus Add

Slott Channel Type I Addresz(hex) IAddless[dec]l Quantities |:

i Do-00 Cail 00200 00os13 1

1 Do-m1 Caoil 0020 onos14 1

1 Do-0z Caoil 00202 0nos1s 1

1 Lo-03 Caoil 00203 0nos1e 3]

1 Do-04 Cail 00204 onos17? 1

1 Do-08 Cail 00205 onos1g 1

1 [alalyl=S el MR nnne1a 1 i
* The addresses will be update on next system restart. i |

(B Refresh |

W5340-T I/O sync rate: 2/sec

Step 6: In the open file window, choose the configuration file for the E1210 (e.g., ik1210.txt).
Step 7: You can find the E1210 in the “Expansion Modules” table. Repeat steps 5 and 6 to add the E1211.

Step 8: After adding the E1210 and E1211, reboot the W5340 to activate this function.
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Step 9: After rebooting, log in to ioAdmin as Administrator and choose “1/0 Configuration.” You will see the

following screen, which indicates that the additional 1/0 channels were successfully installed.

ioLogik W5340-T (4Al + 8DIO + 2RELAY, GPRS)

7 Cellular Freconnection I B Metwork Statistics I @Watchdog | = Message Monitor
- - ._ | &5/ Fimware Update I @ LAN Settings I Ky, Cellular Settings
o 170 Configuration | 441/ Expansions | G MeterSensar | v dctive Tags | 4 ClickiGo Lagic | (g, Server Infa.
192.168.127.222 192.168.127.252
= =3
— ':
- I
-9
22
=z

WRIOT E1211

-rAmr CEL LR

[N TS

(™ Refresh |

W3340-T IO sync rate: 2/sec

=
noand

CORET

Step 10: Click&Go will continue running when the connection between the ioLogik W5300 and expansion
modules is down,. You can use the trigger condition “Expansion module connection fail” to let Click&Go warn
you when the connection is down. To do this, choose the Click&Go Tab, adding the rules as shown in the

following figure.

Logic #0 Configuration

¥ Enable
[+ Enable Logic
IF THEN ELSE
E spansion Module Connection Fail ~| 75 ... Shot Message Semice ] 7 <Empiy -
Expansion Module Connection Fail v | 75 ... <Ermply> -l <Empty> -
<Emptys - <Emptys 'I <Emply> -
= Relation betwsen conditions: 12ND

| Equivalent Logic Statement

<[F>

(slot:E 1210 Connaction Fail) AND
(slotz:E 1211 Connection Fail)
<THEN=

(Zend SME every 0 sec.)

o Ok X Cancel |

Step 11: Save the logic settings and restart the system. After restarting, click the “Run” button on the

Click&Go panel to make sure the Click&Go rule is running.

Step 12: When a disconnection occurs, an SMS alarm message will be sent to the predefined mobile phone.

5-8
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NOTE Three devices can be added to the “Expansion Modules” table in any order. The slot No. is based on the order
of the list, and does not depend on the order in the which the expansion modules were added.
NOTE The following ioLogik E1200 models are supported for the 1/0 expansion: E1210 (16 Dls), E1211 (16 DOs),

E1212 (8 DIs and 8 DI0Os), E1213 ( 4 Dls, 4 Source DOs and 4 DIO (source DO)), E1214 (6 DlIs and 6 Relays),
E1240 (8 Dls), E1241 (4A0s), E1242(4Al, 4Dls, and 4DI0s), E1260(6RTDs), and E1262(8TCs). ( Plus all
Wide-Temperature ioLogik 1200 models)

Using Modbus/TCP Protocol with Your Program

Scenario: Most customers would like to use their own HMI program to collect relevant information from
different remote sites. The most common way of doing this is to use Modbus/TCP. The following example

illustrates the procedure:
Environment:

1. Active OPC server: Public Static IP: 59.124.42.169
Internal Static IP: 192.168.19.19

2. Central site: Internal Static IP: 59.124.42.169
3. W5300 IP: 116.59.60.232 (a public IP is required)
Diagram:

Internet

Active OPC Server Cellular
Network

IP: 59.124.42.169

ioLogik W5300

Central Host
IP: 59.124.42.169 ——p |P:116.59.60.232

We use ModScan32 to illustrate (ModScan32 is a product of WinTech, and can be downloaded from the WinTech

website).
Step 1: Install ModScan32 on your central host, with IP address 59.124.42.169.

Step 2: Set up your ioLogik W5300 as follows:
= Connect DO-4 to DI-0 and DI-1
e Set DO-4 as 1Hz pulse output.

Step 3: Power on the W5300 and check the 1/0 status in ioAdmin. The status of DI-0 and DI-1 should have
changed to 1 Hz frequency.

Step 4: Configure the cellular settings on the Cellular Settings panel and the Active OPC Server’s IP Address on
the Active Tags panel, and then restart the ioLogik W5300. After restarting the system, the ioLogik W5300

should be assigned an IP address.

Step 5: If step 4 was completed successfully, remove the Ethernet console cable to force the W5300 get a

response from the cellular network.

Step 6: From your computer’s command line mode, ping IP address 116.59.60.232. If the ping is successful,

proceed to the next step.

NOTE

Some service providers (carriers) forbid and will filter this actiion.

5-9
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Step 7: Click on the ModScan32 icon to open ModScan32, as shown below.

File Connection  View Help

NEEEEEEE ]

=|=lE = == 2=

For Help, press F1 ‘Po]]s a |Resps: a 4

Step 8: Click Connection on the toolbar and choose Remote TCP/IP server in the Connect Using column.
Input the W5300’s IP address in the IP Address column and then click OK.

Connection Details

Connect Usmg:

Choose this option
|Rem|:-te TCR/P Server

IP Address: |116.59.60.232

Service Port: |502

—Hardware Flow (

r— Configmration

Band Rate: |1153I:[ R |
[ Waitfor D3
Word Length: 8 ! Dielay ||_ ms after ETE 1
o 1

mithng

Parity: m [T Wartfor CTS f_'cJ:r_ :
Stop Bis: Iﬁ Dielay |I ._:JI: : after last L,:'L.'J._J.l. tex

e relessing BT

Input the IP here

Step 9: Choose New from the File menu.

=~ ModScan32 - ModSca2
File Connection Zetup  View Window Help

NECIEEE )

| = B | =

—= ModSca2

Device Id:
Address: I:I I:i- - Number of Polls: 149
- MODBUS Point Type Valid Slave Responses: 149

Length: 100 II]1: COIL STATUS

Reset Ctrs |

oooo9g: «<0x oooz21: <0x
00010: «0» : : ooo22: «<0»
ooo11: <0 00023: <0x
oooiz: «0» : : 00o24: «<0»

For Help, press Fl |Po]]s: 150 |Resps: 149 y
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Step 10: Look up the DI-0 and DI-1 Modbus addresses in the user’s manual, as shown below.

*8.2. 1xxxx Read only Coils (Support function 2).

Reference: Addresss Data Tvpe- | Description-

10001« 00000 1 bite CHO DI Values

0x0001+ 1 bite CH1 DI Values

00002 1 bate CH2 DI Value-

DI-0 Address 1 bite CH3 DI Value~

5 1 bite CH4 DI Values

10006+ DI-1 Address 1 bite CHS5 DI Value-

10007 1 bite CHé6 DI Value-

10008+ 00007 1 bite CH7 DI Value~
10013- 0x000C 1 bite CHOAILED 1: On  0: Off
10014» 0x000D- 1 bite CHLATLED 1: On  0: Off
100150 0x000E« 1 bite CH2 ATLED 1: On  0: Offc
10016+ 0x000F- 1 bite CH3 ATLED 1: On  0: Ofte

Step 11: Input relevant information.

Device Id: |I|

MODBUS Point Type
NPUT STATUS

Address:

Number of Polls: 222
Valid Slave Responses: 222

Length:

_— Choose function code to "02:
10001: <0>l ~ oo o INPUT STATUS"

looo2: <D»
length

Step 12: Choose the Setup option from the toolbar and click on Data definition. Next, change the Scan Rate

value from 1000 ms to 200 ms.

200

—Modbus Data
Slave Address: Il
Point Type: |EIE INPTIT STATUS ]|

Point Address: Il
Length: I2

Step 13: You should now be able to see the DI-0 and DI-1 real time status.

== ModSca2

Device Id: III
Add . < Number of Polls: 238
ress MODBUS Point Type Valid Slave Responses: 192
Length: |2 [01: coiL sTATUS - =
eset Ctrs

4‘/| DI-0 value: 0:ON, 1:0FF ||
0p00l: <0x
opoo2: <03

\-l DI-1 value: 0:ON, 1:0FF |
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Using the Counter to Get Meter Readings and
Statistics

Scenario: In water pipeline monitoring applications, water flow volume is a very important monitoring factor,
since it can be used as an indication of leaking. The sensor used to monitor water flow volume is called a flow
meter. Most flow meters have a pulse output of 4 to 20 mA signal output, which the user needs to convert to
water flow in their own PC software. In this case, we will show you how to use the ioLogik W5300’s virtual
channel function to convert the counter input signal to the actual flow volume.

Setup Procedure:

Step 1: Open ioAdmin and set up your ioLogik W5300 as follows:
= Connect DO-4 to DI-O0.
= 1.2. Configure DO-4 for 1 Hz pulse output.
= 1.3. Configure DI-0 for counter input mode.

Step 2: We assume that DI-0 is already connected to the flow meter.
Step 3: Right click on DI-0 from the 1/0 Configuration panel.

Step 4: Select the Counter Scaling tab in the popup window.

DI Channel
[ 22 DI Corfig | @D DI Test | EF Alias Name | Counter Scaling

[¥] Enable

Slope-intercept farmula

Result = Count Difference [35 0

Result Unit mildd
Update ever zec]z]

[7] &pply to all channels

" Apply

Step 5: Configure the scaling formula and update the sampling time.
Step 6: Close the popup window.

Step 7: Choose virtual channel (shown as VC-00), and select the source channel. We use DI-00 for this
example.

Step 8: Select the operation mode from Max, Min., Average, Accumulation, Instantaneous, and Incremental.

Step 9: Close the popup window.
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Step 10: Check the value on the 1/0 configuration Panel. The virtual channel value can be updated to AOPC
with the Active Tags function.

Yirtnal Channel #0

v Enahble

FPhwzical 1/0 Channelz)

" Al Channel: |

(& Counter: | ol-00

LedLedLed

" Expansion Maodule: |

Operation: ’m

Time Interval: |1 |min ﬂ [1-68535]

Record your 1/0 Data in the Data Log File

Scenario: A cellular communication system has lost its connection unexpectedly. If the user stores data in a
PC database, the database may lose data when the cellular network is disconnected. For this reason, the
ioLogik W5300 provides a front-end data logging function with its own built-in SD slot for storing the 1/0 data.
The data file can be uploaded to the host PC via the FTP protocol and Click&Go logic. By using the SD card
solution, users can avoid the “missing data” problem that plagues traditional solutions.

Log Profile Creation
Step 1: Insert a 2 GB or smaller SD card into the SD slot, and insert a SIM card.

Step 2: Start ioAdmin in administrator mode. Configure the Cellular Settings first.

Step 3: Go to the Click&Go tab and click on the Data logging icon on the Global Variable Toolbar.

@ Server Info. | - Server Settings | &= Firmware Update I @ L&M Settings I Eg Cellular Settings
T Cellular Reconnestion | £ Metwork Statistics I QWatchdog I = Message Monitor | emrWPH Settings
/140 Corfiguration | /0 Expansions |  Meter/Sensar | wie Active Tags I ' Click&Go Logic

7| B | =3 ]2]z

Logic Mame : | Data Log Settings
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Step 4: Click the New button to create a new log profile.

rProfile list

rThe detail of selected profile

Mo

Prafile name

Description

Value |
jim———————|

Log time

—Selected channel

Delete |

Modify |

The dizk space left :

0 KBytes

0 Stop Log |

o Save |

x Cancel |

Step 5: In the new profile, click Enable to activate the profile, specify the settings, and then click Next to

proceed.

Profile Detail Settings x|

v Enable
—Prafile Setting

M ame IT est_1

The log file halds IEDDD samples [1-5000]
The prafile halds I'I on file= [1-500]

Imitial State
i~ Stop

e Start |

—Logging Tepe

(" On Change
(* Petindical
= Schedule

Log Interval |3 zec [3-86400)

= Eveny month

* Dy

ek sk m

[ Sur T Mon [T Tue 7 Wed

Timefog =)= foo =]
fild | 2T Delete |
Hour I Fdir

= Thu T FEi [T Sat

= Everyweek
= Sun T WMo [T Tue [© wed
I~ Thu | Fi [~ Sat

% Evernyday
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Step 6: Select the channels that needed to be logged, and then click the Finish button.

x
Channels Selection
&l available Channel Selected Channel
Channel Title Channel Title |
S00:w5340-DI00 SO0/ 5340-400
S00WR3A0-DO02 SO0/ 5340-4001
S00wHh340-0003 SO0/ E340-4/02
S00w5340-0004 SO0 E340-4103
SO0we340-0005 S00ME340-D1Mm
SO0Wwe340-0006 = | S00ME340-0102
SO0Wwe340-0007 S00ME340-0103
SO0WwE340-RLYy00 SO0 E340-D104
500w 340-RLY 500/ 5340-0105
S00:w5340-4C00 & | 500/ 5340-DI0R
500w 3404 C0 S00Mw/5340-0107
S00WwE340-4C02 S00Mw/5340-0000
SO0WE3404C03 S00ME340-00m
SO0WE3404C04
SO0WwE3404C05
SO0WwE340-4C0B
500w 340 C07
5005 340-4C08
S00w5340-4C09

—Analog Percentage——————

PercentageIS_DD o ' Select.-’-\lll Percentage|5.ﬂﬂ o ' Selact Alll
L= Previousl | l-'L Finish I

Step 7: Click the Save button.

rﬁmgiﬁg profil
|-
| —Profile list —The detail of selected profile
Ma Prafile name Description I‘Jalue |
Profile Name | Tes
Enable Enable
Init State Stop

Files of each Log 100
Records of each file| 5000

Log Type Periodical
Interval(Sec) 300
Log time

Selected channel

S00WwE340-T.. SO0:/5340-T... S00:w/5H340-T... SO03WE340-T ..
S00wE340-T.. SO00:/5340-T... S00:4w/5340-T ..
SO0WE340-T... SO00:M5340-T... S00:wW5340-T...
SO0°WE340-T... S00M/5340-T... S000WS340-T...

4 | i | 3

Mew I Delete I tadify I

The dizk space left: D kKByptes @ Stop Log | ¢ e x Bt |

If you select Start for the initial state in Step 5, data logging will start immediately when the profile is created.
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Log File upload with FTP
Step 1: Click the FTP settings icon on the Click&Go Global Variables toolbar.

\d. ServerInfo. I _}‘ Server Setings I 4= Firmware Lpdate I @ L8N Settings I Eg, Cellular Settings
1 Cellular Reconnection | thetwork Statistics I QWatchdog I = Meszage Monitor I WP Settings
;170 Canfiguration | 4170 Expansions | ' Meter/Sensar | < Active Tags | .- ClickéGio Logic

)

7 | Bl & = e jll; L2
FTP Bettings

Logic Mame : I

Step 2: Specify the FTP server address and account, and then click Add.

FTF Settings |

FTP Server: [192.168.1.2 Add

zer Mame ; Iflp_rDDﬂ Delete

Pazzword : Ixxxxxxxx

Port: |21

[ adlify

IR

Mo | FTP Server | Port
#OO 89121 66119 1
#01 19216811 21

o Save | X Cancel |

Step 3: Double click on the Click&Go rule entry.
. 10 Configuration | _}‘IHD E xpanzions I _}‘Meten"Sensor e Active Tags

| ' Click&Go Logic

Z | Bl @™ e @] | 2|5

Logic Mame : I

A
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ioLogik W5300
Step 4: In the IF Condition, select Schedule and then configure its properties to upload every midnight 00:00

to 00:15.

The Timer function can also be used for other applications.

Logic #0 Configuration

NOTE

v Enable
—f* Enable Logic
1F THEN ELSE
IScheduIe ﬂ |<Empty> j |<Empty> 'l

[ <] = —
—

| <Empty> =] Time

Fram : IDD:DD:DD = To: |nu:15:un =

AND

* Relation between conditions : i

—Hange

—Equivalent Logic Statement,—————————
5taﬂi|2m1xnzx11 v[ % Stop |2m1xnzx11 v[

" No Limit

—Iv Further Recunence
¥ Sundapy [V Monday ¥ Tuesday v “Wednesday

[¥ Thursday [V Friday ¥ Saturday

I~ Combine with ‘aorking D aps j
]
I~ Combine with OF Woarking D aps
v |

o K | X Cancel |

Step 5: In the THEN Action, select FTP Service and specify which profile’s log files will be uploaded.

Logic #0 Configuration

v Enable
—f* Enable Logic
1F THEN ELSE
IScheduIe j IFTF' Service j |<Empty> 'l
|<Empty> j |<Empty> j |<Empty> 'l
|<Empt_l,l> ﬂ |<Empty> j |<Empt_l,l> Vl
FTF Service Settings
* Relation between conditions : |4ND il —THEMN
Prifile :

—Equivalent Logic Statement ;

<]F=
(Schedule From:1 10211 to 1102711 | " poet
|89.121.BB.119:User_2990 j
Hours : |24 [1720)

*Send everyID sec. [0 = send once]
I o 0K I X Cancel |

o K | X Cancel |
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Step 6: On the Click&Go panel, click Upload to ioLogik to upload to the ioLogik W5300. Click Yes to restart

the ioLogik system.

i ServerInfo. I .:fSewelSettings I __.';"Firmware Update I i@ LAN Settings I l:hCeIIularSettings
1 Cellular Reconnection I kk Metwork Statistics I @W’atchdog I = Meszzage Monitar | E VPN Settings
/140 Corfiguration | | 54140 Expansions I |5} Meter/Sensor I . Active Tags I . Click&Go Logie
= & = | - ] +
3*' E ST & = j a == Fl;
Logic Mame : I
<THEM> : =
HO Enabled [Upload Data Log Profile:0 to FTRF:0 zend once. ]
1]
|
H [Zlear Fretrieve #% Upload to ioLogik [¥] Fun [=] Stop |
Step 7: On the Click&Go panel, click Run to activate the logic.
i ServerInfo. I _:fSewerSettings I __,'__E_"Firmwale Update I i@ LaN Settings I theIIulalSettings
T Cellular Reconnection | Eg Metwaork Statistics | QW’atchdog I = Meszage Maonitor | i VP Settings
140 Configuration | ! 1-‘IHD E spansions I f _z*' Meter/Sensor I ¢ Active Tags I o Click&Go Logic
| E o & ™| T 2] &2
Logic Name : I
«THEM:: =
#Ho Enabled [Upload Diata Log Profile:0 o FTP:D send once.]
#1
|
[ Clear Retrigwe pload ta ol ogik [ Run (=] Stop
The Log file will be uploaded based on the current settings.
TYPSoft FTP Server Y [m]

File SZerver 3Setup Help
IMain | zer Info |

[ MO0 00:37] - Server Stagted

[ A&k -00:00:37] - FTF Paat: 21

[ A&k -00:00:37] - [4] Connect to 1902168, 19 402, et Usemaine.

[ A4 -00: 00:37] - [4] User TEST Cenected

[ A0 -00:00:53%] - [4] TEST: Cument Divectonr: Do TERE,

[ M -00:00:38] - [4] TEST: Stast Uplosd. of DA TEMPheaf3 1021 oo

[ 0400 00401 - [4] TEST: File Uploaded: DATEMPYesfi 102 ooy (167 KA - 6551 bytes)
[ b4 -00: 00401 - [4] Client TEST, 192 168 19 202 Disconnected (00:00:05 Min)

1

NOTE

The function is dependent on the firmware version. Be sure to use firmware V1.3 or above for the ioLogik

W5312 series, and firmware V1.5 or above for the ioLogik W5340 series.
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Connecting a Modbus/RTU Serial Device
Attached to the ioLogik over a Cellular Network

Scenario: In the water industry, warning systems use both 10s and serial meters to get complete status
information. The ioLogik W5300 has built-in serial ports that support attaching Modbus/RTU serial meters with
RS-232 or RS-485.

Setup Procedure:
Step 1: Start ioAdmin as administrator.

Step 2: Choose the Meter/Sensor tab.

i Server Info. | 1 Server Settings I 4= Firmware Update | i L&N Settings I Eg Cellular Settings
] Cellular Reconnectian I Ky Mebwork Statistics | ®watchdog | = Message Monitar I v VPN Settings
10 Configuration I 170 Expansions I 3 Meter/Sensor I -« Active Tags | v Click&Go Logic
™ Senal Port |
—Port Setting

Baudrate: ISBDD vl OF Mode:
Stap Bits: |1 vi o
Mode:  |RS-435/2wie 7| T

Flow Contral: Inone "l Serial Response Timeout [m3) @ |2500 *

Data Bits: IB "l (¥ Refresh |
Parity: Inone 'l

adbuz RTL G

+f Update |

Step 3: Set the serial port parameters: RS-232, RS-485, Baudrate, Stop Bits, etc.

Step 4: Click Modbus TCP - Modbus RTU Gateway to choose the operation mode. There are two modes to
choose from: transparent mode and Modbus/RTU mode.

Step 5: Connect the field serial device via the serial port, making sure that the signal wiring is correct.

Step 6: By specifying the W5340’s IP address and the ID of the attached serial devices, you can use the
Modbus/TCP master to query the remote serial device.

NOTE

The Modbus Slave ID for the ioLogik W5300 is fixed at 1, which means that the ID of the Modbus/RTU meters
attached to the ioLogik should start from 2 to 247.

Connecting to a SCADA System

Scenario: Most control centers use SCADA systems, such as InTouch, to monitor the status of their entire
system. The ioLogik W5300 with Active OPC server can feed data into the SCADA system. In this situation, the
SCADA system can use its built-in OPC Client/Server architecture to control the system.

Environment

SCADA System and Active OPC Server:
Public Static IP: 59.124.42.169
Internal Static IP: 192.168.19.19

Central site:
Internal Static IP: 192.168.19.19
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Diagram

Internet

Cellular
Network

N "
ioLogik W5300

Central Host with SCADA
Active OPC Server IP: 116.59.60.232
IP: 59.124.42.169

Setup Procedure
Step 1: Install the SCADA system and Active OPC server on the same host PC with IP address 59.124.42.169.

Step 2: Open ioAdmin as administrator.
Step 3: Choose Active Tags and input the host PC IP address in the Active OPC Server Address column.

Step4: Select 4 Als for update tags and then click the Create Tags button.

4= Fimware Update I“” LAM Settings I Eg, Cellular Settings I T Cellular Fleconnectionl Eg Network Statistics I @\:\-"atchdog | = hessage Monitor
./ 140 Configuration I _'.}‘I.-"D Espanzions | _'-.}‘Meter.-"Sensor (" ClicktGo Logic | i@ Server Info. I _-'.}‘Server Settings

Enable Active OFC
Redundancy Mode () Changed while faled ) Synchronicity @ Mormal
IF Addrl: 192.168.127.122 IP &ddrz: (192.168.127.123 Part: 3300
Heartbeat Interval : gop [0 for digable, or range 1-65535) v Update | (E Fefesh |

WwWh340

Slat1 E1210-¢192168.127.251> Wwh340 =

Slotit2 E1211-¢192.168.127. 250 Enable &l Al Chanrels
SlotHd Serial Tag

Al-00 OnChange 5.00 oE Update per 1 [1-B65535)
Al-01 OnChange 5.00 4 Update per 1 sec [1-B5535]
&102 [OnChange 500 % Update per 1 [1-65535)

»

m

Al-03 OnChange  5.000 &z Update per 1 sec | (1-65535)
r0I/D0AA0 Global Setting(include expansion modules] —
Update by: 140 On Change, []lnterval |1 sec [1-65538) ‘

~DI/D0 Channel

] Enable &ll DI Channels
[ClcHoo - [T CH-m [[locHo2  [CloHo3 [C]cH04 O] CcH-0G
[CIcHOE [T CcHO7

"] Enable &1l DO Channels -

Step 5: ioAdmin will prompt you to restart the device.

Step 6: Open Active OPC server. You will see the device and data for 4 Als in the display window.

% Moxs Active OPCS - [
loxa Active OPC Server . . — =
File View Configuration Help ‘*
(51-ROBERTYCKLOO1 Mame Description Channel Status Value Type Value Unit Quality Access Right I
i ioLogik
5 i W5340-HSDPA-T AL-00 Al 0 Float 0.001 +/-10v Good Read only
WSS‘IOHSDPA*T«OI(192.168.12?.254) AL-D1 Al 1 Float 0.001 +-10V Good Read only
AL-02 Al 2 Float 0.001 +-10v Good Read only
AL-03 Al 3 Float 0.001 +f-10 Good Read only
Comm-Slot-01  Comm-Slot i Boolean 1} Link Up/Down  Good Read only
Comm-Slot-02  Comm-Slot 2 Boolean 0 Link Up/Down  Good Read only
Comm-Slot-03  Comm-Slot 3 Boolean 0 Link Up/Down  Good Read only
SysConnect... System Co... Boolzan i Link Up/Down  Good Read only

Step 7: Connect to the SCADA system and choose the OPC server as Moxa Active OPC Server.
Step 8: Follow SCADA instruments to create data tags for these 4 analog inputs.

Step 9: After creating these 4 tags, place them in a suitable position on the SCADA screen. You can find these
values in the SCADA display.
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Updating Serial Tags to SCADA System with
Active OPC Server over a Cellular Network

Scenario: For many applications, a remote site not only needs to be monitored for physical 10s that measure
environmental or facility conditions, but must also coordinate data output from serial meters. The ioLogik
W5300 has a 3-in-1 serial port built in that supports attaching field serial Modbus/RTU meters (either RS-232
or RS-485), and allows the integration of this serial data so that it can be uploaded to the SCADA system via the
Moxa Active OPC Server software.

Setup Procedure

Step 1: Start ioAdmin as administrator.

Step 2: Choose the Meter/Sensor tab.

& Server Info. I 5 Server Settings I 4= Firmware Update I i@ LAN Settings | Ei Collular Settings
T Cellular Reconnection | kh Metwark Statistics | *W’atchdog | = Message Maonitor | e PN Settings
. 1/0 Configuration | | }‘ 1/0 E #pansions I i t’Meters’S enzor I wx Active Tags | . Click&Go Lagic
™= Serial Port |
—Part Setting

Baudrate: I 3600 - l OF Mode:
Stop Bitz: I‘I Vl ity . = + Update |
Made: IHS-485 /e 'l

= Tag Settings
Flavw Control:lnone 'l D q g
[rata Bits: IB vl @Hef[mh
Farity: I nione b l

Step 3: Set the serial port parameters: RS-232, RS-485, Baudrate, Stop Bits, etc.
Step 4: Click Modbus Serial Tags to choose the operation mode.
Step 6: Click on the Tag Settings button at the right.

Step 7: Add the serial Tags. Refer to the attached serial device’s Modbus Address table for further details.

Serial Tag Settings x|
Tirneaut : |5 Sec

ttho Tag Mame | Device ID [Start Add(DEC) | FunctionCode | Read/wiite | Reference Addi(DEC) | il
00 | Flowe_01_&I_00 0z 0001 04:NPUT REGISTER Read 20002

01 | Flowe_01_&_00 0z 0002 04:NPUT REGISTER | Fead 30003

02 |valve_01_A0_00 03 0001 03:HOLDING REGISTER | ReadAwiits 40002

03 |Valve_01_a0_01 03 0002 0%HOLDING REGISTER | ReadAwiite 40003

04 |Alam_01_DO_00 04 0001 | 01:COIL STATUS FeadAwiite 00002

B |
05
07
0s
e
10
11
12
13
14
15
15

17 LI
" 0K | x Cancel |
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Step 8: After clicking OK, restart the ioLogik by right clicking the selected ioLogik from ioAdim.

B MOKA ioAdmi
i File  Spstem Sot  Help Q ‘@
=] g Host : [192.168.127.1]
£ 53 ioLogik iold
B-&’E 192.166.127.254
i Connec NS
Disconnect Con

Reset to Default

& Import System Config
& Export System Config

Step 9: On the Active Tags panel, specify the Active OPC Server’s IP Address, and then click the Update
button. Repeat Step 8 to restart the ioLogik. Click on Slot#04 Serial Tag and specify which tags need to be
created for the Active OPC server. Next, click the Create button.

4= Fimware Update
;140 Configuration

—{¥] Enable Active OPC
Redundancy Maode

IP Addr

Heartbeat Interval

I B, Metwork Statistics

| & LAN Settings I Eg, Celular Settings | iie Escoonection
| [5§1/0 Expansions i [ Meter/Sensar £ Dlick#Go Logic
() Changed while failed () Spnchranicity @ Mormal
192.168.19.201 1P &ddrz- [192.168.127.123 Por: 3300
10 sec | [0for disable, or range 1-65535)  Updats | G} R |

| @ watchdog
i @ Server Info.

I = hezzage Monitor
I T Server Settings

=-{E w5340

Slot1 E1210-¢192.168.127.251>
Iot#2 E1211-¢192.168.127. 250>
lotid Serial Tag

i 5-00(V] On Change || Update per
|5-02[7] On Change [] Update per
| 5-04[7] On Change [ Update per
| 5-06["| On Change [] Update per

7] Enable &1l Modbus Serial Channels

Modbus Serial Tag E

3

e

s

ms

e

[500-65535) §-01 [¥] On Change || Update per
[500-E55325) §-03[¥] On Change [] Update per | 500 ms
[500-65535) §-05[ "] On Change [ Update per
(500-65535) §-07 ] On Change [] Update per 500 ms

B0 |[ms - |[G0065535]
(50065525 3

B0 [me  |B00553]
(50065535]

Step 10: The new serial tags will be created under the S04-Serial node in Active OPC Server.

, _ —

File ‘iew Configuration Help
B'R:OEERTYC'KUODI MName Description
=-i5aiologk

QE-l Hh3‘1'534[] 5-Ch-00 5-CH-00

o-Ews3002 (192.168.127.259) | | SEh0L SO

= s04-Serial 5-Ch-02 S5-CH-02

— 5Ch-03 5CH03

5-Ch-04 5-CH-04

Channel

a

b
2
3
F

Status

Walue Type

Unsigned in...
Unsigned in...
Unsigned in. ..
Unsigned in...
Unsigned in...

Unit Quality Access Right
Unknown Good Read \rite
Unknown Good Read/\Write
Unknown Good Read/Write
Unknown Good Read only
Unknawn Good

Read/Write I

NOTE

W5312 series and firmware V1.5 or above for the ioLogik W5340 series.

The function is dependent on the firmware version. Be sure to use firmware V1.3 or above for the ioLogik
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Handling Front-End Events and Alarms

Scenario: This application uses many unmanned sites, and the customer would like to receive an alarm if the
monitored status changes. We assume that the water level of the water tank is measured with DI-1. The DI-1
starts as OFF, which indicates a normal water level. If the water’s level reaches the high limit, the DI-1 status
will change to ON. In addition, the SMS alarm will be initiated and sent directly to your mobile phone.

Setup Procedure

Step 1: We will assume that DI-1 is already connected with the water level (On/Off) sensor.
Step 2: Start ioAdmin as administrator.
Step 3: Click the Click&Go Logic tab and double click the blank rule.

Step 4: Input the Click&Go logic shown below (refer to Chapter 4 for details).
If DI=On Then Send SMS

Step 5: Don’t forget to set up the phone number shown at the bottom of the message window.

I

v Enable
& Enable Logic
IF THEN ELSE
‘DI ﬂ Short Message Service = @ <Emply> -
\(Emply) ﬂ <Emphy> - <Emphy> -
‘(Emply) ﬂ E ﬂ

Messzage Content

‘Water Level = <5:00,C:05>

* Relation between conditions : |AND

SHS Phone Book

E quivalent Logic Statement : Phone Book

<[F= o1 om # Phone Number | Description |
<THEN~ *

(Send SMS every 0 sec.) H
12

Message Format:  + ASCII

#3

&3 Keyword Lookup #4

Retry: |B0 Interval |0
* Sent every g y =

| X Cancel |
o OK ¥ Cancel |

Step 6: Close the popup window, click Upload to ioLogik, and then reboot the device.

Step 7: After rebooting, click Run. The logic will go live. Once the water level is detected by a sensor, your
mobile phone will receive the SMS.

NOTE 1. The above procedure can be handled over the LAN or from a remote location.
2. The E-Mail, SNMP Trap, and TCP/UDP alarm can be configured in the same way.
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SMS Escalation and Acknowledgement

Scenario: In this example we describe how to use the SMS alarm function to configure escalation and
acknowledgement.

Setup Procedure
Step 1: First specify the SMS Phone Book on the Click&Go Logic panel.

i@ Server Info. I 4 Server Settings I &= Firrnwaare: Lpdate | @ LAM Settings | S Cellular Settings
T Cellular Reconnection I bh Metwark Statistics | QWatchdog | = Meszage Monitor | [ WYEN Settings
/140 Canfiguration I 4170 Expansians | 3§ Meter/Sensar I e Active Tags | ' ClickdGo Logic

#rla|=le|D]| 2|5

oy

Logic Mare : I SMS Phoies Book ZI
Phone Book™ -

i I PhEEumher I Description ﬂ

| »

#o Stephen Lin
1 0320344850 Daniel Liu
2 0923846772 George Liu

Step 2: Double click the 1st rule to configure the logic to send out an SMS. In this example, DI = Off-to-On
triggers the SMS.

Logic #0 Configuration

I+ Enable
—{* Enable Logic
—IF THEH
IDI j |<Empt_l.J> j
I <Emptyz ﬂ I <Emptyz ﬂ
|<Empty> ﬂ S ﬂ

Select Channel :

WD F &+ Builtin |D|-1 j

{ Expansions

* Relation bebween conditions :

—Equivalent Logic Statement - ——————————— Slott I j

Chanrel |00 =

Select Trigger Conditiorn :

OFF j

OFF
——|ON
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Step 3: In the THEN settings, select Short Message Service and click the Properties button to see detailed

settings. On the SMS Content panel, select the receivers from the phone book. Note that multiple receivers

can be selected. Select SMS Escalation to activate this function.

zage Manitar

~THEN
E 8.
= 7
= J

SMS Content

erver Settings

* Relation between conditions :

~Phone Book

Mame | Phone Mumber |
~Equivalent Logic Statement : = = - [ ~ -
IF - 3 Stephen Lin 0 Stephen Lin
<[F>
(DLO ON) 0520344850 Draniel LiLil = 1] 0520344850 Dariel Liu
i 0923846772 George Liu _I
| () Sent every ._D sec. [0 = sent once)
(@ SMS Escalation
Acknowledgement Timeout Hour 15 Min 0 Sec  MaxFepeat 3 [0-65535)

Content

DI_00= Off to On

Step 4: Click Upload to ioLogik and Run to activate the logic.

& Server Info. | j"Server Settings | g Firrmware Update | @ LAN Settings

']' ‘Cellular Reconnection | ﬁhNetwork Statistics I @Watchdog I = Meszage Monitor

¥ 140 Configuration

I 4’140 Expansions

I o} Meter/Sensor

I e Active Tags

| Eg Cellular Settings
I Y WP Settings I
' Click&Go Logic

|| e
F| 2L S| ™ ]| 0| 2| 2|2
Logic Mame : I
Fe <THEM: : =
#o [D1-1 OFF to OM] [Send 5M5)
i
2
| |
[ Clear Retrieve ‘# |pload ta ioLogik [ Run (=] Stop

5-25
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Step 5: If the SMS alarm is triggered, an alarm message will be received with the reply notice.

— )

- a——

DI_00 = Off to On.

Reply "#1" to stop
rule 1 SMS alarm.

l.
o "ORBy v T
s@e@#IKL
.'ze@@s‘ N

X )

Ay

Step 6: Follow this example’s settings. If the 1st receiver does not acknowledge with an SMS reply within 15
minutes, the ioLogik will send an alarm to the 2nd receiver. This loop will be repeated a total of 3 times.

For more SMS commands please refer to Appendix C

NOTE When using the SMS related function, be sure to get an appropriate data plan from your cellular provider. For
example, a SIM card that only supports data service has the lowest priority to send or receive an SMS. In such
cases, users must activate the voice service on this SIM to ensure faster response for the SMS.

We strongly recommend checking with your service provider for details.
NOTE The function is dependent on the firmware version. Be sure to use firmware V1.3 or above for the ioLogik

W5312 series and firmware V1.5 or above for the ioLogik W5340 series.

SMS Commands for Monitoring and Control

Scenario: In this example we specify how to use SMS commands to monitor the status and provide an ioLogik
W5300 with output control.

Setup Procedure
Step 1: The SMS command starts and ends with a # sign, and is divided into get and set commands. Refer to
the appendix for details. Multiple commands can be integrated with an ampersand (&) sign. SMS commands

are not case sensitive.
Step 2: Wait for the SMS message to return. The ioLogik W5300 will always reply to a correct command.

Step 3: Syntax and examples:

B Format:
#GetSMS?command_channel=?&command _channel=7....#
#SetSMS?command_channel=?&command _channel=7.....#

B SMS setand get /O status
+ Get command :

H#GETSMS?LOC=?&TIME=?&AIValue_00=7#
+ Set command :

#SETSMS?AOValue_00=40958&DOStatus_00=1#

B SMS change internal register value
#SETSMS?IR_00=1#(IR value range 0-255)

For more SMS commands please refer to_Appendix C

5-26
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NOTE Output control via SMS is forbidden if the output channel is currently in use by the Click&Go logic. Integrate the
Internal Register function for output control.

NOTE When using the SMS related function, be sure to get an appropriate data plan from your cellular provider. For
example, a SIM card that only supports data service has the lowest priority to send or receive an SMS. In such
cases, users must activate the voice service on this SIM to ensure faster response for the SMS.

We strongly recommend checking with your service provider for details.
NOTE The function is dependent on the firmware version. Be sure to use firmware V1.3 or above for the ioLogik

W5312 series and firmware V1.5 or above for the ioLogik W5340 series.

Enabling the Power Saving Function and Secure
Wake on Call

Scenario: In this example we describe how to use the ioLogik W5300’s power management function.

Setup Procedure

Step 1: Start ioAdmin as administrator.

Step 2: Select the Cellular Settings tab and set the operation mode to On Demand. The Cellular will remain
in GSM standby mode. The 1/0 function, Click&Go, and Data Logging functions will continue to work properly.

|/0 Configuration ] jfla’D Expanzions ] ijeten"Sensnl ]m.&ctive Tagz ] W Click&Go Logic |(g Server Info. ]

T Cellular Reconnection ] LL Metwark, Statiztic: ] @Walchdog ] = Mezzage Manitar ]
} Server Settings ] 4= Firmware Update ] G LAN Settings B Cellular Settings

Diakup Setting Cellular Status =
User Mame: Initialize SIM Card(IP:0.0.0.0)

Password: DNS IP:0.0.0.0

: 0000

SIH FIN: Cellular Errar

* AP internet SIM Card is not installed

*Band: (1800 MHz »]

Signal Strength

! RSS-99Not detectable) |} I I

m

Caller IDg
Phane Mumber 1: +5853201 23984 Phone Mumber 2:
Fhone Mumber 3: Phone Humber 4:

Phane Mumber 5: + Update

Operation bode
Cellular dlwayz OM

Ethernet wWiak[Cellular Backup]

@ Cellular On Demand nooo
Click&Gal
[7]'wiake Or Cal 3
30

+ Update

Step 3: Checkmark the “Wake on Call” checkbox.

Step 4: Input the appropriate phone numbers in the Caller ID column. You may input a maximum of 5 phone
numbers.

Step 5: After restarting the system, you can use your cell phone to connect the device to the Cellular network.
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Enabling Ethernet and Cellular Redundancy

Scenario: In this example we describe how to enable the Ethernet port as the primary interface and use the

cellular interface as backup.

Setup Procedure
Step 1: On the Cellular Settings tab, select Ethernet Wan (Cellular Backup) as the Operation Mode.

140 Configuration ] $/1/0 Expansions ] [ Meter/Sensar ] w Active Tags ] ' Click&Go Logic
T Cellular Reconnection ] B Metwork Statistics l & Watchdag ] = o
@ Server Info. ] [ Server Settings ] &5 Fimyware Update l @ LAN Settings I Cluler Seltings

Diakup Setting Cellular Status

User Mame: Initialize SIM Card(IP:0.0.0.0)

Pazsword: DHNS IP:0.0.0.0

. aaoa
Slh PIN: Cellular Errar
= AP internet SIM Card is not installed

* Band; 1800 MHz - -
Signal Strength
u RSS1-99Not detectable) |} I I

“Caller 1Ds
Phaone Murmber 1: Phone Mumber 2:
Phaone Murber 3: Fhone Number 4:

Phaone Murmber 5 +

Operation Mode
(0 Celular Alvays ON

@ Ethernet Wak[Cellular Backup]

Dest IP/URL ; 1639511
[Active OPC Server or any public LIRL)

() Celular On Demand

Click&Gol

i i failz [1 to 265
\wake O Cal Continuous check until; 3 ails (1 to )

Fietry Interval - 30 [10to 500 seconds]
+ Update

Step 2: Specify the Dest.IP/URL for the alive check for the Ethernet interface. Click Update and restart the

ioLogik to activate this function.

Primary/Backup Connections

Back-up
Cellular

NOTE The Dest.IP/URL must be specified so the Ethernet port will detect and switch to the backup cellular interface
when the primary Ethernet Interface fails.
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Pin-outs and Cable Wiring

The following topics are covered in this appendix:

O Pinouts
» CN1: SMA, Cellular Antenna Connector
CN2: DB9, Male, RS-232 Connector
CN3: RJ-45, Ethernet Connector
TB1: Power Input Terminal Block
TB2: 1/0 Terminal Block (W5340)
TB3: 5-pin, 4-wire/2-wire RS-422/485 Terminal Block
TB2: 1/0 Terminal Block (W5312)

YV V V ¥V V V

O Cable Wiring

Digital Input Dry Contact
Digital Input Wet Contact
Digital Output Sink Mode
Relay Output

vV V VY V

Analog Input
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Pinouts

(CN1)Antenna Connector

(TB2)I/O Terminal | 2
: —_—

R LA P A

(TB3) RS-422/485 |

\

(TBL)Power Input

)
©

Grounding Point

(CN3)RI-45

(CN2)RS-232

CN1: SMA, Cellular Antenna Connector

CN2: DB9, Male, RS-232 Connector

1 5
Y=E
6 9

CN3: RJ-45, Ethernet

—— Pin1

—— Pin8

2
z

RS-485 Signals

DCD

RxD

TxD

DTR

Signal GND

DSR

RTS

CTS

O |0 (N[O |~|[WIN]|F

N.C.

Connector

2
z

Signals

TxD+

TxD-

RxD+

0| N[O|O|D|W[IN (R
|
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TB1: Power Input Terminal Block

[
[e] o o o
o

o ] o
O@O o o o [e] (o] o

<o—©
SHEES |,

o

TB2: 1/0 Terminal Block (W5340)

Pin1 Pin13 Terminal Block (Left) Terminal Block (Right)
10+ A2+ IZI I PIN [Signals PIN |Signals
m Al2- 1 VINO+ 13 VIN2+
mA”* Al3+ m 2 VINO- 14 |VIN2-
m Al3- 'ZII 3 VIN1+ 15 VIN3+
[Docow ccomfy] 2 M 16 |VIN3-
mDm_o bio_4 m S DI_COM1 17 DI_COM2
6 DIOO
mmcu DIo_5 m 18 DIO4
7 DIO1 19 DIO5
mD"'_)_g DIO_6
8 DIo2 20 DIO6
B @
9 DIO3 21 DIO7
10 GND 22 GND
mRO_NO R1 NO
J = m 11 RO_NO 23 R1_NO
R0_C R1 C
- | o 2 e

Pin12

Pin24

TB3: 5-pin, 4-wire/2-wire RS-422/485 Terminal Block

@ @. Pin [RS-422/485(4W) |RS-485(2W)
] o o o o o o o A
6 6 0 o0 o o o o 1 Signal GND GND
o [} o o o o o o 2 TXD—(A) _
00000 3 TXD+(B) -
TR | &) |5 d
12345 4 RxD-(A) Data-(A)
5 RxD+(B) Data+(B)
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TB2: 1/0 Terminal Block (W5312)

Pin1 Pin13

le_COMU DI_COMﬂm
Mmo D
MDH D
Mmz Dig
leS DI7
mDIOS DIO10
mD,Og DIO11
MGND GND
moog DO4
mD01 DO5
mDOZ D06
m003 DO7

Pin12 Pin24

33333333333

4

5

Cable Wiring

Digital Input Dry Contact

Pi

-O 12~24V

& e———

Terminal Block (Left) Terminal Block (Left)
Pin Signals Pin Signals
1 DI_COMO 13 DI_COM1
2 DIO 14 Dl4
3 DIl 15 DI5
4 DI2 16 Di6
5 DI3 17 D17
6 DIO8 18 DIO10
7 DIO9 19 DIO11
8 GND 20 GND
9 DOO 21 DO4
10 DO1 22 DO5
11 DO2 23 DO6
12 DO3 24 DO7
n17 Pin5

DI_COM1

% e . I :nmo_u
‘/ .—I I 2 IDIO_‘I

DIO_2

_.'/._m:no_a |

GND

Pin22

Digital Input Wet Contact

DI_COM2

%

12~-24V

12to 24V -~
ov

DI_4

NPN Type Sensors Connection
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roos

12-24Vv

12to 24V

PNP Output H—

.

==

w

DIO_0

DIO_1

@
z
o]

PNP Type Sensors Connection

Digital Output Sink Mode

DI_COM1

Pin6 Pin
C: mDIO_O ‘ DIO_4
. MDIOJ ‘ -
+ Up to 45V MDw_z ‘ DIO_8
C‘) C: mD'O-3 ‘ DIO_7
4mGND ‘ GND
(t) Pin10 Pin

Relay Output

Analog Input

Pin24

Voltage/Current Pin1 . Pin13
"
Source e Iz I I
AN+ Al3+ IZI I
- Al3- Im
Pind Pin16
ATTENTION

A\

to the power of the external sensor to avoid affecting other channels.

When connecting the 1/0 device to the ioLogik’s dry contacts, we strongly recommended connecting DI.Com
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SMS Commands

SMS commands help users use short messages to monitor or control the 1/0 status of an ioLogik W5300 unit.
The following topics are covered in this appendix:

O SMS Command Syntax:
O SMS Command Table
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SMS Command Syntax:

#GetSMS?command_channel=?&command_channel=2?...#
#SetSMS?command_channel=X&command_channel=X...#

Details:

1. SMS commands start and end with a “#” sign.

2. Multiple commands can be integrated using an “&” sign.

3. No space or carriage return/linefeed (enter) are allowed between characters.
4. Commands are NOT case sensitive.

5. To query status, use “GetSMS?” after the 1st “#” sign.

a. Use “=?” after a query command (Read, or Read/Write privilege)
6. To control an output, use “SetSMS?” after the 1st “#” sign.

a. Use “=X” after a control command (Read/Write privilege), where X means the actual command

parameters such as 0 (On), 1 (Off), or value (expansion AO channels).

b. The ioLogik will response with the current output status if the commands are received and processed

correctly.

c. Output control is forbidden if the target channel is currently in use by the Click&Go logic. Integrate the

Internal Register function in the Click&Go logic to perform such tasks by controlling the Internal

Registers.

7. The ioLogik will not respond to illegal commands or wrong control parameters.
8. Only the first 140 characters of a response will be kept; the rest will be discarded.

9. SMS message content:
a. Format: ASCII
b. Maximum number characters: 140

SMS Command Table

System Information Commands:

SMS Command Attribute Note

DATE Read Current Date

TIME Read Current Time

IP Read Current LAN IP address

WIP Read Current WAN(Cellular) IP address
LOC Read Server Location

DESC Read Server Description

FWR_V Read Current Firmware Version
MOD_NAME Read Model Name

SN_NUM Read Serial Number

MAC_ADDR Read MAC Address

EXP_MOD_NUM Read Number of attached E1200 modules

EXP_DEV_MOD_TYPE |Read

Expansion ioLogik E1200 Type
DEV=Device slot number, start index:01

Example:

1. Query ioLogik W5300 system date:
H#GetSMS?DATE=?#

2. Query the ioLogik W5300 Server Location:

#GetSMS?LOC=?#

3. Query the ioLogik W5300 Server Time and LAN IP:

#GetSMS?TIME=?&IP=?#
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Local 1/0 Commands:

SMS Command Attribute Note
AlEnable_CH Read Al channel is enabled or not

0=O0ff, 1=0n

CH = Channel number, start index:00
AlValue_ CH Read Al Value

CH = Channel number, start index:00
Al_ CH Read Scaled Al value

CH = Channel number, start index:00 to 04
AlRange_ CH Read Current Al mode, +/-5V, 0-10V, +/-10V - 0-20mA, or 4-20mA

CH = Channel number, start index:00
AlIMin_CH Read Minimal Al Value

CH = Channel number, start index:00
AlMax_CH Read Maximal Al Value

CH = Channel number, start index:00
DIO_DIRECT_CH Read DIO Direction, DI or DO

CH = Channel number, start index:00
DIMode_CH Read DI Mode, DI or Counter

CH = Channel number, start index:00,
DIStatus_CH Read DI Status, ON or OFF

CH = Channel number, start index:00
DIFilter_CH Read DI Filter, unit: ms

CH = Channel number, start index:00,
DITrigger_CH Read DI Trigger, LtoH, or HtoL

CH = Channel number, start index:00
DICntStart_CH Read DO Counter is started or not, 0O=OFF, 1=0ON

CH = Channel number, start index:00
DICNT_CH Read DI Counts. CH = Channel number, start index:00
DOMode_CH Read DO Mode, DO or PWM(pulse output)

CH = Channel number, start index:00
DOStatus_CH Read/Write |DO Status, 0=OFF, 1=0ON.

CH = Channel number, start index:00
DOLowWidth_CH Read DO Low Width, unit: ms

CH = Channel number, start index:00
DOHighwidth_CH Read DO High Width, unit: ms

CH = Channel number, start index:00
DOPulseStart_CH Read/Write |DO Pulse is started or not, 0=0OFF, 1=0ON

CH = Channel number, start index:00
DOTotalRelayCNT_CH Read Relay Total Counts

CH = Channel number, start index:00
DOCurrentRelayCNT_CH |Read Relay Current Counts.

CH = Channel number, start index:00

Example:

1. Query the 1st DI the ioLogik W5300 system:
#GetSMS?DIStatus_00=2#

2. Configure the 2nd relay output(DO_09) of the ioLogik W5340 to On:
#SetSMS?DOStatus_09=1#




ioLogik W5300

SMS Commands

Expansion 1/0 Commands:

SMS Command Attribute

Note

EXP_DEV_AlValue_CH Read

Expansion Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AI_CH Read

Scaled Expansion Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AIRange_CH Read

Expansion Al Range, 4-20mA or 0-10VDC
DEV=Device slot number, start index:01
CH = Channel number, start index:00 ,

EXP_DEV_AIMin_CH Read

Expansion Minimal Al Value.
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AIMax_CH Read

Expansion Maximal Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AOMode CH Read

Expansion AO Mode, 4-20mA or 0-10VDC
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AOValue_CH Read/Write

Expansion AO Value, 12 bit, Range=0-4095
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AO_CH Read

Expansion Scaled Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIO_DIRECT_CH Read

Expansion DIO Direction, DI or DO.
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIMode_CH Read

Expansion DI Mode, DI or Counter
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIStatus_CH Read

Expansion DI Status. ON or OFF
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DICNT_CH Read

Expansion DI Counts
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOMode CH Read

Expansion DO Mode, DO or PWM(pulse output)
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOStatus_CH Read/Write

Expansion DO Status, 0=0OFF, 1=0N
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOPulseStart_CH Read/Write

Expansion DO Pulse is started or not, 0O=0OFF, 1=0ON
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOTotalRelayCNT_CH | Read

Expansion Relay Total Counts
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_RTDValue CH Read

Expansion RTD Value
DEV=Device slot number, start index:01

CH = Channel number, start index:00

B-4




ioLogik W5300

SMS Commands

SMS Command

Attribute

Note

EXP_DEV_RTDType_CH

Read

Expansion RTD Type
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_RTDUnit_CH

Read

Expansion RTD Unit, C/F or Ohm
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCValue CH

Read

Expansion TC Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCType CH

Read

Expansion TC Type
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCUnit_CH

Read

Expansion TC Unit, C/F, or mV.
DEV=Device slot number, start index:01

CH = Channel number, start index:00

Example:
Query 1st Al channel of the expansion iologik E1240(8Al) in the 1st slot of the ioLogik W5300 system:

1.

#GetSMS?EXP_01_AlValue_00=?#

Configure the output of the expansion ioLogik E1241(4A0) in the 3rd slot of the ioLogik W5300 system:
#SetSMS?EXP_03_AOValue_00=1023#

Internal Registers (Integer):

SMS Command Attribute Note
IR_CH Read/Write Internal Registers,

CH= Channel Number, Range: 00 to 23. Content: O to 255
Example:

Configure the 1st internal register (IR_00) to 128:
#SetSMS?IR_00=128#

Optional Commands:

SMS Command

Attribute

Note

pwd="password” -

Attach Console Password

Due=Date -

Attach an expiration date, format: Date Format:
YYYYMMDDHHMM

SAVE_RESTART -

Restart the ioLogik device

Details:

1.

Option commands should be combined with the GetSMS?, SetSMS? Commands, and “<””>" signs at the

beginning of the entire command line..

2. Console passwords should be included with double quotation marks (*)

3. Multiple Option commands can be integrated using a “:” sign

Example:

1. Attaching the console password:
#SetSMS<pwd="admin”>?DOStatus_03=1#

2. Attaching an expiration date:
#SetSMS<DUE=201102180955>?DOStatus_03=1#

3. Attaching the console password and an expiration date:
#SetSMS<DUE=201102180955:pwd="admin”>?DOStatus_03=1#

4. Restart ioLogik W5300 by SMS command:

#SetSMS<SAVE_RESTART=>
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Modbus/TCP Address Mapping

There are two kinds of Modbus Address mapping for the ioLogik W5300: one for the main system and the other
for the expansion modules.

This appendix provides the Modbus Address tables for the ioLogik W5300 series. Modbus Address maps for the
expansion modules can be exported from the 1/0 Expansion tab in ioAdmin.

The following topics are covered in this appendix:

O ioLogik W5340 and ioLogik W5340-HSPA Modbus Mapping
» Oxxxx Read/Write Coils (support functions 1, 5, 15)
» 1xxxx Read only Coils (supports function 2)
» 3xxxx Read-only Registers (supports function 4)
» 4xxxx Read/Write Registers (supports functions 3, 6, 16)
» bBxxxx Write Registers (supports function 8)
O ioLogik W5312 Modbus Mapping
» Oxxxx Read/Write Coils (supports functions 1, 5, 15)
1xxxx Read only Coils (supports function 2)
3xxxx Read only Registers (supports function 4)

4xxxx Read/Write Registers (supports functions 3, 6, 16)

YV V V V

5xxxx Write Registers (supports function 8)
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loLogik W5340 and ioLogik W5340-HSPA
Modbus Mapping

NOTE For Modbus addresses of the ioLogik E1200 expansion modules attached to the ioLogik W5340, check the
ioAdmin 1/0 Expansion tabs for details.

Oxxxx Read/Write Coils (support functions 1, 5, 15)

Reference |Address | Data Type | Description

DIO Channels

00001 0x0000 1 bit CHO DO Value 0: Off 1: On

00002 0x0001 1 bit CH1 DO Value 0: Off 1: On

00003 0x0002 1 bit CH2 DO Value O0: Off 1: On

00004 0x0003 1 bit CH3 DO Value O0: Off 1: On

00005 0x0004 1 bit CH4 DO Value 0: Off 1: On

00006 0x0005 1 bit CH5 DO Value 0: Off 1: On

00007 0x0006 1 bit CH6 DO Value O0: Off 1: On

00008 0x0007 1 bit CH7 DO Value 0: Off 1: On

00009 0x0008 1 bit CH8 DO Value 0: Off 1: On (Relay)

00010 0x0009 1 bit CH9 DO Value 0: Off 1: On (Relay)

00013 0x000C 1 bit CHO DO Power On Value O0: Off 1: On

00014 0x000D 1 bit CH1 DO Power On Value 0: Off 1: On

00015 Ox000E 1 bit CH2 DO Power On Value 0: Off 1: On

00016 Ox000F 1 bit CH3 DO Power On Value 0: Off 1: On

00017 0x0010 1 bit CH4 DO Power On Value 0: Off 1: On

00018 0x0011 1 bit CH5 DO Power On Value 0: Off 1: On

00019 0x0012 1 bit CH6 DO Power On Value 0: Off 1: On

00020 0x0013 1 bit CH7 DO Power On Value O0: Off 1: On

00021 0x0014 1 bit CH8 DO Power On Value 0: Off 1: On (Relay)
00022 0x0015 1 bit CH9 DO Power On Value 0: Off 1: On (Relay)
00037 0x0024 1 bit CHO DO Pulse Operate Status 0: Off 1: On

00038 0x0025 1 bit CH1 DO Pulse Operate Status 0: Off 1: On

00039 0x0026 1 bit CH2 DO Pulse Operate Status 0: Off 1: On

00040 0x0027 1 bit CH3 DO Pulse Operate Status 0: Off 1: On

00041 0x0028 1 bit CH4 DO Pulse Operate Status 0: Off 1: On

00042 0x0029 1 bit CH5 DO Pulse Operate Status 0: Off 1: On

00043 O0x002A 1 bit CH6 DO Pulse Operate Status 0: Off 1: On

00044 0x002B 1 bit CH7 DO Pulse Operate Status 0: Off 1: On

00045 0x002C 1 bit CH8 DO Pulse Operate Status 0: Off 1: On (Relay)
00046 0x002D 1 bit CHO9 DO Pulse Operate Status 0: Off 1: On (Relay)
00049 0x0030 1 bit CHO DO PowerOn Pulse Operate Status 0: Off 1: On
00050 0x0031 1 bit CH1 DO PowerOn Pulse Operate Status 0: Off 1: On
00051 0x0032 1 bit CH2 DO PowerOn Pulse Operate Status 0: Off 1: On
00052 0x0033 1 bit CH3 DO PowerOn Pulse Operate Status 0: Off 1: On
00053 0x0034 1 bit CH4 DO PowerOn Pulse Operate Status 0: Off 1: On
00054 0x0035 1 bit CH5 DO PowerOn Pulse Operate Status 0: Off 1: On
00055 0x0036 1 bit CH6 DO PowerOn Pulse Operate Status 0: Off 1: On
00056 0x0037 1 bit CH7 DO PowerOn Pulse Operate Status 0: Off 1: On
00057 0x0038 1 bit CH8 DO PowerOn Pulse Operate Status 0: Off 1: On (Relay)
00058 0x0039 1 bit CH9 DO PowerOn Pulse Operate Status 0: Off 1: On (Relay)
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Reference Address Data Type Description
00061 0x003C 1 bit CHO DO Safe Pulse Operate Status 0: Off 1: On
00062 0x003D 1 bit CH1 DO Safe Pulse Operate Status 0: Off 1: On
00063 Ox003E 1 bit CH2 DO Safe Pulse Operate Status 0: Off 1: On
00064 Ox003F 1 bit CH3 DO Safe Pulse Operate Status 0: Off 1: On
00065 0x0040 1 bit CH4 DO Safe Pulse Operate Status 0: Off 1: On
00066 0x0041 1 bit CH5 DO Safe Pulse Operate Status 0: Off 1: On
00067 0x0042 1 bit CH6 DO Safe Pulse Operate Status 0: Off 1: On
00068 0x0043 1 bit CH7 DO Safe Pulse Operate Status 0: Off 1: On
00069 0x0044 1 bit CH8 DO Safe Pulse Operate Status 0: Off 1: On (Relay)
00070 0x0045 1 bit CH9 DO Safe Pulse Operate Status 0: Off 1: On (Relay)
00073 0x0048 1 bit CHO DI Counter Status 0: Off 1: On
00074 0x0049 1 bit CH1 DI Counter Status 0: Off 1: On
00075 0x004A 1 bit CH2 DI Counter Status 0: Off 1: On
00076 0x004B 1 bit CH3 DI Counter Status 0: Off 1: On
00077 0x004C 1 bit CH4 DI Counter Status 0: Off 1: On
00078 0x004D 1 bit CH5 DI Counter Status 0: Off 1: On
00079 Ox004E 1 bit CH6 DI Counter Status 0: Off 1: On
00080 Ox004F 1 bit CH7 DI Counter Status 0: Off 1: On
00085 0x0054 1 bit CHO DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00086 0x0055 1 bit CH1 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00087 0x0056 1 bit CH2 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00088 0x0057 1 bit CH3 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00089 0x0058 1 bit CH4 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00090 0x0059 1 bit CHS5 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00091 Ox005A 1 bit CH6 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00092 0x005B 1 bit CH7 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00097 0x0060 1 bit CHO DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value
00098 0x0061 1 bit CH1 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value
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Reference Address Data Type Description

00099 0x0062 1 bit CH2 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value

00100 0x0063 1 bit CH3 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value

00101 0x0064 1 bit CH4 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value

00102 0x0065 1 bit CH5 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value

00103 0x0066 1 bit CH6 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00104 0x0067 1 bit CH7 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00109 0x006C 1 bit CHO DI Count Trigger

00110 0x006D 1 bit CH1 DI Count Trigger

00111 0x006E 1 bit CH2 DI Count Trigger

00112 Ox006F 1 bit CH3 DI Count Trigger

00113 0x0070 1 bit CH4 DI Count Trigger

00114 0x0071 1 bit CH5 DI Count Trigger

00115 0x0072 1 bit CH6 DI Count Trigger

00116 0x0073 1 bit CH7 DI Count Trigger

00121 0x0078 1 bit CHO DI Power On Status 0: Off 1: On

00122 0x0079 1 bit CH1 DI Power On Status 0: Off 1: On

00123 Ox007A 1 bit CH2 DI Power On Status 0: Off 1: On

00124 0x007B 1 bit CH3 DI Power On Status 0: Off 1: On

00125 0x007C 1 bit CH4 DI Power On Status 0: Off 1: On

00126 0x007D 1 bit CH5 DI Power On Status 0: Off 1: On

00127 Ox007E 1 bit CH6 DI Power On Status 0: Off 1: On

00128 0x007F 1 bit CH7 DI Power On Status 0: Off 1: On

00133 0x0084 1 bit CHO DI Safe Pulse Operate Status O0: Off 1: On
00134 0x0085 1 bit CH1 DI Safe Pulse Operate Status 0: Off 1: On
00135 0x0086 1 bit CH2 DI Safe Pulse Operate Status 0: Off 1: On
00136 0x0087 1 bit CH3 DI Safe Pulse Operate Status 0: Off 1: On
00137 0x0088 1 bit CH4 DI Safe Pulse Operate Status 0: Off 1: On
00138 0x0089 1 bit CH5 DI Safe Pulse Operate Status 0: Off 1: On
00139 0x008A 1 bit CH6 DI Safe Pulse Operate Status 0: Off 1: On
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Reference Address Data Type Description

00140 0x008B 1 bit CH7 DI Safe Pulse Operate Status 0: Off 1: On

00145 0x0090 1 bit CHO DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00146 0x0091 1 bit CH1 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00147 0x0092 1 bit CH2 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00148 0x0093 1 bit CH3 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00149 0x0094 1 bit CH4 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00150 0x0095 1 bit CH5 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0OFF

00151 0x0096 1 bit CH6 DI set channel

Power-off storage enable ON/OFF
1:ON

0:OFF

00152 0x0097 1 bit CH7 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0OFF

00157 0x009C 1 bit DIO 00
1: OUTPUT
0: INPUT (Default: INPUT)

00158 0x009D 1 bit DIO 01
1: OUTPUT
0: INPUT (Default: INPUT)

00159 Ox009E 1 bit DIO 02
1: OUTPUT
0: INPUT (Default: INPUT)

00160 Ox009F 1 bit DIO 03
1: OUTPUT
0: INPUT (Default: INPUT)

00161 0x00A0 1 bit DIO 04
1: OUTPUT
0: INPUT (Default: OUTPUT)

00162 Ox00A1 1 bit DIO 05
1: OUTPUT
0: INPUT (Default: OUTPUT)
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Reference Address Data Type Description

00163 0x00A2 1 bit DIO 06
1: OUTPUT
0: INPUT (Default: OUTPUT)

00164 O0x00A3 1 bit DIO 07
1: OUTPUT
0: INPUT (Default: OUTPUT)

Al Channels

00257 0x0100 1bit Reset CHO Al Min Value
Read: always O

Write : 1: reset Al Min value
O: return lllegal Data Value

00258 0x0101 1bit Reset CH1 Al Min Value
Read: always O

Write : 1: reset Al Min value
O: return lllegal Data Value

00259 0x0102 1bit Reset CH2 Al Min Value
Read: always O

Write : 1: reset Al Min value
O: return lllegal Data Value

00260 0x0103 1bit Reset CH3 Al Min Value
Read: always O

Write : 1: reset Al Min value
0: return lllegal Data Value

00265 0x0104 1bit Reset CHO Al Max Value
Read: always O

Write : 1: reset Al Max value
0: return lllegal Data Value

00266 0x0105 1bit Reset CH1 Al Max Value
Read: always O

Write : 1: reset Al Max value
0: return lllegal Data Value

00267 0x0106 1bit Reset CH2 Al Max Value
Read: always O

Write : 1: reset Al Max value
0: return lllegal Data Value

00268 0x0107 1bit Reset CH3 Al Max Value
Read: always O

Write : 1: reset Al Max value
0: return lllegal Data Value

1xxxx Read only Coils (supports function 2)

Reference Address Data Type Description
10001 0x0000 1 bit CHO DI Value
10002 0x0001 1 bit CH1 DI Value
10003 0x0002 1 bit CH2 DI Value
10004 0x0003 1 bit CH3 DI Value
10005 0x0004 1 bit CH4 DI Value
10006 0x0005 1 bit CH5 DI Value
10007 0x0006 1 bit CH6 DI Value
10008 0x0007 1 bit CH7 DI Value
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3xxxx Read-only Registers (supports function 4)

Reference Address Data Type Description

30001 0x0000 word CHO DI Counter Value Hi- Word

30002 0x0001 word CHO DI Counter Value Lo- Word

30003 0x0002 word CH1 DI Counter Value Hi- Word

30004 0x0003 word CH1 DI Counter Value Lo- Word

30005 0x0004 word CH2 DI Counter Value Hi- Word

30006 0x0005 word CH2 DI Counter Value Lo- Word

30007 0x0006 word CH3 DI Counter Value Hi- Word

30008 0x0007 word CH3 DI Counter Value Lo- Word

30009 0x0008 word CH4 DI Counter Value Hi- Word

30010 0x0009 word CH4 DI Counter Value Lo- Word

30011 0x000A word CHS5 DI Counter Value Hi- Word

30012 0x000B word CH5 DI Counter Value Lo- Word

30013 0x000C word CH6 DI Counter Value Hi- Word

30014 0x000D word CH6 DI Counter Value Lo- Word

30015 0x000E word CH7 DI Counter Value Hi- Word

30016 Ox000F word CH7 DI Counter Value Lo- Word

30017 0x0010 word CH8 DO Totoal Relay Count Value Hi-Byte (Relay)

30018 0x0011 word CH8 DO Totoal Relay Count Value Lo-Byte (Relay)

30019 0x0012 word CH9 DO Totoal Relay Count Value Hi-Byte (Relay)

30020 0x0013 word CH9 DO Totoal Relay Count Value Lo-Byte (Relay)

30025 0x0018 word CHO Read Al Value

30026 0x0019 word CH1 Read Al Value

30027 0x001A word CH2 Read Al Value

30028 0x001B word CH3 Read Al Value

30033 0x001C word CHO Read Al Min Value

30034 0x001D word CH1 Read Al Min Value

30035 Ox001E word CH2 Read Al Min Value

30036 Ox001F word CH3 Read Al Min Value

30037 0x0020 word CHO Read Al Max Value

30038 0x0021 word CH1 Read Al Max Value

30039 0x0022 word CH2 Read Al Max Value

30040 0x0023 word CH3 Read Al Max Value

30041 0x0024 word CHO Relay Totoal Relay Count Value (Relay)

30042 0x0025 word CH1 Relay Totoal Relay Count Value (Relay)

30043 0x0026 word CHO Relay Last Reset Time for Current Relay Count(Relay)

30044 0x0027 word CH1 Relay Last Reset Time for Current Relay Count(Relay)

System information (read)

34122 0x1019 1 word GSM/Cellular signal strength Value

34123 O0x101A 2 word Cellular 1P

34125 0x101C 1 word GSM/Cellular error message code

34126 0x101D 1 word GSM/Cellular status

Virtual Channel
Ox30AE-0x30 |2x10 words |W5340 virtual channel value (in floating format)
Cc1 Each VC channel occupies 2 words
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Axxxx Read/Write Registers (supports functions 3, 6, 16)

Reference Address Data Type Description

40001 0x0000 1 word CHO DO Pulse Output Count Value Hi-Word
40002 0x0001 1 word CHO DO Pulse Output Count Value Lo-Word
40003 0x0002 1 word CH1 DO Pulse Output Count Value Hi-Word
40004 0x0003 1 word CH21 DO Pulse Output Count Value Lo- Word
40005 0x0004 1 word CH2 DO Pulse Output Count Value Hi- Word
40006 0x0005 1 word CH2 DO Pulse Output Count Value Lo- Word
40007 0x0006 1 word CH3 DO Pulse Output Count Value Hi- Word
40008 0x0007 1 word CH3 DO Pulse Output Count Value Lo- Word
40009 0x0008 1 word CH4 DO Pulse Output Count Value Hi- Word
40010 0x0009 1 word CH4 DO Pulse Output Count Value Lo- Word
40011 Ox000A 1 word CH5 DO Pulse Output Count Value Hi- Word
40012 0x000B 1 word CH5 DO Pulse Output Count Value Lo- Word
40013 0x000C 1 word CH6 DO Pulse Output Count Value Hi- Word
40014 0x000D 1 word CH6 DO Pulse Output Count Value Lo- Word
40015 0x000E 1 word CH7 DO Pulse Output Count Value Hi- Word
40016 0Ox000F 1 word CH7 DO Pulse Output Count Value Lo- Word
40017 0x0010 1 word CH8 DO Pulse Output Count Value Hi- Word (Relay)
40018 0x0011 1 word CH8 DO Pulse Output Count Value Lo- Word (Relay)
40019 0x0012 1 word CH9 DO Pulse Output Count Value Hi- Word (Relay)
40020 0x0013 1 word CH9 DO Pulse Output Count Value Lo- Word (Relay)
40025 0x0018 1 word CHO DO Pulse Low Signal Width Hi- Word

40026 0x0019 1 word CHO DO Pulse Low Signal Width Lo- Word

40027 Ox001A 1 word CH1 DO Pulse Low Signal Width Hi- Word

40028 0x001B 1 word CH1 DO Pulse Low Signal Width Lo- Word

40029 0x001C 1 word CH2 DO Pulse Low Signal Width Hi- Word

40030 0x001D 1 word CH2 DO Pulse Low Signal Width Lo- Word

40031 Ox001E 1 word CH3 DO Pulse Low Signal Width Hi- Word

40032 Ox001F 1 word CH3 DO Pulse Low Signal Width Lo- Word

40033 0x0020 1 word CH4 DO Pulse Low Signal Width Hi- Word

40034 0x0021 1 word CH4 DO Pulse Low Signal Width Lo- Word

40035 0x0022 1 word CH5 DO Pulse Low Signal Width Hi- Word

40036 0x0023 1 word CH5 DO Pulse Low Signal Width Lo- Word

40037 0x0024 1 word CH6 DO Pulse Low Signal Width Hi- Word

40038 0x0025 1 word CH6 DO Pulse Low Signal Width Lo- Word

40039 0x0026 1 word CH7 DO Pulse Low Signal Width Hi- Word

40040 0x0027 1 word CH7 DO Pulse Low Signal Width Lo- Word

40041 0x0028 1 word CH8 DO Pulse Low Signal Width Hi- Word (Relay)
40042 0x0029 1 word CH8 DO Pulse Low Signal Width Lo- Word (Relay)
40043 Ox002A 1 word CH9 DO Pulse Low Signal Width Hi- Word (Relay)
40044 0x002B 1 word CH9 DO Pulse Low Signal Width Lo- Word (Relay)
40049 0x0030 1 word CHO DO Pulse High Signal Width Hi- Word

40050 0x0031 1 word CHO DO Pulse High Signal Width Lo- Word

40051 0x0032 1 word CH21 DO Pulse High Signal Width Hi- Word

40052 0x0033 1 word CH1 DO Pulse High Signal Width Lo- Word

40053 0x0034 1 word CH2 DO Pulse High Signal Width Hi- Word

40054 0x0035 1 word CH2 DO Pulse High Signal Width Lo- Word

40055 0x0036 1 word CH3 DO Pulse High Signal Width Hi- Word

40056 0x0037 1 word CH3 DO Pulse High Signal Width Lo- Word

40057 0x0038 1 word CH4 DO Pulse High Signal Width Hi- Word

Cc-8
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Reference Address Data Type Description
40058 0x0039 1 word CH4 DO Pulse High Signal Width Lo- Word
40059 Ox003A 1 word CH5 DO Pulse High Signal Width Hi- Word
40060 0x003B 1 word CH5 DO Pulse High Signal Width Lo- Word
40061 0x003C 1 word CH6 DO Pulse High Signal Width Hi- Word
40062 0x003D 1 word CH6 DO Pulse High Signal Width Lo- Word
40063 0x003E 1 word CH7 DO Pulse High Signal Width Hi- Word
40064 Ox003F 1 word CH7 DO Pulse High Signal Width Lo- Word
40065 0x0040 1 word CH8 DO Pulse High Signal Width Hi- Word (Relay)
40066 0x0041 1 word CH8 DO Pulse High Signal Width Lo- Word (Relay)
40067 0x0042 1 word CH9 DO Pulse High Signal Width Hi- Word (Relay)
40068 0x0043 1 word CH9 DO Pulse High Signal Width Lo- Word (Relay)
40073 0x0048 1 word CHO DO Mode 0: DO
1: Pulse
40074 0x0049 1 word CH1 DO Mode 0: DO
1: Pulse
40075 0x004A 1 word CH2 DO Mode 0: DO
1: Pulse
40076 0x004B 1 word CH3 DO Mode 0: DO
1: Pulse
40077 0x004C 1 word CH4 DO Mode 0: DO
1: Pulse
40078 0x004D 1 word CH5 DO Mode 0: DO
1: Pulse
40079 O0x004E 1 word CH6 DO Mode 0: DO
1: Pulse
40080 Ox004F 1 word CH7 DO Mode 0: DO
1: Pulse
40081 0x0050 1 word CH8 DO Mode 0: DO (Relay)
1: Pulse
40082 0x0051 1 word CH9 DO Mode 0: DO (Relay)
1: Pulse
40085 0x0054 1 word CHO DI Count Filter
40086 0x0055 1 word CH1 DI Count Filter
40087 0x0056 1 word CH2 DI Count Filter
40088 0x0057 1 word CH3 DI Count Filter
40089 0x0058 1 word CH4 DI Count Filter
40090 0x0059 1 word CH5 DI Count Filter
40091 Ox005A 1 word CH6 DI Count Filter
40092 0x005B 1 word CH7 DI Count Filter
40097 0x0060 1 word CHO DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40098 0x0061 1 word CH1 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40099 0x0062 1 word CH2 DI Mode
0: DI
1: Count
Others : return lllegal Data Value

c-9




ioLogik W5300 Modbus/TCP Address Mapping

Reference Address Data Type Description
40100 0x0063 1 word CH3 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40101 0x0064 1 word CH4 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40102 0x0065 1 word CH5 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40103 0x0066 1 word CH6 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40104 0x0067 1 word CH7 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40109 0x006C 1 word CHO Al set/get Enable 1:Enable , 0: Disable
40110 0x006D 1 word CH1 Al set/get Enable 1:Enable , 0: Disable
40111 0x006E 1 word CH2 Al set/get Enable 1:Enable , 0: Disable
40112 0Ox006F 1 word CH3 Al set/get Enable 1:Enable , 0: Disable
40285 0x011C 1 word Al Channel 0 Scaling Enable
40286 0x011D 1 word Al Channel 1 Scaling Enable
40287 Ox011E 1 word Al Channel 2 Scaling Enable
40288 Ox011F 1 word Al Channel 3 Scaling Enable
40289 0x0120 1 word Al Channel 0 RAW Min Value
40290 0x0121 1 word Al Channel 1 RAW Min Value
40291 0x0122 1 word Al Channel 2 RAW Min Value
40292 0x0123 1 word Al Channel 3 RAW Min Value
40293 0x0124 1 word Al Channel 0 RAW Max Value
40294 0x0125 1 word Al Channel 1 RAW Max Value
40295 0x0126 1 word Al Channel 2 RAW Max Value
40296 0x0127 1 word Al Channel 3 RAW Max Value
40297 0x0128 1 word Al Channel O Scale Min Value
40298 0x0129 1 word Al Channel 1 Scale Min Value
40299 0x012A 1 word Al Channel 2 Scale Min Value
40300 0x012B 1 word Al Channel 3 Scale Min Value
40301 0x012C 1 word Al Channel O Scale Max Value
40302 0x012D 1 word Al Channel 1 Scale Max Value
40303 Ox012E 1 word Al Channel 2 Scale Max Value
40304 Ox012F 1 word Al Channel 3 Scale Max Value
40305 0x0130 1 word Al Channel O Scale Value Hi-Word (float)
40306 0x0131 1 word Al Channel O Scale Value Lo-Word (float)
40307 0x0132 1 word Al Channel 1 Scale Value Hi-Word (float)
40308 0x0133 1 word Al Channel 1 Scale Value Lo-Word (float)
40309 0x0134 1 word Al Channel 2 Scale Value Hi-Word (float)
40310 0x0135 1 word Al Channel 2 Scale Value Lo-Word (float)
40311 0x0136 1 word Al Channel 3 Scale Value Hi-Word (float)
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40312 0x0137 1 word Al Channel 3 Scale Value Lo-Word (float)
40337 0x0150 1 word Internal Register 00 Initial Value
40338 0x0151 1 word Internal Register 01 Initial Value
40339 0x0152 1 word Internal Register 02 Initial Value
40340 0x0153 1 word Internal Register 03 Initial Value
40341 0x0154 1 word Internal Register 04 Initial Value
40342 0x0155 1 word Internal Register 05 Initial Value
40343 0x0156 1 word Internal Register 06 Initial Value
40344 0x0157 1 word Internal Register 07 Initial Value
40345 0x0158 1 word Internal Register 08 Initial Value
40346 0x0159 1 word Internal Register 09 Initial Value
40347 Ox015A 1 word Internal Register 10 Initial Value
40348 0x015B 1 word Internal Register 11 Initial Value
40349 0x015C 1 word Internal Register 12 Initial Value
40350 0x015D 1 word Internal Register 13 Initial Value
40351 Ox015E 1 word Internal Register 14 Initial Value
40352 Ox015F 1 word Internal Register 15 Initial Value
40353 0x0160 1 word Internal Register 16 Initial Value
40354 0x0161 1 word Internal Register 17 Initial Value
40355 0x0162 1 word Internal Register 18 Initial Value
40356 0x0163 1 word Internal Register 19 Initial Value
40357 0x0164 1 word Internal Register 20 Initial Value
40358 0x0165 1 word Internal Register 21 Initial Value
40359 0x0166 1 word Internal Register 22 Initial Value
40360 0x0167 1 word Internal Register 23 Initial Value
40361 0x0168 2 word Time Init 00 Value

40362 0x0169 2 word Time Init 01 Value

40363 Ox016A 2 word Time Init 02 Value

40364 0x016B 2 word Time Init 03 Value

40365 0x016C 2 word Time Init 04 Value

40366 0x016D 2 word Time Init 05 Value

40367 Ox016E 2 word Time Init 06 Value

40368 Ox016F 2 word Time Init 07 Value

40369 0x0170 2 word Time Init 08 Value

40370 0x0171 2 word Time Init 09 Value

40371 0x0172 2 word Time Init 10 Value

40372 0x0173 2 word Time Init 11 Value

40373 0x0174 2 word Time Init 12 Value

40374 0x0175 2 word Time Init 13 Value

40375 0x0176 2 word Time Init 14 Value

40376 0x0177 2 word Time Init 15 Value

40377 0x0178 2 word Time Init 16 Value

40378 0x0179 2 word Time Init 17 Value

40379 Ox017A 2 word Time Init 18 Value

40380 0x017B 2 word Time Init 19 Value

40381 0x017C 2 word Time Init 20 Value

40382 0x017D 2 word Time Init 21 Value

40383 0x017E 2 word Time Init 22 Value

40384 0x017F 2 word Time Init 23 Value

40385 0x0180 1 word Timer Interval 00 Value

40386 0x0181 1 word Timer Interval 01 Value

40387 0x0182 1 word Timer Interval 02 Value
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40388 0x0183 1 word Timer Interval 03 Value

40389 0x0184 1 word Timer Interval 04 Value

40390 0x0185 1 word Timer Interval 05 Value

40391 0x0186 1 word Timer Interval 06 Value

40392 0x0187 1 word Timer Interval 07 Value

40393 0x0188 1 word Timer Interval 08 Value

40394 0x0189 1 word Timer Interval 09 Value

40395 Ox018A 1 word Timer Interval 10 Value

40396 0x018B 1 word Timer Interval 11 Value

40397 0x018C 1 word Timer Interval 12 Value

40398 0x018D 1 word Timer Interval 13 Value

40399 0x018E 1 word Timer Interval 14 Value

40400 0x018F 1 word Timer Interval 15 Value

40401 0x0190 1 word Timer Interval 16 Value

40402 0x0191 1 word Timer Interval 17 Value

40403 0x0192 1 word Timer Interval 18 Value

40404 0x0193 1 word Timer Interval 19 Value

40405 0x0194 1 word Timer Interval 20 Value

40406 0x0195 1 word Timer Interval 21 Value

40407 0x0196 1 word Timer Interval 22 Value

40408 0x0197 2 word Timer Interval 23 Value

40409 0x0198 10 word Timer Description 00 Value

40410 0x0199 10 word Timer Description 01 Value

40411 Ox019A 10 word Timer Description 02 Value

40412 0x019B 10 word Timer Description 03 Value

40413 0x019C 10 word Timer Description 04 Value

40414 0x019D 10 word Timer Description 05 Value

40415 O0x019E 10 word Timer Description 06 Value

40416 O0x019F 10 word Timer Description 07 Value

40417 0x01A0 10 word Timer Description 08 Value

40418 Ox01A1 10 word Timer Description 09 Value

40419 Ox01A2 10 word Timer Description 10 Value

40420 O0x01A3 10 word Timer Description 11 Value

40421 0x01A4 10 word Timer Description 12 Value

40422 Ox01A5 10 word Timer Description 13 Value

40423 Ox01A6 10 word Timer Description 14 Value

40424 Ox01A7 10 word Timer Description 15 Value

40425 O0x01A8 10 word Timer Description 16 Value

40426 0x01A9 10 word Timer Description 17 Value

40427 OxX01AA 10 word Timer Description 18 Value

40428 Ox01AB 10 word Timer Description 19 Value

40429 Ox01AC 10 word Timer Description 20 Value

40430 0x01AD 10 word Timer Description 21 Value

40431 Ox01AE 10 word Timer Description 22 Value

40432 OxO01AF 10 word Timer Description 23 Value

40433 0x01BO 10 word Internal Register Description 00 Value
40434 0x01B1 10 word Internal Register Description 01 Value
40435 0x01B2 10 word Internal Register Description 02 Value
40436 0x01B3 10 word Internal Register Description 03 Value
40437 0x01B4 10 word Internal Register Description 04 Value
40438 0x01B5 10 word Internal Register Description 05 Value
40439 0x01B6 10 word Internal Register Description 06 Value
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40440 0x01B7 10 word Internal Register Description 07 Value
40441 0x01B8 10 word Internal Register Description 08 Value
40442 0x01B9 10 word Internal Register Description 09 Value
40443 O0x01BA 10 word Internal Register Description 10 Value
40444 0x01BB 10 word Internal Register Description 11 Value
40445 0x01BC 10 word Internal Register Description 12 Value
40446 0x01BD 10 word Internal Register Description 13 Value
40447 0x01BE 10 word Internal Register Description 14 Value
40418 Ox01BF 10 word Internal Register Description 15 Value
40419 0x01CO 10 word Internal Register Description 16 Value
40420 0x01C1 10 word Internal Register Description 17 Value
40421 0x01C2 10 word Internal Register Description 18 Value
40422 0x01C3 10 word Internal Register Description 19 Value
40423 0x01C4 10 word Internal Register Description 20 Value
40424 0x01C5 10 word Internal Register Description 21 Value
40425 0x01C6 10 word Internal Register Description 22 Value
40426 0x01C7 10 word Internal Register Description 23 Value
40427 0x01C8 1 word Message Retry Times
40428 0x01C9 1 word Message Retry Interval
40429 Ox01CA 1 word Mail Retry Times
40430 0x01CB 1 word Mail Retry Interval
40431 Oox01CcC 1 word SMS Retry Times
40432 0x01CD 1 word SMS Retry Interval
40577 0x0240 20 word Message Server Address 00
40578 0x0241 20 word Message Server Address 01
40579 0x0242 20 word Message Server Address 02
40580 0x0243 20 word Message Server Address 03
40581 0x0244 20 word Message Server Address 04
40582 0x0245 20 word Message Server Address 05
40583 0x0246 20 word Message Server Address 06
40584 0x0247 20 word Message Server Address 07
40585 0x0248 20 word Message Server Address 08
40586 0x0249 20 word Message Server Address 09
48962 0x2301 2 word CH8 DO Current Relay Count Value
48963 0x2302 2 word CH9 DO Current Relay Count Value
40513 0x0200 1 word CHO Al Range

00: +/-150mV

01: +/-500mV

02: +/-5V

03: +/-10V

04: 0-20mA

05: 4-20mA

06: 0 -150mV

07: 0 - 500mV

08: 0 - 5V

09: 0 -10V

Others: return lllegal Data Value
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Address

Data Type

Description

40514

0x0201

1 word

CH1 Al Range

00:
01:
02:
03:
04:
05:
06:
07:
08:
09:

+/-150mV
+/-500mV
+/-5V
+/-10V
0-20mA
4-20mA

0 -150mV
0 - 500mVv
0 -5V

0 -10Vv

Others: return lllegal Data Value

40515

0x0202

1 word

CH2 Al Range

00:
01:
02:
03:
04:
05:
06:
07:
08:
09:

+/-150mV
+/-500mV
+/-5V
+/-10V
0-20mA
4-20mA

0 -150mV
0 - 500mVv
0 -5V

0 -10Vv

Others: return lllegal Data Value

40516

0x0203

1 word

CH3 Al Range

00:
01:
02:
03:
04:
05:
06:
07:
08:
09:

+/-150mV
+/-500mV
+/-5V
+/-10V
0-20mA
4-20mA

0 -150mV
0 - 500mVv
0 -5V

0 -10Vv

Others: return lllegal Data Value

40517

0x0204

1 word

Virtual CH4 Al Range

00:
01:
02:
03:
04:
05:
06:
07:
08:
09:

+/-150mV
+/-500mV
+/-5V
+/-10V
0-20mA
4-20mA

0 -150mV
0 - 500mV
0 -5V

0 -10Vv

Others: return lllegal Data Value
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40518 0x0205 1 word Virtual CH5 Al Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06: 0 -150mV
07: 0 - 500mV
08: 0 - 5V
09: 0 -10V
Others: return lllegal Data Value

40519 0x0206 1 word Virtual CH6 Al Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06 : 0 -150mV
07 : 0 - 500mV
08: 0 - 5V
09: 0 -10V
Others: return lllegal Data Value

40520 0x0207 1 word Virtual CH7 Al Range
00 : +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06 : 0 -150mV
07 : 0 - 500mV
08: 0 - 5V
09: 0 -10V
Others: return lllegal Data Value

Internal Register (Integer)

412840 0x3227 Word Internal Registers 00 Working Value
412841 0x3228 Word Internal Registers 01 Working Value
412842 0x3229 Word Internal Registers 02 Working Value
412843 0x322A Word Internal Registers 03 Working Value
412844 0x322B Word Internal Registers 04 Working Value
412845 0x322C Word Internal Registers 05 Working Value
412846 0x322D Word Internal Registers 06 Working Value
412847 0x322E Word Internal Registers 07 Working Value
412848 0x322F Word Internal Registers 08 Working Value
412849 0x3230 Word Internal Registers 09 Working Value
412850 0x3231 Word Internal Registers 10 Working Value
412851 0x3232 Word Internal Registers 11 Working Value
412852 0x3233 Word Internal Registers 12 Working Value
412853 0x3234 Word Internal Registers 13 Working Value
412854 0x3235 Word Internal Registers 14 Working Value
412855 0x3236 Word Internal Registers 15 Working Value
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412856 0x3237 Word Internal Registers 16 Working Value

412857 0x3238 Word Internal Registers 17 Working Value

412858 0x3239 Word Internal Registers 18 Working Value

412859 0x323A Word Internal Registers 19 Working Value

412860 0x323B Word Internal Registers 20 Working Value

412861 0x323C Word Internal Registers 21 Working Value

412862 0x323D Word Internal Registers 22 Working Value

412863 0x323E Word Internal Registers 23 Working Value

Internal Register (Float)

419413 0x4BD4 word Internal Register (Float) 00 Initial Value Hi-Word
419414 0x4BD5 word Internal Register (Float) 00 Initial Value Lo-Word
419415 0x4BD6 word Internal Register (Float) 01 Initial Value Hi-Word
419416 0x4BD7 word Internal Register (Float) 01 Initial Value Lo-Word
419417 0x4BD8 word Internal Register (Float) 02 Initial Value Hi-Word
419418 0x4BD9 word Internal Register (Float) 02 Initial Value Lo-Word
419419 0x4BDA word Internal Register (Float) 03 Initial Value Hi-Word
419420 0x4BDB word Internal Register (Float) 03 Initial Value Lo-Word
419421 0x4BDC word Internal Register (Float) 04 Initial Value Hi-Word
419422 0x4BDD word Internal Register (Float) 04 Initial Value Lo-Word
419423 0x4BDE word Internal Register (Float) 05 Initial Value Hi-Word
419424 Ox4BDF word Internal Register (Float) 05 Initial Value Lo-Word
419425 Ox4BEO word Internal Register (Float) 06 Initial Value Hi-Word
419426 Ox4BE1 word Internal Register (Float) 06 Initial Value Lo-Word
419427 Ox4BE2 word Internal Register (Float) 07 Initial Value Hi-Word
419428 Ox4BE3 word Internal Register (Float) 07 Initial Value Lo-Word
419429 Ox4BE4 word Internal Register (Float) 08 Initial Value Hi-Word
419430 Ox4BE5 word Internal Register (Float) 08 Initial Value Lo-Word
419431 Ox4BE6 word Internal Register (Float) 09 Initial Value Hi-Word
419432 Ox4BE7 word Internal Register (Float) 09 Initial Value Lo-Word
419433 Ox4BES8 word Internal Register (Float) 10 Initial Value Hi-Word
419434 Ox4BE9 word Internal Register (Float) 10 Initial Value Lo-Word
419435 Ox4BEA word Internal Register (Float) 11 Initial Value Hi-Word
419436 Ox4BEB word Internal Register (Float) 11 Initial Value Lo-Word
419437 Ox4BEC word Internal Register (Float) 12 Initial Value Hi-Word
419438 Ox4BED word Internal Register (Float) 12 Initial Value Lo-Word
419439 Ox4BEE word Internal Register (Float) 13 Initial Value Hi-Word
419440 Ox4BEF word Internal Register (Float) 13 Initial Value Lo-Word
419441 0x4BFO word Internal Register (Float) 14 Initial Value Hi-Word
419442 Ox4BF1 word Internal Register (Float) 14 Initial Value Lo-Word
419443 Ox4BF2 word Internal Register (Float) 15 Initial Value Hi-Word
419444 Ox4BF3 word Internal Register (Float) 15 Initial Value Lo-Word
419445 Ox4BF4 word Internal Register (Float) 16 Initial Value Hi-Word
419446 0x4BF5 word Internal Register (Float) 16 Initial Value Lo-Word
419447 0x4BF6 word Internal Register (Float) 17 Initial Value Hi-Word
419448 Ox4BF7 word Internal Register (Float) 17 Initial Value Lo-Word
419449 O0x4BF8 word Internal Register (Float) 18 Initial Value Hi-Word
419450 0x4BF9 word Internal Register (Float) 18 Initial Value Lo-Word
419451 Ox4BFA word Internal Register (Float) 19 Initial Value Hi-Word
419452 Ox4BFB word Internal Register (Float) 19 Initial Value Lo-Word
419453 O0x4BFC word Internal Register (Float) 20 Initial Value Hi-Word
419454 O0x4BFD word Internal Register (Float) 20 Initial Value Lo-Word
419455 Ox4BFE word Internal Register (Float) 21 Initial Value Hi-Word
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419456 Ox4BFF word Internal Register (Float) 21 Initial Value Lo-Word
419457 0x4C00 word Internal Register (Float) 22 Initial Value Hi-Word
419458 0x4C01 word Internal Register (Float) 22 Initial Value Lo-Word
419459 0x4C02 word Internal Register (Float) 23 Initial Value Hi-Word
419460 0x4C03 word Internal Register (Float) 23 Initial Value Lo-Word
419461 0x4C04 word Internal Register (Float) 24 Initial Value Hi-Word
419462 0x4C05 word Internal Register (Float) 24 Initial Value Lo-Word
419463 0x4C06 word Internal Register (Float) 25 Initial Value Hi-Word
419464 0x4C07 word Internal Register (Float) 25 Initial Value Lo-Word
419465 0x4C08 word Internal Register (Float) 26 Initial Value Hi-Word
419466 0x4C09 word Internal Register (Float) 26 Initial Value Lo-Word
419467 0x4COA word Internal Register (Float) 27 Initial Value Hi-Word
419468 0x4C0B word Internal Register (Float) 27 Initial Value Lo-Word
419469 0x4CocC word Internal Register (Float) 00 Working Value Hi-Word
419470 0x4C0OD word Internal Register (Float) 00 Working Value Lo-Word
419471 0x4COE word Internal Register (Float) 01 Working Value Hi-Word
419472 0x4COF word Internal Register (Float) 01 Working Value Lo-Word
419473 0x4C10 word Internal Register (Float) 02 Working Value Hi-Word
419474 0x4C11 word Internal Register (Float) 02 Working Value Lo-Word
419475 0x4C12 word Internal Register (Float) 03 Working Value Hi-Word
419476 0x4C13 word Internal Register (Float) 03 Working Value Lo-Word
419477 0x4C14 word Internal Register (Float) 04 Working Value Hi-Word
419478 0x4C15 word Internal Register (Float) 04 Working Value Lo-Word
419479 0x4C16 word Internal Register (Float) 05 Working Value Hi-Word
419480 0x4C17 word Internal Register (Float) 05 Working Value Lo-Word
419481 0x4C18 word Internal Register (Float) 06 Working Value Hi-Word
419482 0x4C19 word Internal Register (Float) 06 Working Value Lo-Word
419483 Ox4C1A word Internal Register (Float) 07 Working Value Hi-Word
419484 0x4C1B word Internal Register (Float) 07 Working Value Lo-Word
419485 0x4C1cC word Internal Register (Float) 08 Working Value Hi-Word
419486 0x4C1D word Internal Register (Float) 08 Working Value Lo-Word
419487 0x4C1E word Internal Register (Float) 09 Working Value Hi-Word
419488 Ox4C1F word Internal Register (Float) 09 Working Value Lo-Word
419489 0x4C20 word Internal Register (Float) 10 Working Value Hi-Word
419490 0x4C21 word Internal Register (Float) 10 Working Value Lo-Word
419491 0x4C22 word Internal Register (Float) 11 Working Value Hi-Word
419492 0x4C23 word Internal Register (Float) 11 Working Value Lo-Word
419493 0x4C24 word Internal Register (Float) 12 Working Value Hi-Word
419494 0x4C25 word Internal Register (Float) 12 Working Value Lo-Word
419495 0x4C26 word Internal Register (Float) 13 Working Value Hi-Word
419496 0x4C27 word Internal Register (Float) 13 Working Value Lo-Word
419497 0x4C28 word Internal Register (Float) 14 Working Value Hi-Word
419498 0x4C29 word Internal Register (Float) 14 Working Value Lo-Word
419499 O0x4C2A word Internal Register (Float) 15 Working Value Hi-Word
419500 0x4C2B word Internal Register (Float) 15 Working Value Lo-Word
419501 0x4C2C word Internal Register (Float) 16 Working Value Hi-Word
419502 0x4C2D word Internal Register (Float) 16 Working Value Lo-Word
419503 0x4C2E word Internal Register (Float) 17 Working Value Hi-Word
419504 0x4C2F word Internal Register (Float) 17 Working Value Lo-Word
419505 0x4C30 word Internal Register (Float) 18 Working Value Hi-Word
419506 0x4C31 word Internal Register (Float) 18 Working Value Lo-Word
419507 0x4C32 word Internal Register (Float) 19 Working Value Hi-Word

C-17



ioLogik W5300

Modbus/TCP Address Mapping

Reference Address Data Type Description

419508 0x4C33 word Internal Register (Float) 19 Working Value Lo-Word
419509 0x4C34 word Internal Register (Float) 20 Working Value Hi-Word
419510 0x4C35 word Internal Register (Float) 20 Working Value Lo-Word
419511 0x4C36 word Internal Register (Float) 21 Working Value Hi-Word
419512 0x4C37 word Internal Register (Float) 21 Working Value Lo-Word
419513 0x4C38 word Internal Register (Float) 22 Working Value Hi-Word
419514 0x4C39 word Internal Register (Float) 22 Working Value Lo-Word
419515 0x4C3A word Internal Register (Float) 23 Working Value Hi-Word
419516 0x4C3B word Internal Register (Float) 23 Working Value Lo-Word
419517 0x4C3C word Internal Register (Float) 24 Working Value Hi-Word
419518 0x4C3D word Internal Register (Float) 24 Working Value Lo-Word
419519 0x4C3E word Internal Register (Float) 25 Working Value Hi-Word
419520 0x4C3F word Internal Register (Float) 25 Working Value Lo-Word
419521 0x4C40 word Internal Register (Float) 26 Working Value Hi-Word
419522 0x4C41 word Internal Register (Float) 26 Working Value Lo-Word
419523 0x4C42 word Internal Register (Float) 27 Working Value Hi-Word
419524 0x4C43 word Internal Register (Float) 27 Working Value Lo-Word
419525 0x4C44 10 word Internal Register (Float) 00 Description

419526 0x4C45 10 word Internal Register (Float) 01 Description

419527 0x4C46 10 word Internal Register (Float) 02 Description

419528 0x4C47 10 word Internal Register (Float) 03 Description

419529 0x4C48 10 word Internal Register (Float) 04 Description

419530 0x4C49 10 word Internal Register (Float) 05 Description

419531 O0x4C4A 10 word Internal Register (Float) 06 Description

419532 0x4C4B 10 word Internal Register (Float) 07 Description

419533 0x4C4cC 10 word Internal Register (Float) 08 Description

419534 0x4C4D 10 word Internal Register (Float) 09 Description

419535 0x4C4E 10 word Internal Register (Float) 10 Description

419536 0x4C4F 10 word Internal Register (Float) 11 Description

419537 0x4C50 10 word Internal Register (Float) 12 Description

419538 0x4C51 10 word Internal Register (Float) 13 Description

419539 0x4C52 10 word Internal Register (Float) 14 Description

419540 0x4C53 10 word Internal Register (Float) 15 Description

419541 0x4C54 10 word Internal Register (Float) 16 Description

419542 0x4C55 10 word Internal Register (Float) 17 Description

419543 0x4C56 10 word Internal Register (Float) 18 Description

419544 0x4C57 10 word Internal Register (Float) 19 Description

419545 0x4C58 10 word Internal Register (Float) 20 Description

419546 0x4C59 10 word Internal Register (Float) 21 Description

419547 0x4C5A 10 word Internal Register (Float) 22 Description

419548 0x4C5B 10 word Internal Register (Float) 23 Description

419549 0x4C5C 10 word Internal Register (Float) 24 Description

419550 0x4C5D 10 word Internal Register (Float) 25 Description

419551 0x4C5E 10 word Internal Register (Float) 26 Description

419552 0x4C5F 10 word Internal Register (Float) 27 Description

5xxxx Write Registers (supports function 8)

Sub-function

Data Field (Request)

Data Field (Response)

Description

0x0001

OxFFOO

Echo Request Data

Reboot

0x0001

OxX55AA

Echo Request Data

Reset with Factory default
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loLogik W5312 Modbus Mapping

NOTE For Modbus addresses of the ioLogik E1200 expansion modules attached to the ioLogik W5312, check the
ioAdmin 1/0 Expansion tabs for details.

Oxxxx Read/Write Coils (supports functions 1, 5, 15)

Reference | Address | Data Type | Description

DIO Channels

00001 0x0000 1 bit CHO DO Value O0: Off 1: On

00002 0x0001 1 bit CH1 DO Value O0: Off 1: On

00003 0x0002 1 bit CH2 DO Value O0: Off 1: On

00004 0x0003 1 bit CH3 DO Value O0: Off 1: On

00005 0x0004 1 bit CH4 DO Value 0: Off 1: On

00006 0x0005 1 bit CH5 DO Value 0: Off 1: On

00007 0x0006 1 bit CH6 DO Value 0: Off 1: On

00008 0x0007 1 bit CH7 DO Value 0: Off 1: On

00009 0x0008 1 bit CH8 DO Value 0: Off 1: On (DIO)

00010 0x0009 1 bit CH9 DO Value 0: Off 1: On (DIO)

00011 0x0010 1 bit CH10 DO Value 0: Off 1: On (DIO)

00012 0x0011 1 bit CH11 DO Value 0: Off 1: On (DIO)

00013 0x000C 1 bit CHO DO Power On Value 0: Off 1: On

00014 0x000D 1 bit CH1 DO Power On Value 0: Off 1: On

00015 0x000E 1 bit CH2 DO Power On Value O0: Off 1: On

00016 Ox000F 1 bit CH3 DO Power On Value O0: Off 1: On

00017 0x0010 1 bit CH4 DO Power On Value O0: Off 1: On

00018 0x0011 1 bit CH5 DO Power On Value O0: Off 1: On

00019 0x0012 1 bit CH6 DO Power On Value O0: Off 1: On

00020 0x0013 1 bit CH7 DO Power On Value O0: Off 1: On

00021 0x0014 1 bit CH8 DO Power On Value 0: Off 1: On (DIO)
00022 0x0015 1 bit CH9 DO Power On Value 0: Off 1: On (DIO)
00023 0x0016 1 bit CH10 DO Power On Value 0: Off 1: On (DIO)
00024 0x0017 1 bit CH11 DO Power On Value 0: Off 1: On (DIO)
00037 0x0024 1 bit CHO DO Pulse Operate Status 0: Off 1: On

00038 0x0025 1 bit CH21 DO Pulse Operate Status 0: Off 1: On

00039 0x0026 1 bit CH2 DO Pulse Operate Status 0: Off 1: On

00040 0x0027 1 bit CH3 DO Pulse Operate Status 0: Off 1: On

00041 0x0028 1 bit CH4 DO Pulse Operate Status 0: Off 1: On

00042 0x0029 1 bit CH5 DO Pulse Operate Status 0: Off 1: On

00043 Ox002A 1 bit CH6 DO Pulse Operate Status 0: Off 1: On

00044 0x002B 1 bit CH7 DO Pulse Operate Status 0: Off 1: On

00045 0x002C 1 bit CH8 DO Pulse Operate Status 0: Off 1: On (DIO)
00046 0x002D 1 bit CH9 DO Pulse Operate Status 0: Off 1: On (DIO)
00047 O0x002E 1 bit CH10 DO Pulse Operate Status 0: Off 1: On (DIO)
00048 0Ox002F 1 bit CH11 DO Pulse Operate Status 0: Off 1: On (DIO)
00049 0x0030 1 bit CHO DO PowerOn Pulse Operate Status 0: Off 1: On
00050 0x0031 1 bit CH1 DO PowerOn Pulse Operate Status 0: Off 1: On
00051 0x0032 1 bit CH2 DO PowerOn Pulse Operate Status 0: Off 1: On
00052 0x0033 1 bit CH3 DO PowerOn Pulse Operate Status 0: Off 1: On
00053 0x0034 1 bit CH4 DO PowerOn Pulse Operate Status 0: Off 1: On
00054 0x0035 1 bit CH5 DO PowerOn Pulse Operate Status 0: Off 1: On
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00055 0x0036 1 bit CH6 DO PowerOn Pulse Operate Status 0: Off 1: On
00056 0x0037 1 bit CH7 DO PowerOn Pulse Operate Status 0: Off 1: On
00057 0x0038 1 bit CH8 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00058 0x0039 1 bit CH9 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00059 0x003A 1 bit CH10 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00060 0x003B 1 bit CH11 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00061 0x003C 1 bit CHO DO Safe Pulse Operate Status 0: Off 1: On
00062 0x003D 1 bit CH1 DO Safe Pulse Operate Status 0: Off 1: On
00063 0x003E 1 bit CH2 DO Safe Pulse Operate Status 0: Off 1: On
00064 Ox003F 1 bit CH3 DO Safe Pulse Operate Status 0: Off 1: On
00065 0x0040 1 bit CH4 DO Safe Pulse Operate Status 0: Off 1: On
00066 0x0041 1 bit CH5 DO Safe Pulse Operate Status 0: Off 1: On
00067 0x0042 1 bit CH6 DO Safe Pulse Operate Status 0: Off 1: On
00068 0x0043 1 bit CH7 DO Safe Pulse Operate Status 0: Off 1: On
00069 0x0044 1 bit CH8 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00070 0x0045 1 bit CH9 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00071 0x0046 1 bit CH10 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00072 0x0047 1 bit CH11 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00073 0x0048 1 bit CHO DI Counter Status 0: Off 1: On
00074 0x0049 1 bit CH1 DI Counter Status 0: Off 1: On
00075 Ox004A 1 bit CH2 DI Counter Status 0: Off 1: On
00076 0x004B 1 bit CH3 DI Counter Status 0: Off 1: On
00077 0x004C 1 bit CH4 DI Counter Status 0: Off 1: On
00078 0x004D 1 bit CHS5 DI Counter Status 0: Off 1: On
00079 0Ox004E 1 bit CH6 DI Counter Status O0: Off 1: On
00080 0x004F 1 bit CH7 DI Counter Status 0: Off 1: On
00081 0x0050 1 bit CH8 DI Counter Status 0: Off 1: On (DIO)
00082 0x0051 1 bit CH9 DI Counter Status 0: Off 1: On (DIO)
00083 0x0052 1 bit CH10 DI Counter Status 0: Off 1: On (DIO)
00084 0x0053 1 bit CH11 DI Counter Status 0: Off 1: On (DIO)
00085 0x0054 1 bit CHO DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00086 0x0055 1 bit CH1 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00087 0x0056 1 bit CH2 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
00088 0x0057 1 bit CH3 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00089 0x0058 1 bit CH4 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00090 0x0059 1 bit CHS5 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value
00091 Ox005A 1 bit CH6 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value
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00092

0x005B

1 bit

CH7 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value

00093

0x005C

1 bit

CH8 DI Clear Count Value read aways :0
Write: 1 : Clear counter value (DIO)
0 : return lllegal Data Value

00094

0x005D

1 bit

CH9 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
O : return lllegal Data Value (DIO)

00095

0Ox005E

1 bit

CH210 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value (DIO)

00096

0x005F

1 bit

CH11 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return lllegal Data Value (DIO)

00097

0x0060

1 bit

CHO DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00098

0x0061

1 bit

CH1 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00099

0x0062

1 bit

CH2 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00100

0x0063

1 bit

CH3 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00101

0x0064

1 bit

CH4 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00102

0x0065

1 bit

CH5 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00103

0x0066

1 bit

CH6 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value
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00104 0x0067 1 bit CH7 DI OverFlow Status

Read : O : Normal
1 : Overflow

Write : O : clear overflow status
1 : return lllegal Data Value

00105 0x0068 1 bit CH8 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value (DIO)

00106 0x0069 1 bit CH9 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value (DIO)

00107 Ox006A 1 bit CH10 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value (DIO)

00108 0x006B 1 bit CH11 DI OverFlow Status
Read : O : Normal
1 : Overflow
Write : O : clear overflow status
1 : return lllegal Data Value (DIO)

00109 0x006C 1 bit CHO DI Count Trigger

00110 0x006D 1 bit CH1 DI Count Trigger

00111 0x006E 1 bit CH2 DI Count Trigger

00112 0Ox006F 1 bit CH3 DI Count Trigger

00113 0x0070 1 bit CH4 DI Count Trigger

00114 0x0071 1 bit CH5 DI Count Trigger

00115 0x0072 1 bit CH6 DI Count Trigger

00116 0x0073 1 bit CH7 DI Count Trigger

00117 0x0074 1 bit CH8 DI Count Trigger (DIO)

00118 0x0075 1 bit CH9 DI Count Trigger (DIO)

00119 0x0076 1 bit CH10 DI Count Trigger (DIO)

00120 0x0077 1 bit CH11 DI Count Trigger (DIO)

00121 0x0078 1 bit CHO DI Power On Status 0: Off 1: On

00122 0x0079 1 bit CH1 DI Power On Status 0: Off 1: On

00123 Ox007A 1 bit CH2 DI Power On Status 0: Off 1: On

00124 0x007B 1 bit CH3 DI Power On Status 0: Off 1: On

00125 0x007C 1 bit CH4 DI Power On Status 0: Off 1: On

00126 0x007D 1 bit CHS5 DI Power On Status 0: Off 1: On

00127 0x007E 1 bit CH6 DI Power On Status 0: Off 1: On

00128 0x007F 1 bit CH7 DI Power On Status 0: Off 1: On

00129 0x0080 1 bit CH8 DI Power On Status 0: Off 1: On (DIO)
00130 0x0081 1 bit CH9 DI Power On Status 0: Off 1: On (DIO)
00131 0x0082 1 bit CH10 DI Power On Status 0: Off 1: On (DIO)
00132 0x0083 1 bit CH11 DI Power On Status 0: Off 1: On (DIO)
00133 0x0084 1 bit CHO DI Safe Pulse Operate Status 0: Off 1: On
00134 0x0085 1 bit CH1 DI Safe Pulse Operate Status 0: Off 1: On
00135 0x0086 1 bit CH2 DI Safe Pulse Operate Status 0: Off 1: On
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00136

0x0087

1 bit

CH3 DI Safe Pulse Operate Status 0: Off 1: On

00137

0x0088

1 bit

CH4 DI Safe Pulse Operate Status 0: Off 1: On

00138

0x0089

1 bit

CHS5 DI Safe Pulse Operate Status 0: Off 1: On

00139

0x008A

1 bit

CH6 DI Safe Pulse Operate Status 0: Off 1: On

00140

0x008B

1 bit

CH7 DI Safe Pulse Operate Status 0: Off 1: On

00141

0x008C

1 bit

CHB8 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00142

0x008D

1 bit

CH9 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00143

0x008E

1 bit

CH10 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00144

Ox008F

1 bit

CH11 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00145

0x0090

1 bit

CHO DI set channel

Power-off storage enable ON/OFF
1:ON

0:OFF

00146

0x0091

1 bit

CH1 DI set channel

Power-off storage enable ON/OFF
1:ON

0:OFF

00147

0x0092

1 bit

CH2 DI set channel

Power-off storage enable ON/OFF
1:ON

0:OFF

00148

0x0093

1 bit

CH3 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00149

0x0094

1 bit

CH4 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00150

0x0095

1 bit

CH5 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00151

0x0096

1 bit

CH6 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00152

0x0097

1 bit

CH7 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00153

0x0098

1 bit

CHB8 DI set channel (DIO)
Power-off storage enable ON/OFF
1:0ON

0:0FF

00154

0x0099

1 bit

CH9 DI set channel (DIO)
Power-off storage enable ON/OFF
1:ON

0:OFF

00155

Ox009A

1 bit

CH10 DI set channel (DIO)
Power-off storage enable ON/OFF
1:ON

0:OFF
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00156 0x009B 1 bit CH11 DI set channel (DIO)

Power-off storage enable ON/OFF

1:ON

0:0FF
00165 Ox00A4 1 bit DIO 8 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00166 Ox00A5 1 bit DIO 9 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00167 Ox00A6 1 bit DIO 10 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00168 Ox00A7 1 bit DIO 11 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)

1xxxx Read only Coils (supports function 2)

Reference Address Data Type Description

10001 0x0000 1 bit CHO DI Value

10002 0x0001 1 bit CH1 DI Value

10003 0x0002 1 bit CH2 DI Value

10004 0x0003 1 bit CH3 DI Value

10005 0x0004 1 bit CH4 DI Value

10006 0x0005 1 bit CHS5 DI Value

10007 0x0006 1 bit CH6 DI Value

10008 0x0007 1 bit CH7 DI Value

10009 0x0008 1 bit CH8 DI Value (DIO)
10010 0x0009 1 bit CH9 DI Value (DIO)
10011 0x000A 1 bit CH10 DI Value (DIO)
10012 0x000B 1 bit CH11 DI Value (DIO)

3xxxx Read only Registers (supports function 4)

Reference Address Data Type Description

30001 0x0000 word CHO DI Counter Value Hi- Word
30002 0x0001 word CHO DI Counter Value Lo- Word
30003 0x0002 word CH1 DI Counter Value Hi- Word
30004 0x0003 word CH1 DI Counter Value Lo- Word
30005 0x0004 word CH2 DI Counter Value Hi- Word
30006 0x0005 word CH2 DI Counter Value Lo- Word
30007 0x0006 word CH3 DI Counter Value Hi- Word
30008 0x0007 word CH3 DI Counter Value Lo- Word
30009 0x0008 word CH4 DI Counter Value Hi- Word
30010 0x0009 word CH4 DI Counter Value Lo- Word
30011 Ox000A word CH5 DI Counter Value Hi- Word
30012 0x000B word CH5 DI Counter Value Lo- Word
30013 0x000C word CH6 DI Counter Value Hi- Word
30014 0x000D word CH6 DI Counter Value Lo- Word
30015 Ox000E word CH7 DI Counter Value Hi- Word
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30016 Ox000F word CH7 DI Counter Value Lo- Word

30017 0x0010 word CHS8 DI Counter Value Hi- Word (DIO)
30018 0x0011 word CH8 DI Counter Value Lo- Word

30019 0x0012 word CH9 DI Counter Value Hi- Word (DIO)
30020 0x0013 word CH9 DI Counter Value Lo- Word

30021 0x0014 word CH10 DI Counter Value Hi- Word (DIO)
30022 0x0015 word CH10 DI Counter Value Lo- Word
30023 0x0016 word CH11 DI Counter Value Hi- Word (DIO)
30024 0x0017 word CH11 DI Counter Value Lo- Word
System Information (read)

34097 0x1000(4096) |1 word Vendor ID=0x1393

34098 0x1001(4097) |1 word Unit ID (Ethernet=1)

34099 0x1002(4098) |1 word Product Code=0x5312

34100 0x1003 20 word Vendor name string=“Moxa Technologies Inc.,”

Word 0 Hi byte = ‘M’(0x4D)
Word 0 Lo byte = ‘0’ (Ox6F)
Word 1 Hi byte = ‘X’ (0x78)
Word 1 Lo byte = ‘a’ (0x61)

Word 10 Hi byte = ‘¢’
Word 10 Lo byte = ‘.’
Word 11 Hi byte = *,’
Word 11 Lo byte = \O’

String ending next byte value is O

34101 0x1004 20 word Product name string=W5312 Cellular Micro RTU Controllers
Word 0 Hi byte = ‘W’ (0x57)
Word 0 Lo byte = ‘5’ (0x35)
Word 1 Hi byte = ‘3’ (0x33)
Word 1 Lo byte = ‘1’ (0x34)

Word 10 Hi byte = ‘v’
Word 10 Lo byte = ‘e’
Word 11 Hi byte = ‘r’
Word 11 Lo byte = \O’

34102 0x1005 2 word Product serial number (decimal)

34103 0x1006 2 word Firmware revision:

Word 0 Hi byte = major (A)
Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
format is A.B.C.D

34104 0x1007 2 word Firmware release date

Ex. High word = 0x2009

Low word = 0x1231

firmware release date is Dec. 31, 2009

34105 0x1008 1 word Number of TCP connected
34106 0x1009 1 word Ethernet Interface speed, 0x10(10Mbps) or
0x100(100Mbps)
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34107 0x100A 3 word Ethernet physical address(MAC-I1D)
Word 0O Hi byte =0
Word O Lo byte =1
Word 1 Hi byte = 2
Word 1 Lo byte =3
Word 2 Hi byte = 4
Word 2 Lo byte =5
MAC-ID is 00-01-02-03-04-05
34111 0x100E 2 word System Elapsed Time (in sec)
(ULONG)
34113 0x1010 1 word Click&Go Ready to Run Flag
34114 0x1011 16 word Get DI channels that are locked by Click&Go
34115 0x1012 16 word Get DO channels that are locked by Click&Go
34117 0x1014 2 word Get Click&Go revision
34118 0x1015 2 word Get MOS revision
34119 0x1016 1 word Modbus/RTU Unit ID=1
34121 0x1018 1 word MIB Date Value
34122 0x1019 1 word GSM/Cellular signal strength value
34123 Ox101A 2 word Cellular IP
34125 0x101C 1 word GSM/Cellular error message code
34126 0x101D 1 word GSM/Cellular status

Axxxx Read/Write Registers (supports functions 3, 6, 16)

Reference Address Data Type Description

40001 0x0000 1 word CHO DO Pulse Output Count Value Hi-Word
40002 0x0001 1 word CHO DO Pulse Output Count Value Lo-Word
40003 0x0002 1 word CH1 DO Pulse Output Count Value Hi-Word
40004 0x0003 1 word CH1 DO Pulse Output Count Value Lo- Word
40005 0x0004 1 word CH2 DO Pulse Output Count Value Hi- Word
40006 0x0005 1 word CH2 DO Pulse Output Count Value Lo- Word
40007 0x0006 1 word CH3 DO Pulse Output Count Value Hi- Word
40008 0x0007 1 word CH3 DO Pulse Output Count Value Lo- Word
40009 0x0008 1 word CH4 DO Pulse Output Count Value Hi- Word
40010 0x0009 1 word CH4 DO Pulse Output Count Value Lo- Word
40011 Ox000A 1 word CH5 DO Pulse Output Count Value Hi- Word
40012 0x000B 1 word CH5 DO Pulse Output Count Value Lo- Word
40013 0x000C 1 word CH6 DO Pulse Output Count Value Hi- Word
40014 0x000D 1 word CH6 DO Pulse Output Count Value Lo- Word
40015 Ox000E 1 word CH7 DO Pulse Output Count Value Hi- Word
40016 0x000F 1 word CH7 DO Pulse Output Count Value Lo- Word
40017 0x0010 1 word CH8 DO Pulse Output Count Value Hi- Word (DIO)
40018 0x0011 1 word CH8 DO Pulse Output Count Value Lo- Word
40019 0x0012 1 word CH9 DO Pulse Output Count Value Hi- Word (DIO)
40020 0x0013 1 word CH9 DO Pulse Output Count Value Lo- Word
40021 0x0014 1 word CH10 DO Pulse Output Count Value Hi-Word (DIO)
40022 0x0015 1 word CH10 DO Pulse Output Count Value Lo- Word
40023 0x0016 1 word CH11 DO Pulse Output Count Value Hi-Word (DIO)
40024 0x0017 1 word CH11 DO Pulse Output Count Value Lo- Word
40025 0x0018 1 word CHO DO Pulse Low Signal Width Hi- Word

40026 0x0019 1 word CHO DO Pulse Low Signal Width Lo- Word

40027 O0x001A 1 word CH1 DO Pulse Low Signal Width Hi- Word
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40028 0x001B 1 word CH1 DO Pulse Low Signal Width Lo- Word
40029 0x001C 1 word CH2 DO Pulse Low Signal Width Hi- Word
40030 0x001D 1 word CH2 DO Pulse Low Signal Width Lo- Word
40031 Ox001E 1 word CH3 DO Pulse Low Signal Width Hi- Word
40032 Ox001F 1 word CH3 DO Pulse Low Signal Width Lo- Word
40033 0x0020 1 word CH4 DO Pulse Low Signal Width Hi- Word
40034 0x0021 1 word CH4 DO Pulse Low Signal Width Lo- Word
40035 0x0022 1 word CH5 DO Pulse Low Signal Width Hi- Word
40036 0x0023 1 word CH5 DO Pulse Low Signal Width Lo- Word
40037 0x0024 1 word CH6 DO Pulse Low Signal Width Hi- Word
40038 0x0025 1 word CH6 DO Pulse Low Signal Width Lo- Word
40039 0x0026 1 word CH7 DO Pulse Low Signal Width Hi- Word
40040 0x0027 1 word CH7 DO Pulse Low Signal Width Lo- Word
40041 0x0028 1 word CH8 DO Pulse Low Signal Width Hi- Word (DIO)
40042 0x0029 1 word CH8 DO Pulse Low Signal Width Lo- Word
40043 0x002A 1 word CH9 DO Pulse Low Signal Width Hi- Word (DIO)
40044 0x002B 1 word CH9 DO Pulse Low Signal Width Lo- Word
40045 0x002C 1 word CH10 DO Pulse Low Signal Width Hi- Word (DIO)
40046 0x002D 1 word CH10 DO Pulse Low Signal Width Lo- Word
40047 0x002E 1 word CH11 DO Pulse Low Signal Width Hi- Word (DIO)
40048 0x002F 1 word CH11 DO Pulse Low Signal Width Lo- Word
40049 0x0030 1 word CHO DO Pulse High Signal Width Hi- Word
40050 0x0031 1 word CHO DO Pulse High Signal Width Lo- Word
40051 0x0032 1 word CH1 DO Pulse High Signal Width Hi- Word
40052 0x0033 1 word CH1 DO Pulse High Signal Width Lo- Word
40053 0x0034 1 word CH2 DO Pulse High Signal Width Hi- Word
40054 0x0035 1 word CH2 DO Pulse High Signal Width Lo- Word
40055 0x0036 1 word CH3 DO Pulse High Signal Width Hi- Word
40056 0x0037 1 word CH3 DO Pulse High Signal Width Lo- Word
40057 0x0038 1 word CH4 DO Pulse High Signal Width Hi- Word
40058 0x0039 1 word CH4 DO Pulse High Signal Width Lo- Word
40059 0x003A 1 word CH5 DO Pulse High Signal Width Hi- Word
40060 0x003B 1 word CH5 DO Pulse High Signal Width Lo- Word
40061 0x003C 1 word CH6 DO Pulse High Signal Width Hi- Word
40062 0x003D 1 word CH6 DO Pulse High Signal Width Lo- Word
40063 Ox003E 1 word CH7 DO Pulse High Signal Width Hi- Word
40064 Ox003F 1 word CH7 DO Pulse High Signal Width Lo- Word
40065 0x0040 1 word CH8 DO Pulse High Signal Width Hi- Word (DIO)
40066 0x0041 1 word CH8 DO Pulse High Signal Width Lo- Word
40067 0x0042 1 word CH9 DO Pulse High Signal Width Hi- Word (DIO)
40068 0x0043 1 word CH9 DO Pulse High Signal Width Lo- Word
40069 0x0044 1 word CH10 DO Pulse High Signal Width Hi- Word (DIO)
40070 0x0045 1 word CH10 DO Pulse High Signal Width Lo- Word
40071 0x0046 1 word CH11 DO Pulse High Signal Width Hi- Word (DIO)
40072 0x0047 1 word CH11 DO Pulse High Signal Width Lo- Word
40073 0x0048 1 word CHO DO Mode 0: DO

1: Pulse
40074 0x0049 1 word CH1 DO Mode 0: DO

1: Pulse
40075 Ox004A 1 word CH2 DO Mode 0: DO
1: Pulse
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40076 0x004B 1 word CH3 DO Mode 0: DO
1: Pulse
40077 0x004C 1 word CH4 DO Mode 0: DO
1: Pulse
40078 0x004D 1 word CH5 DO Mode 0: DO
1: Pulse
40079 0x004E 1 word CH6 DO Mode 0: DO
1: Pulse
40080 0x004F 1 word CH7 DO Mode 0: DO
1: Pulse
40081 0x0050 1 word CH8 DO Mode 0: DO (DIO)
1: Pulse
40082 0x0051 1 word CH9 DO Mode 0: DO (DIO)
1: Pulse
40083 0x0052 1 word CH10 DO Mode 0: DO (DIO)
1: Pulse
40084 0x0053 1 word CH11 DO Mode 0: DO (DIO)
1: Pulse
40085 0x0054 1 word CHO DI Count Filter
40086 0x0055 1 word CH1 DI Count Filter
40087 0x0056 1 word CH2 DI Count Filter
40088 0x0057 1 word CH3 DI Count Filter
40089 0x0058 1 word CH4 DI Count Filter
40090 0x0059 1 word CHS5 DI Count Filter
40091 0x005A 1 word CH6 DI Count Filter
40092 0x005B 1 word CH7 DI Count Filter
40093 0x005C 1 word CH8 DI Count Filter (DIO)
40094 0x005D 1 word CH9 DI Count Filter (DIO)
40095 0Ox005E 1 word CH10 DI Count Filter (DIO)
40096 0Ox005F 1 word CH11 DI Count Filter (DIO)
40097 0x0060 1 word CHO DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40098 0x0061 1 word CH1 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40099 0x0062 1 word CH2 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40100 0x0063 1 word CH3 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
40101 0x0064 1 word CH4 DI Mode
0: DI
1: Count
Others : return lllegal Data Value
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40102 0x0065 1 word CH5 DI Mode

0: DI

1: Count

Others : return lllegal Data Value
40103 0x0066 1 word CH6 DI Mode

0: DI

1: Count

Others : return lllegal Data Value
40104 0x0067 1 word CH7 DI Mode

0: DI

1: Count

Others : return lllegal Data Value
40105 0x0068 1 word CH8 DI Mode (DIO)

0: DI

1: Count

Others : return lllegal Data Value
40106 0x0069 1 word CH9 DI Mode (DIO)

0: DI

1: Count

Others : return lllegal Data Value
40107 O0x006A 1 word CH10 DI Mode (DIO)

0: DI

1: Count

Others : return lllegal Data Value
40108 0x006B 1 word CH11 DI Mode (DIO)

0: DI

1: Count

Others : return lllegal Data Value
For SCADA
40129 0x0080 1 word CHO DO set/get wordvalue
40130 0x0081 1 word CH1 DO set/get wordvalue
40131 0x0082 1 word CH2 DO set/get wordvalue
40132 0x0083 1 word CH3 DO set/get wordvalue
40133 0x0084 1 word CH4 DO set/get wordvalue
40134 0x0085 1 word CH5 DO set/get wordvalue
40135 0x0086 1 word CH6 DO set/get wordvalue
40136 0x0087 1 word CH7 DO set/get wordvalue
40137 0x0088 1 word CH8 DO set/get wordvalue (DIO)
40138 0x0089 1 word CH9 DO set/get wordvalue (DIO)
40139 0x008A 1 word CH10 DO set/get wordvalue (DIO)
40140 0x008B 1 word CH11 DO set/get wordvalue (DIO)
40141 0x008C 1 word CHO DO set/get poweron wordvalue
40142 0x008D 1 word CH1 DO set/get poweron wordvalue
40143 0Ox008E 1 word CH2 DO set/get poweron wordvalue
40144 0Ox008F 1 word CH3 DO set/get poweron wordvalue
40145 0x0090 1 word CH4 DO set/get poweron wordvalue
40146 0x0091 1 word CH5 DO set/get poweron wordvalue
40147 0x0092 1 word CH6 DO set/get poweron wordvalue
40148 0x0093 1 word CH7 DO set/get poweron wordvalue
40149 0x0094 1 word CH8 DO set/get poweron wordvalue (DIO)
40150 0x0095 1 word CH9 DO set/get poweron wordvalue (DIO)
40151 0x0096 1 word CH10 DO set/get poweron wordvalue (DIO)
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40152 0x0097 1 word CH11 DO set/get poweron wordvalue (DIO)
40153 0x0098 1 word CHO DO set/get safe mode wordvalue
0: Off 1: On
40154 0x0099 1 word CH1 DO set/get safe mode wordvalue
0: Off 1: On
40155 Ox009A 1 word CH2 DO set/get safe mode wordvalue
0: Off 1: On
40156 0x009B 1 word CH3 DO set/get safe mode wordvalue
0: Off 1: On
40157 0x009C 1 word CH4 DO set/get safe mode wordvalue
0: Off 1: On
40158 0x009D 1 word CH5 DO set/get safe mode wordvalue
0: Off 1: On
40159 0x009E 1 word CH6 DO set/get safe mode wordvalue
0: Off 1: On
40160 0Ox009F 1 word CH7 DO set/get safe mode wordvalue
0: Off 1: On
40161 O0x00AO0 1 word CH8 DO set/get safe mode wordvalue (DIO)
0: Off 1: On
40162 Ox00A1 1 word CHO9 DO set/get safe mode wordvalue (DIO)
0: Off 1: On
40163 Ox00A2 1 word CH10 DO set/get safe mode wordvalue (DIO)
0: Off 1: On
40164 Ox00A3 1 word CH11 DO set/get safe mode wordvalue (DIO)
0: Off 1: On
40165 0x00A4 1 word CHO DO set/get pwm start wordvalue
(Pulse Operate Status) 0: Stop 1: Start
40166 Ox00A5 1 word CH1 DO set/get pwm start wordvalue
40167 0Ox00A6 1 word CH2 DO set/get pwm start wordvalue
40168 Ox00A7 1 word CH3 DO set/get pwm start wordvalue
40169 0Ox00A8 1 word CH4 DO set/get pwm start wordvalue
40170 0x00A9 1 word CH5 DO set/get pwm start wordvalue
40171 Ox00AA 1 word CH6 DO set/get pwm start wordvalue
40172 0x00AB 1 word CH7 DO set/get pwm start wordvalue
40173 Ox00AC 1 word CH8 DO set/get pwm start wordvalue (DIO)
40174 Ox00AD 1 word CH9 DO set/get pwm start wordvalue (DIO)
40175 OxX00AE 1 word CH10 DO set/get pwm start wordvalue (DIO)
40176 OxX00AF 1 word CH11 DO set/get pwm start wordvalue (DIO)
40177 0x00BO 1 word CHO DO set/get pwm poweron wordvalue
0: Stop 1: Start
40178 0x00B1 1 word CH1 DO set/get pwm poweron wordvalue
40179 0x00B2 1 word CH2 DO set/get pwm poweron wordvalue
40180 0x00B3 1 word CH3 DO set/get pwm poweron wordvalue
40181 0x00B4 1 word CH4 DO set/get pwm poweron wordvalue
40182 0x00B5 1 word CH5 DO set/get pwm poweron wordvalue
40183 0x00B6 1 word CH6 DO set/get pwm poweron wordvalue
40184 0x00B7 1 word CH7 DO set/get pwm poweron wordvalue
40185 0x00B8 1 word CH8 DO set/get pwm poweron wordvalue (DIO)
40186 0x00B9 1 word CH9 DO set/get pwm poweron wordvalue (DIO)
40187 Ox00BA 1 word CH10 DO set/get pwm poweron wordvalue (DIO)
40188 0x00BB 1 word CH11 DO set/get pwm poweron wordvalue (DIO)
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40189 0x00BC 1 word CHO DO set/get pwm safe mode wordvalue

Safe Mode Pulse Operate Status O: Stop 1: Start
40190 0x00BD 1 word CH1 DO set/get pwm safe mode wordvalue
40191 Ox00BE 1 word CH2 DO set/get pwm safe mode wordvalue
40192 Ox00BF 1 word CH3 DO set/get pwm safe mode wordvalue
40193 0x00CO0 1 word CH4 DO set/get pwm safe mode wordvalue
40194 0x00C1 1 word CH5 DO set/get pwm safe mode wordvalue
40195 0x00C2 1 word CH6 DO set/get pwm safe mode wordvalue
40196 0x00C3 1 word CH7 DO set/get pwm safe mode wordvalue
40197 0x00C4 1 word CH8 DO set/get pwm safe mode wordvalue (DIO)
40198 0x00C5 1 word CH9 DO set/get pwm safe mode wordvalue (DIO)
40199 0x00C6 1 word CH10 DO set/get pwm safe mode wordvalue (DIO)
40200 0x00C7 1 word CH11 DO set/get pwm safe mode wordvalue (DIO)
40201 0x00C8 1 word CHO DI set/get counter start word

Counter Operate Status O: Stop 1: Start
40202 0x00C9 1 word CH1 DI set/get counter start word
40203 Ox00CA 1 word CH2 DI set/get counter start word
40204 0x00CB 1 word CH3 DI set/get counter start word
40205 0x00CC 1 word CH4 DI set/get counter start word
40206 0x00CD 1 word CHS5 DI set/get counter start word
40207 0x00CE 1 word CH6 DI set/get counter start word
40208 0x00CF 1 word CH7 DI set/get counter start word
40209 0x00DO0 1 word CHS8 DI set/get counter start word (DIO)
40210 0x00D1 1 word CH9 DI set/get counter start word (DIO)
40211 0x00D2 1 word CH10 DI set/get counter start word (DIO)
40212 0x00D3 1 word CH11 DI set/get counter start word (DIO)
40213 0x00D4 1 word CHO DI set/get counter clear word

Read: always return: O
Write: 1 : Clear counter value
0 : Return illegal data value(0x03)

40214 0x00D5 1 word CH1 DI set/get counter clear word

40215 0x00D6 1 word CH2 DI set/get counter clear word

40216 0x00D7 1 word CH3 DI set/get counter clear word

40217 0x00D8 1 word CH4 DI set/get counter clear word

40218 0x00D9 1 word CHS5 DI set/get counter clear word

40219 OxO00DA 1 word CH6 DI set/get counter clear word

40220 0x00DB 1 word CH7 DI set/get counter clear word

40221 0x00DC 1 word CHS8 DI set/get counter clear word (DIO)
40222 0x00DD 1 word CHO9 DI set/get counter clear word (DIO)
40223 Ox00DE 1 word CH10 DI set/get counter clear word (DIO)
40224 OxO00DF 1 word CH11 DI set/get counter clear word (DIO)
40225 Ox00EO 1 word CHO DI clear/get overflow word

Read : O : Normal

1 : Overflow

Write : O : Clear overflow status

1 : Return illegal data value (0x03)

40226 Ox00E1 1 word CH1 DI clear/get overflow word
40227 Ox00E2 1 word CH2 DI clear/get overflow word
40228 Ox00E3 1 word CH3 DI clear/get overflow word
40229 Ox00E4 1 word CH4 DI clear/get overflow word
40230 Ox00E5 1 word CHS5 DI clear/get overflow word
40231 0Ox00E6 1 word CH6 DI clear/get overflow word
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40232 Ox00E7 1 word CH7 DI clear/get overflow word
40233 Ox00E8 1 word CHS8 DI clear/get overflow word (DIO)
40234 Ox00E9 1 word CHO9 DI clear/get overflow word (DIO)
40235 Ox00EA 1 word CH10 DI clear/get overflow word (DIO)
40236 Ox00EB 1 word CH11 DI clear/get overflow word (DIO)
40237 Ox00EC 1 word CHO DI set/get trigger word

O=Low to High, 1=High to Low
40238 Ox00ED 1 word CH1 DI set/get trigger word
40239 Ox00EE 1 word CH2 DI set/get trigger word
40240 Ox00EF 1 word CH3 DI set/get trigger word
40241 Ox00FO0 1 word CH4 DI set/get trigger word
40242 Ox00F1 1 word CHS5 DI set/get trigger word
40243 Ox00F2 1 word CH6 DI set/get trigger word
40244 Ox00F3 1 word CH7 DI set/get trigger word
40245 Ox00F4 1 word CHS8 DI set/get trigger word (DIO)
40246 Ox00F5 1 word CHO9 DI set/get trigger word (DIO)
40247 Ox00F6 1 word CH10 DI set/get trigger word (DIO)
40248 Ox00F7 1 word CH11 DI set/get trigger word (DIO)
40249 Ox00F8 1 word CHO DI set/get power on start word

(PowerOn Counter Operate Status)
0: Stop 1: Start

40250 0x00F9 1 word CH1 DI set/get power on start word

40251 Ox00FA 1 word CH2 DI set/get power on start word

40252 0x00FB 1 word CH3 DI set/get power on start word

40253 Ox00FC 1 word CH4 DI set/get power on start word

40254 Ox00FD 1 word CHS5 DI set/get power on start word

40255 Ox0O0FE 1 word CH6 DI set/get power on start word

40256 Ox00FF 1 word CH7 DI set/get power on start word

40257 0x0100 1 word CHS8 DI set/get power on start word (DIO)
40258 0x0101 1 word CHO9 DI set/get power on start word (DIO)
40259 0x0102 1 word CH10 DI set/get power on start word (DIO)
40260 0x0103 1 word CH11 DI set/get power on start word (DIO)
40261 0x0104 1 word CHO DI set/get safe start word

(Safe Mode Counter Operate Status)
0: Stop 1: Start

40262 0x0105 1 word CH1 DI set/get safe start word
40263 0x0106 1 word CH2 DI set/get safe start word
40264 0x0107 1 word CH3 DI set/get safe start word
40265 0x0108 1 word CH4 DI set/get safe start word
40266 0x0109 1 word CHS5 DI set/get safe start word
40267 O0x010A 1 word CH6 DI set/get safe start word
40268 0x010B 1 word CH7 DI set/get safe start word
40269 0x010C 1 word CHS8 DI set/get safe start word (DIO)
40270 0x010D 1 word CHO9 DI set/get safe start word (DIO)
40271 0x010E 1 word CH10 DI set/get safe start word (DIO)
40272 Ox010F 1 word CH11 DI set/get safe start word (DIO)
40273 0x0110 1 word CHO Power-off storage enable
(DI count value recorded when power-off)
1:0ON 0:OFF
40274 0x0111 1 word CH1 Power-off storage enable
40275 0x0112 1 word CH2 Power-off storage enable
40276 0x0113 1 word CH3 Power-off storage enable
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40277 0x0114 1 word CH4 Power-off storage enable
40278 0x0115 1 word CH5 Power-off storage enable
40279 0x0116 1 word CH6 Power-off storage enable
40280 0x0117 1 word CH7 Power-off storage enable
40281 0x0118 1 word CH8 Power-off storage enable (DIO)
40282 0x0119 1 word CH9 Power-off storage enable (DIO)
40283 Ox011A 1 word CH10 Power-off storage enable (DIO)
40284 0x011B 1 word CH11 Power-off storage enable (DIO)
40337 0x0150 1 word Internal Register 00 Initial Value
40338 0x0151 1 word Internal Register 01 Initial Value
40339 0x0152 1 word Internal Register 02 Initial Value
40340 0x0153 1 word Internal Register 03 Initial Value
40341 0x0154 1 word Internal Register 04 Initial Value
40342 0x0155 1 word Internal Register 05 Initial Value
40343 0x0156 1 word Internal Register 06 Initial Value
40344 0x0157 1 word Internal Register 07 Initial Value
40345 0x0158 1 word Internal Register 08 Initial Value
40346 0x0159 1 word Internal Register 09 Initial Value
40347 0Ox015A 1 word Internal Register 10 Initial Value
40348 0x015B 1 word Internal Register 11 Initial Value
40349 0x015C 1 word Internal Register 12 Initial Value
40350 0x015D 1 word Internal Register 13 Initial Value
40351 0Ox015E 1 word Internal Register 14 Initial Value
40352 Ox015F 1 word Internal Register 15 Initial Value
40353 0x0160 1 word Internal Register 16 Initial Value
40354 0x0161 1 word Internal Register 17 Initial Value
40355 0x0162 1 word Internal Register 18 Initial Value
40356 0x0163 1 word Internal Register 19 Initial Value
40357 0x0164 1 word Internal Register 20 Initial Value
40358 0x0165 1 word Internal Register 21 Initial Value
40359 0x0166 1 word Internal Register 22 Initial Value
40360 0x0167 1 word Internal Register 23 Initial Value
40361 0x0168 2 word Time Init 00 Value

40362 0x0169 2 word Time Init 01 Value

40363 O0x016A 2 word Time Init 02 Value

40364 0x016B 2 word Time Init 03 Value

40365 0x016C 2 word Time Init 04 Value

40366 0x016D 2 word Time Init 05 Value

40367 Ox016E 2 word Time Init 06 Value

40368 0x016F 2 word Time Init 07 Value

40369 0x0170 2 word Time Init 08 Value

40370 0x0171 2 word Time Init 09 Value

40371 0x0172 2 word Time Init 10 Value

40372 0x0173 2 word Time Init 11 Value

40373 0x0174 2 word Time Init 12 Value

40374 0x0175 2 word Time Init 13 Value

40375 0x0176 2 word Time Init 14 Value

40376 0x0177 2 word Time Init 15 Value

40377 0x0178 2 word Time Init 16 Value

40378 0x0179 2 word Time Init 17 Value

40379 O0x017A 2 word Time Init 18 Value

40380 0x017B 2 word Time Init 19 Value
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40381 0x017C 2 word Time Init 20 Value

40382 0x017D 2 word Time Init 21 Value

40383 Ox017E 2 word Time Init 22 Value

40384 0x017F 2 word Time Init 23 Value

40385 0x0180 1 word Timer Interval 00 Value
40386 0x0181 1 word Timer Interval 01 Value
40387 0x0182 1 word Timer Interval 02 Value
40388 0x0183 1 word Timer Interval 03 Value
40389 0x0184 1 word Timer Interval 04 Value
40390 0x0185 1 word Timer Interval 05 Value
40391 0x0186 1 word Timer Interval 06 Value
40392 0x0187 1 word Timer Interval 07 Value
40393 0x0188 1 word Timer Interval 08 Value
40394 0x0189 1 word Timer Interval 09 Value
40395 O0x018A 1 word Timer Interval 10 Value
40396 0x018B 1 word Timer Interval 11 Value
40397 0x018C 1 word Timer Interval 12 Value
40398 0x018D 1 word Timer Interval 13 Value
40399 Ox018E 1 word Timer Interval 14 Value
40400 Ox018F 1 word Timer Interval 15 Value
40401 0x0190 1 word Timer Interval 16 Value
40402 0x0191 1 word Timer Interval 17 Value
40403 0x0192 1 word Timer Interval 18 Value
40404 0x0193 1 word Timer Interval 19 Value
40405 0x0194 1 word Timer Interval 20 Value
40406 0x0195 1 word Timer Interval 21 Value
40407 0x0196 1 word Timer Interval 22 Value
40408 0x0197 2 word Timer Interval 23 Value
40409 0x0198 10 word Timer Description 00 Value
40410 0x0199 10 word Timer Description 01 Value
40411 Ox019A 10 word Timer Description 02 Value
40412 0x019B 10 word Timer Description 03 Value
40413 0x019C 10 word Timer Description 04 Value
40414 0x019D 10 word Timer Description 05 Value
40415 O0x019E 10 word Timer Description 06 Value
40416 Ox019F 10 word Timer Description 07 Value
40417 0x01A0 10 word Timer Description 08 Value
40418 Ox01A1 10 word Timer Description 09 Value
40419 Ox01A2 10 word Timer Description 10 Value
40420 0x01A3 10 word Timer Description 11 Value
40421 0x01A4 10 word Timer Description 12 Value
40422 0x01A5 10 word Timer Description 13 Value
40423 0x01A6 10 word Timer Description 14 Value
40424 Ox01A7 10 word Timer Description 15 Value
40425 0x01A8 10 word Timer Description 16 Value
40426 O0x01A9 10 word Timer Description 17 Value
40427 OxX01AA 10 word Timer Description 18 Value
40428 Ox01AB 10 word Timer Description 19 Value
40429 Ox01AC 10 word Timer Description 20 Value
40430 O0x01AD 10 word Timer Description 21 Value
40431 Ox01AE 10 word Timer Description 22 Value
40432 Ox01AF 10 word Timer Description 23 Value
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40433 0x01BO 10 word Internal Register Description 00 Value
40434 0x01B1 10 word Internal Register Description 01 Value
40435 0x01B2 10 word Internal Register Description 02 Value
40436 0x01B3 10 word Internal Register Description 03 Value
40437 0x01B4 10 word Internal Register Description 04 Value
40438 0x01B5 10 word Internal Register Description 05 Value
40439 0x01B6 10 word Internal Register Description 06 Value
40440 0x01B7 10 word Internal Register Description 07 Value
40441 0x01B8 10 word Internal Register Description 08 Value
40442 0x01B9 10 word Internal Register Description 09 Value
40443 Ox01BA 10 word Internal Register Description 10 Value
40444 0x01BB 10 word Internal Register Description 11 Value
40445 0x01BC 10 word Internal Register Description 12 Value
40446 0x01BD 10 word Internal Register Description 13 Value
40447 Ox01BE 10 word Internal Register Description 14 Value
40418 Ox01BF 10 word Internal Register Description 15 Value
40419 0x01CO 10 word Internal Register Description 16 Value
40420 0x01C1 10 word Internal Register Description 17 Value
40421 0x01Cc2 10 word Internal Register Description 18 Value
40422 0x01C3 10 word Internal Register Description 19 Value
40423 0x01C4 10 word Internal Register Description 20 Value
40424 0x01C5 10 word Internal Register Description 21 Value
40425 0x01C6 10 word Internal Register Description 22 Value
40426 0x01C7 10 word Internal Register Description 23 Value
40427 0x01C8 1 word Message Retry Times

40428 0x01C9 1 word Message Retry Interval

40429 Ox01CA 1 word Mail Retry Times

40430 0x01CB 1 word Mail Retry Interval

40431 0Ox01CcC 1 word SMS Retry Times

40432 0x01CD 1 word SMS Retry Interval

40577 0x0240 20 word Message Server Address 00

40578 0x0241 20 word Message Server Address 01

40579 0x0242 20 word Message Server Address 02

40580 0x0243 20 word Message Server Address 03

40581 0x0244 20 word Message Server Address 04

40582 0x0245 20 word Message Server Address 05

40583 0x0246 20 word Message Server Address 06

40584 0x0247 20 word Message Server Address 07

40585 0x0248 20 word Message Server Address 08

40586 0x0249 20 word Message Server Address 09

Internal Register(lnteger)

412840 0x3227 Word Internal Registers 00 Working Value
412841 0x3228 Word Internal Registers 01 Working Value
412842 0x3229 Word Internal Registers 02 Working Value
412843 0x322A Word Internal Registers 03 Working Value
412844 0x322B Word Internal Registers 04 Working Value
412845 0x322C Word Internal Registers 05 Working Value
412846 0x322D Word Internal Registers 06 Working Value
412847 0x322E Word Internal Registers 07 Working Value
412848 0x322F Word Internal Registers 08 Working Value
412849 0x3230 Word Internal Registers 09 Working Value
412850 0x3231 Word Internal Registers 10 Working Value
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412851 0x3232 Word Internal Registers 11 Working Value

412852 0x3233 Word Internal Registers 12 Working Value

412853 0x3234 Word Internal Registers 13 Working Value

412854 0x3235 Word Internal Registers 14 Working Value

412855 0x3236 Word Internal Registers 15 Working Value

412856 0x3237 Word Internal Registers 16 Working Value

412857 0x3238 Word Internal Registers 17 Working Value

412858 0x3239 Word Internal Registers 18 Working Value

412859 0x323A Word Internal Registers 19 Working Value

412860 0x323B Word Internal Registers 20 Working Value

412861 0x323C Word Internal Registers 21 Working Value

412862 0x323D Word Internal Registers 22 Working Value

412863 0x323E Word Internal Registers 23 Working Value

Internal Register (Float)

419413 0x4BD4 word Internal Register (Float) 00 Initial Value Hi-Word
419414 0x4BD5 word Internal Register (Float) 00 Initial Value Lo-Word
419415 0x4BD6 word Internal Register (Float) 01 Initial Value Hi-Word
419416 0x4BD7 word Internal Register (Float) 01 Initial Value Lo-Word
419417 0x4BD8 word Internal Register (Float) 02 Initial Value Hi-Word
419418 0x4BD9 word Internal Register (Float) 02 Initial Value Lo-Word
419419 0x4BDA word Internal Register (Float) 03 Initial Value Hi-Word
419420 0x4BDB word Internal Register (Float) 03 Initial Value Lo-Word
419421 0x4BDC word Internal Register (Float) 04 Initial Value Hi-Word
419422 0x4BDD word Internal Register (Float) 04 Initial Value Lo-Word
419423 0Ox4BDE word Internal Register (Float) 05 Initial Value Hi-Word
419424 Ox4BDF word Internal Register (Float) 05 Initial Value Lo-Word
419425 Ox4BEO word Internal Register (Float) 06 Initial Value Hi-Word
419426 Ox4BE1 word Internal Register (Float) 06 Initial Value Lo-Word
419427 Ox4BE2 word Internal Register (Float) 07 Initial Value Hi-Word
419428 Ox4BE3 word Internal Register (Float) 07 Initial Value Lo-Word
419429 Ox4BE4 word Internal Register (Float) 08 Initial Value Hi-Word
419430 Ox4BE5 word Internal Register (Float) 08 Initial Value Lo-Word
419431 Ox4BE6 word Internal Register (Float) 09 Initial Value Hi-Word
419432 Ox4BE7 word Internal Register (Float) 09 Initial Value Lo-Word
419433 Ox4BES8 word Internal Register (Float) 10 Initial Value Hi-Word
419434 Ox4BE9 word Internal Register (Float) 10 Initial Value Lo-Word
419435 Ox4BEA word Internal Register (Float) 11 Initial Value Hi-Word
419436 Ox4BEB word Internal Register (Float) 11 Initial Value Lo-Word
419437 Ox4BEC word Internal Register (Float) 12 Initial Value Hi-Word
419438 Ox4BED word Internal Register (Float) 12 Initial Value Lo-Word
419439 Ox4BEE word Internal Register (Float) 13 Initial Value Hi-Word
419440 Ox4BEF word Internal Register (Float) 13 Initial Value Lo-Word
419441 0x4BFO word Internal Register (Float) 14 Initial Value Hi-Word
419442 Ox4BF1 word Internal Register (Float) 14 Initial Value Lo-Word
419443 0x4BF2 word Internal Register (Float) 15 Initial Value Hi-Word
419444 Ox4BF3 word Internal Register (Float) 15 Initial Value Lo-Word
419445 Ox4BF4 word Internal Register (Float) 16 Initial Value Hi-Word
419446 Ox4BF5 word Internal Register (Float) 16 Initial Value Lo-Word
419447 Ox4BF6 word Internal Register (Float) 17 Initial Value Hi-Word
419448 Ox4BF7 word Internal Register (Float) 17 Initial Value Lo-Word
419449 Ox4BF8 word Internal Register (Float) 18 Initial Value Hi-Word
419450 0x4BF9 word Internal Register (Float) 18 Initial Value Lo-Word
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419451 Ox4BFA word Internal Register (Float) 19 Initial Value Hi-Word
419452 0Ox4BFB word Internal Register (Float) 19 Initial Value Lo-Word
419453 Ox4BFC word Internal Register (Float) 20 Initial Value Hi-Word
419454 0x4BFD word Internal Register (Float) 20 Initial Value Lo-Word
419455 Ox4BFE word Internal Register (Float) 21 Initial Value Hi-Word
419456 Ox4BFF word Internal Register (Float) 21 Initial Value Lo-Word
419457 0x4C00 word Internal Register (Float) 22 Initial Value Hi-Word
419458 0x4C01 word Internal Register (Float) 22 Initial Value Lo-Word
419459 0x4C02 word Internal Register (Float) 23 Initial Value Hi-Word
419460 0x4C03 word Internal Register (Float) 23 Initial Value Lo-Word
419461 0x4C04 word Internal Register (Float) 24 Initial Value Hi-Word
419462 0x4C05 word Internal Register (Float) 24 Initial Value Lo-Word
419463 0x4C06 word Internal Register (Float) 25 Initial Value Hi-Word
419464 0x4C07 word Internal Register (Float) 25 Initial Value Lo-Word
419465 0x4C08 word Internal Register (Float) 26 Initial Value Hi-Word
419466 0x4C09 word Internal Register (Float) 26 Initial Value Lo-Word
419467 Ox4COA word Internal Register (Float) 27 Initial Value Hi-Word
419468 0x4C0B word Internal Register (Float) 27 Initial Value Lo-Word
419469 0x4CoC word Internal Register (Float) 00 Working Value Hi-Word
419470 0x4C0OD word Internal Register (Float) 00 Working Value Lo-Word
419471 0x4COE word Internal Register (Float) 01 Working Value Hi-Word
419472 0x4COF word Internal Register (Float) 01 Working Value Lo-Word
419473 0x4C10 word Internal Register (Float) 02 Working Value Hi-Word
419474 0x4C11 word Internal Register (Float) 02 Working Value Lo-Word
419475 0x4C12 word Internal Register (Float) 03 Working Value Hi-Word
419476 0x4C13 word Internal Register (Float) 03 Working Value Lo-Word
419477 0x4C14 word Internal Register (Float) 04 Working Value Hi-Word
419478 0x4C15 word Internal Register (Float) 04 Working Value Lo-Word
419479 0x4C16 word Internal Register (Float) 05 Working Value Hi-Word
419480 0x4C17 word Internal Register (Float) 05 Working Value Lo-Word
419481 0x4C18 word Internal Register (Float) 06 Working Value Hi-Word
419482 0x4C19 word Internal Register (Float) 06 Working Value Lo-Word
419483 Ox4C1A word Internal Register (Float) 07 Working Value Hi-Word
419484 0x4C1B word Internal Register (Float) 07 Working Value Lo-Word
419485 0x4C1C word Internal Register (Float) 08 Working Value Hi-Word
419486 0x4C1D word Internal Register (Float) 08 Working Value Lo-Word
419487 Ox4C1E word Internal Register (Float) 09 Working Value Hi-Word
419488 Ox4C1F word Internal Register (Float) 09 Working Value Lo-Word
419489 0x4C20 word Internal Register (Float) 10 Working Value Hi-Word
419490 0x4C21 word Internal Register (Float) 10 Working Value Lo-Word
419491 0x4C22 word Internal Register (Float) 11 Working Value Hi-Word
419492 0x4C23 word Internal Register (Float) 11 Working Value Lo-Word
419493 0x4C24 word Internal Register (Float) 12 Working Value Hi-Word
419494 0x4C25 word Internal Register (Float) 12 Working Value Lo-Word
419495 0x4C26 word Internal Register (Float) 13 Working Value Hi-Word
419496 0x4C27 word Internal Register (Float) 13 Working Value Lo-Word
419497 0x4C28 word Internal Register (Float) 14 Working Value Hi-Word
419498 0x4C29 word Internal Register (Float) 14 Working Value Lo-Word
419499 Ox4C2A word Internal Register (Float) 15 Working Value Hi-Word
419500 0x4C2B word Internal Register (Float) 15 Working Value Lo-Word
419501 0x4c2C word Internal Register (Float) 16 Working Value Hi-Word
419502 0x4C2D word Internal Register (Float) 16 Working Value Lo-Word
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419503 0x4C2E word Internal Register (Float) 17 Working Value Hi-Word
419504 0x4C2F word Internal Register (Float) 17 Working Value Lo-Word
419505 0x4C30 word Internal Register (Float) 18 Working Value Hi-Word
419506 0x4C31 word Internal Register (Float) 18 Working Value Lo-Word
419507 0x4C32 word Internal Register (Float) 19 Working Value Hi-Word
419508 0x4C33 word Internal Register (Float) 19 Working Value Lo-Word
419509 0x4C34 word Internal Register (Float) 20 Working Value Hi-Word
419510 0x4C35 word Internal Register (Float) 20 Working Value Lo-Word
419511 0x4C36 word Internal Register (Float) 21 Working Value Hi-Word
419512 0x4C37 word Internal Register (Float) 21 Working Value Lo-Word
419513 0x4C38 word Internal Register (Float) 22 Working Value Hi-Word
419514 0x4C39 word Internal Register (Float) 22 Working Value Lo-Word
419515 Ox4C3A word Internal Register (Float) 23 Working Value Hi-Word
419516 0x4C3B word Internal Register (Float) 23 Working Value Lo-Word
419517 0x4C3C word Internal Register (Float) 24 Working Value Hi-Word
419518 0x4C3D word Internal Register (Float) 24 Working Value Lo-Word
419519 Ox4C3E word Internal Register (Float) 25 Working Value Hi-Word
419520 Ox4C3F word Internal Register (Float) 25 Working Value Lo-Word
419521 0x4C40 word Internal Register (Float) 26 Working Value Hi-Word
419522 0x4C41 word Internal Register (Float) 26 Working Value Lo-Word
419523 0x4C42 word Internal Register (Float) 27 Working Value Hi-Word
419524 0x4C43 word Internal Register (Float) 27 Working Value Lo-Word
419525 0x4C44 10 word Internal Register (Float) 00 Description

419526 0x4C45 10 word Internal Register (Float) 01 Description

419527 0x4C46 10 word Internal Register (Float) 02 Description

419528 0x4C47 10 word Internal Register (Float) 03 Description

419529 0x4C48 10 word Internal Register (Float) 04 Description

419530 0x4C49 10 word Internal Register (Float) 05 Description

419531 Ox4C4A 10 word Internal Register (Float) 06 Description

419532 0x4C4B 10 word Internal Register (Float) 07 Description

419533 0x4C4C 10 word Internal Register (Float) 08 Description

419534 0x4C4D 10 word Internal Register (Float) 09 Description

419535 0x4C4E 10 word Internal Register (Float) 10 Description

419536 0x4C4F 10 word Internal Register (Float) 11 Description

419537 0x4C50 10 word Internal Register (Float) 12 Description

419538 0x4C51 10 word Internal Register (Float) 13 Description

419539 0x4C52 10 word Internal Register (Float) 14 Description

419540 0x4C53 10 word Internal Register (Float) 15 Description

419541 0x4C54 10 word Internal Register (Float) 16 Description

419542 0x4C55 10 word Internal Register (Float) 17 Description

419543 0x4C56 10 word Internal Register (Float) 18 Description

419544 0x4C57 10 word Internal Register (Float) 19 Description

419545 0x4C58 10 word Internal Register (Float) 20 Description

419546 0x4C59 10 word Internal Register (Float) 21 Description

419547 Ox4C5A 10 word Internal Register (Float) 22 Description

419548 0x4C5B 10 word Internal Register (Float) 23 Description

419549 0x4C5C 10 word Internal Register (Float) 24 Description

419550 0x4C5D 10 word Internal Register (Float) 25 Description

419551 0Ox4C5E 10 word Internal Register (Float) 26 Description

419552 0x4C5F 10 word Internal Register (Float) 27 Description
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5xxxx Write Registers (supports function 8)

Sub-function Data Field (Request) Data Field (Response) Description
0x0001 OxFFOO Echo Request Data Reboot
0x0001 Ox55AA Echo Request Data Reset with Factory default
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SNMP Agents with MIB 11, RS-232-like
Groups

The ioLogik W5300 has SNMP (Simple Network Management Protocol) agent software built in. The software
supports SNMP traps, RFC1317 RS-232-like groups, and RFC 1213 MIB-I11. The following table lists the
standard MIB-I11 groups, as well as the variable implementation for the ioLogik W5300.

RFC1213 MIB 11 Supported SNMP Variables

System MIB Interfaces MIB IP MIB ICMP MIB
SysDescr ifNumber ipForwarding IcmplInMsgs
SysObijectID iflndex ipDefaultTTL IcmplnErrors
SysUpTime ifDescr iplnreceives IcmplnDestUnreachs
SysContact ifType iplnHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmplnParmProbs
SysLocation ifSpeed ipForwDatagrams IcmplInSrcQuenchs
SysServices ifPhysAddress iplnUnknownProtos IcmplnRedirects

SysServices ifAdminStatus ipInDiscards IcmplnEchos
ifOperStatus ipInDelivers IcmplnEchoReps
ifLastChange ipOutRequests IcmplInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
iflnUcastPkts ipOutNoRoutes IcmplnAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
ifinDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs

Interfaces MIB IP MIB ICMP MIB

iflnUnknownProtos ipReasmFails IcmpOutTimeExcds

ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IlcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos

ifOutErrors ipAdEntIfIndex IcmpOutEchoReps

ifOutQLen ipAdEntNetMask IcmpOutTimestamps

ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps

ipAdEntReasmMaxSize IcmpOutAddrMasks
ipRouteDest IcmpOutAddrMaskReps
ipRoutelflndex

ipRouteMetricl

ipRouteMetric2

ipRouteMetric3

ipRouteMetric4

ipRouteNextHop

ipRouteType
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SNMP Agents with MIB 11, RS-232-like Groups

Interfaces MIB

IP MIB

ICMP MIB

ipRouteProto

ipRouteAge

ipRouteMask

ipRouteMetric5

ipRoutelnfo

IpNetToMedialflndex

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards

UDP MIB

TCP MIB

SNMP MIB

UdplnDatagrams

tcpRtoAlgorithm

snmplnPkts

UdpNoPorts

tcpRtoMin

snmpOutPkts

UdplnErrors

tcpRtoMax

snmplnBadVersions

UdpOutDatagrams

tcpMaxConn

snmplnBadCommunityNames

UdpLocalAddress

tcpActiveOpens

snmplnBadCommunityUses

UdpLocalPort

tcpPassiveOpens

snmplnASNParseErrs

tcpAttempFails

snmplnTooBigs

tcpEstabResets snmplnNoSuchNames
Address Translation MIB tcpCurrEstab snmplnBadValues
Atlflndex tcplnSegs snmplnReadOnlys
AtPhysAddress tcpOutSegs snmplnGenErrs
AtNetAddress tcpRetransSegs snmplnTotalReqVars
AtNetAddress tcpConnState snmplnTotalSetVars

tcpConnLocalAddress

snmplinGetRequests

tcpConnLocalPort

snmplInGetNexts

tcpConnRemAddress snmplnSetRequests
tcpConnRemPort snmplnGetResponses
tcplInErrs snmplnTraps
tcpOutRsts snmpOutTooBigs

snmpOutNoSuchNames

snmpOutBadValues

snmpOutGenErrs

snmpOutGetRequests

snmpOutGetNexts

snmpOutSetRequests

snmpOutGetResponses

snmpOutTraps

snmpEnableAuthenTraps
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Private MIB File and SNMP Variables

Moxa also provides an SNMP for the 1/0 MIB file to help you monitor 1/0 status with SNMP software. You can
find the MIB file from Moxa's website. The ioLogik W5312 does not have an Analog Input (Al).

ioLogik W5340/W5340-HSPA

Moxa-10-MI1B Moxa-10-MIB Moxa-10-MIB
totalChannelNumber dio05-Index AlO1-Index
serverMode dio05-Type AlO1-Type
systemTime dio05- Mode AlOl1l-Range
firmwareVersion dio05- Status AlO1-Value
dio00-Index dio05- Filter AlO1-Min
dio00-Type dio05- Trigger AlO1-Max
dio00- Mode dio05- CntStart Al02-Index
dio00- Status dio05- PulseStart AlO2-Type
dio00- Filter dio05- LowWidth AlO2-Range
dio00- Trigger dio05- Highwidth AlO2-Value
dio00- CntStart dio06-Index Al02-Min
dio00- PulseStart dio06-Type Al02-Max
dio00- LowWidth dio06- Mode AlO3-Index
dio00- Highwidth dio06- Status AlO3-Type
dio01-Index dio06- Filter AlO3-Range
dio01-Type dio06- Trigger AlO3-Value
dio01- Mode dio06- CntStart Al03-Min
dioO1- Status dio06- PulseStart Al03-Max
dioO1- Filter dio06- LowWidth VCOO-Index
dioO1- Trigger dio06- Highwidth VCO0O0-Value
dioO1- CntStart dio07-Index VCO1-Index
dio01- PulseStart dio07-Type VCO1-Value
dioO01- LowWidth dio07- Mode VCO02-Index
dio01- HighWidth dio07- Status VCO02-Value
dio02-Index dio07- Filter VCO03-Index
dio02-Type dio07- Trigger VCO03-Value
dio02- Mode dio07- CntStart VCO04-Index
dio02- Status dio07- PulseStart VCO04-Value
dio02- Filter dio07- LowWidth VCO5-Index
dio02- Trigger dio07- Highwidth VCO05-Value
dio02- CntStart relayOO-Index VCO6-Index
dio02- PulseStart relayOO-Type VCO06-Value
dio02- LowWidth relayOO- Mode VCO7-Index
dio02- Highwidth relay0O- Status VCO7-Value
dio03-Index relayOO- LowWidth VCO08-Index
dio03-Type relayOO- HighWidth VCO08-Value
dio03- Mode relay0O- PulseStart VCO09-Index
dio03- Status relay00O- IRelayCNT VC09-Value
dio03- Filter relay00- TotalRelayCNT

dio03- Trigger relayO1-Index

dio03- CntStart relayO1-Type

dio03- PulseStart relayO1- Mode

dio03- LowWidth relayO1- Status

dio03- Highwidth relayO1- LowWidth

dio04-Index relayO1- HighWidth

dio04-Type relayO1- PulseStart
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Moxa-10-MIB Moxa-10-MIB Moxa-10-MIB
dio04- Mode relayO1- IRelayCNT

dio04- Status relayO1- TotalRelayCNT

dioO4- Filter AlO00O-Index

dio04- Trigger AIOO-Type

dio04- CntStart AlOO-Range

dio04- PulseStart AlOO-Value

dio04- LowWidth Al00-Min

dio04- Highwidth Al00-Max
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'Factory Default Settings

The factory default settings for firmware V1.3 for the ioLogik W5312 series, V1.5 for the ioLogik W5340 series,
and V1.2 for the ioLogik W5340-HSPA series, are as follows:

IP address:

Netmask:

Gateway:

Communication Watchdog:
Modbus/TCP Alive Check:
Modbus/TCP Timeout Interval:

Server Address
Server Port
Baud Rate
Data Bit

Stop Bit

Parity

Mode

Cellular Band
Cellular Operation Mode
Caller IDs

DI Mode:

DI Safe Status:

Filter Time for Counter:
Counter Trigger Type:
Counter Status:

Al Mode:

DO Mode:

DO Safe Status:
Pulse Low Width:
Pulse Hi Width:
No. of Pulses:

Filter Time for Counter:
Counter Trigger Type:
Counter Status:
Counter status:

192.168.127.254
255.255.255.0
None

Disable

ON

60 sec

None

0]

9600

8

1

None

RS-485, 2- Wire

Auto
On-Demand
None

DIO-0 to DIO-5 (W5340),
DI-0~DI-7, DIO8~11(W5312)
Off

10 % 0.5mS

Lo to Hi

Stop

Al-0 to AI-3, +/- 10V

DIO-6 to DIO-11(W5340),
DO-0~DO-7(W5312)

Off

1

1

0 (continuous)

10 % 0.5mS
Lo to Hi
Stop

Stop
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Password: “empty”
Module Name: “empty”
Module Location: “empty:
SNMP: Enable
Community: Public
Contact: “empty”
Location: “empty”
Data Logging — Al Channel Logging Per 1min
TFTP Server Address None
TFTP Server Port 0
Active OPC Server Address None
Active OPC Server Port 9900

ioLogik W5300 Network Port Usage

Port Type Usage

68 UDP BOOTPC

68 UDP DHCP

69 UDP Export/import file

161 TCP SNMP

502 TCP Modbus Communication
500 UDP IPsec VPN, NAT-T disabled
4500 UbDP IPsec VPN, NAT-T enabled
4800 UbDP Auto search

9000 TCP Active Message (Default)
9000 UDP Active Message (Default)
9300 TCP ioAdmin

9500 TCP Active OPC server

9900 TCP Active OPC server
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Troubleshooting the Cellular 170
Connection

Moxa provides the following checklist as a step-by-step troubleshooting guide. If you still can’t solve the
problem, please complete the checklist and mail it to Moxa. We will do a further analysis and then contact you
with the results.

Type the IP addresses in the spaces provided.

Internet

Cellular
Network

SCADA/ioAdmin Active OPC Server ioLogik W5300
P IP: IP:

Problem Description:

= Can’t Power On

e The W5300 always reboots

= Can't connect to the Cellular network

= i0oAdmin can’t find the device

= Received error message “Failed to execute OPCENUM”
= SCADA cannot connect to Active OPC Server

Self Checklist:

Power:

1. Is the power connector connected to a power supply? [] Yes: _ V, A [] No

2. Does power LED show a steady green? [ ]| Yes [ ] No
3. What color is the READY LED? [ ] Green [] Blinking [ ] OFF
4. What color is the FAULT LED? [ ] Red [] Blinking [ ] OFF

SIM card settings:

1. Is the antenna connected properly? [] Yes [ ] No

2. Is the SIM card inserted correctly? [ ] Yes [ ] No

3. Does the SIM card have the capability to connect to a Cellular network? [] Yes [] If No, contact your

carrier
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ioAdmin

No oM wNhE

Is the AOPC IP Address correc? [ ] Yes, IP: [] No
Is the GPRS/Link LED a steady green? [] Yes [ ] No

What status is shown on ioAdmin’s Cellular Dial Up setting tab?

Check the RSSI Level:

Where ioAdmin show an error code? [ ] If yes, [] No

Does ioAdmin show the Cellular IP address? [ ] If yes, IP: [] If No, contact your carrier
Operation Mode: [ ] Always On [ ]JOn Demand

Active OPC server (AOPC):

1. Check the Firewall. Port 9900 (AOPC), 9500, 9300, 502 should be open

2. Is the AOPC IP address on the Cellular dial up setting Tab correct? [] Yes, IP: ] No
3. Check the AOPC log window. Do you see a message? [ ] Yes, [] No, nothing special
4. Does AOPC'’s tree view show the device? [ ] Yes [] No

5. Does ioAdmin show the AOPC after adding AOPC manually? [ ] Yes [] No

6. Choose “sort by AOPC” in ioAdmin. Does ioAdmin show the AOPC? [] Yes [ ] No

7. Does ioAdmin show the device in the AOPC list? [ ] Yes [ ] No

8. Can you ping the AOPC IP address? [] Yes, Time: ms [] No. How to ping AOPC?
Client Test:

1. Did you install OPC core components in your PC? [] Yes [ ] No

2. Were AOPC and the Client tested on the same PC? [ ] Yes [ ] No, please install them

3. Did you create an Active Tag in ioAdmin? [] Yes, [ ] No

4. Does Client test connect to AOPC? [] Yes [ | No. Error Message:

Remote Client test:

1.
2.

Are the AOPC PC and Client test PC on same Domain? [ ] Yes [ ] No

Are the AOPC PC’s firewall, security, and authorization settings set? [ | Yes, check the port setting and user
group settings [ ] No

What kind of Error Message is displayed when you use Client test?

Please return the completed form to Moxa.

Cellular modem error codes:

Error Code Phenomena Display Message
0 Cellular Module_OK No Error

1 Cellular Module without SIM Card No SIM Card Installed
2 Cellular_Module with Error PIN Code PIN Code Error

3 Cellular_Module can’t detected Error Code 3

4 Can’t registration Cellular Network Error Code 4

5 Cellular_Module Parameters Incorrectly Error Code 5

6 Cellular_Module Busy Error Code 6

7 APN incorrectly Wrong APN Setting
8 Dial to Cellular fail dial to Cellular fail
9 PPP Connect fail PPP connect fail

10 Cellular_Module is not Ready Error Code 10

11 Initiate UART port error Error Code 11

12 No any incoming call in Queue Error Code 12

13 Communication Timeout between CPU and Module Error Code 13

14 Unknown Fail Error Code 13
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FAQ

The following information is provided as a guide that you can refer to when troubleshooting. If you still can’t
solve your problem, please email the details of the problem to Moxa'’s tech support engineers. We will do
further analysis and then contact with a solution.

How to set Active OPC to get better connection quality

iThe oLogik W5300 uses a Heartbeat signal to check the connection quality between Active OPC server and the
device. In the event of a low bandwidth cellular connection, Active OPC will lose the heartbeat signal of the
“Heartbeat Interval.” We suggest using a value greater than 60 seconds. For Active OPC server, the time out
value of the Modbus gateway function should be greater than the heartbeat interval setting.

Service delay time

Based on our own testing results, the delay time should be less than 3 seconds.
Which TCP ports should Initial open?

Four ports should be opened: 9900, 9500, 9300, and 502. Note that 9900 is definable; please make sure that
the port numbers are defined correctly.
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