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Introduction

Thank you for buying Moxa’s DA-720 panel computer. This model of the DA-720 comes with the Windows 10

Enterprise LTSB 2016 software platform, which provides a simple and familiar development environment for
your various industrial applications needs.

The following topics are covered in this chapter:

O Software Components
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Software Components

The Windows 10 Enterprise LTSB preinstalled on the DA-720 computer consists of the following:

Windows 10 Enterprise LTSB (by CTOS)
Core OS:

* 64-bit support

¢ Remote Client

e Remote Procedure Call

Applications and Services Development:
¢ .Net Framework 4.6

e Remote Desktop Protocol 10

e COM OLE Application Support

e COM+ Application Support

e MSMQ (message queuing)

e Work Folders Client

Internet Services:

e Internet Explorer 11

¢ IIS 10

File Systems and Data Storage:

e Windows Data Access Components

e Windows Backup and Restore
Diagnostics:

e Common Diagnostic Tools

e Problem Reports and Solutions

Graphic and Multimedia Tools:

e MPEG DTV-DVD Audio Decoder (MPEG-2, AAC)
e MPEG Layer-3 Audio Codecs (MP3)

e MPEG4 Decoders

e Windows Media Video VC-1 (WMV) Codecs
e DirectX and Windows Device Experience
e Create and play DVDs

* Photo Viewer

* Remote media streaming

e Windows Media Player

e Windows Mail

¢ Microsoft Print to PDF

e Internet Printing Client

e Windows Fax and Scan

e XPS Viewer

e XPS Services

Management:

e Group Policy Management

e Windows Management Instrument (WMI)
e Windows Update
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Networking:

e Extensible Authentication Protocol (EAP)
¢ Internet Authentication Service

e Telnet Server

¢ Bluetooth

e Domain Services

o Network Access Protection

e Network and Sharing Center

e Quality of Service

e Remote Access Service (RAS)

e Telephony API Client

e Windows Firewall

e Wireless Networking

Security:

e Credential Roaming Service

e Credentials and Certificate Management
e Windows Authorization Manager (AzMan)
e Windows Security Center

e Active Directory Rights Management

e Security Base

e Encrypted File System (EFS)

e MS Antimalware

e Windows Defender

Embedded Features:

e Unified Write Filter (UWF)

e Message Box Default Reply

* Registry Filter

e The Microsoft Web Services on Devices API (WSDAPI) for .NET
Embedded Self-Health Diagnostics: SNMP-based remote scripting layer for monitoring, reporting, and
control
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System Initialization

This chapter covers the initial system settings on the DA-720 computer after you boot up the computer for the
first time.

The following topics are covered in this chapter:

O Overview

» Initializing User Settings
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Overview

Like most laptop computers, you must first create a user account and configure the user account settings.

Initializing User Settings

1. When you boot the embedded computer for the first time, you will be asked the following four questions:

(1) What's your home country/region?

(2) What's your preferred app language?

(3) What keyboard layout would you like to use?
(4) What time zone are you in?

Choose your answers and click Next.

2. Click Use Express settings.

Get going fast

Change these at any time. Select Use Express settings to:

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, and use your advertising ID
to personalize your experiences. Send Microsoft and trusted partners some location data to improve
location services.

Help protect you from malicious web content and use page prediction to improve reading, speed up
browsing, and make your overall experience better in Windows browsers. Your browsing data will be

sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Not all networks are
secure.

Send error and diaanostic information to Microsoft.

Learn more:

Use Express settings

3. Provide User name, Password, and Password hint, and click Next to create a user account on the computer.

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember but hard for
others to guess.

‘Who's going to use this PC?
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You can start using the DA-720 embedded computer once the user account is created.
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Configuring the Serial Interface

This chapter describes how to configure the serial interface on the DA-720 computer.
The following topics are covered in this chapter:

O Overview

O Configuring Serial Interface Mode
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Overview

The DA-720 supports three serial modes: RS232, RS485-2-wire, and RS422/RS485-4-wire. These modes
can be configured either on COM1 or COM2 port.

Configuring Serial Interface Mode

To change the serial interface mode settings, do the following:

1. In the Start menu select All apps > Moxa > mxSetSeriallnterface.

Most used

g Snipping Tool

d Paint
I
@_ Intel® HD Graphics Control Panel

M

l Moxa

I:I mxSetSenallnterface

Search

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System

2. Select a Port for the serial interface.

o5 Set Serial .,  — O x
Port: | COM1 e
Mode: |oopz

k. Cancel
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3. Select the specific Mode for the serial interface.

o Set Seriall.,  — O ¥
Part; | COM1 e
Mode: |R5232

15485 2 wires

R5422 /R5485 4 wires

4. Click OK.
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Enabling Embedded Filters

This chapter describes how to operate the embedded features on the DA-720 computer.
The following topics are covered in this chapter:

O Unified Write Filter
> Overview

» Configuring File-Based Write Filter
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Unified Write Filter

Overview

What is UWF?

The Unified Write Filter (UWF) is a feature to protect physical storage media from data writes. UWF intercepts
all write attempts to a protected volume and redirects those write attempts to a virtual overlay. This improves
the reliability and stability of your device and reduces the wear on write-sensitive media, such as flash memory
media like solid-state drives.

About UWF Overlay

UWF intercepts all modifications to any sector on a protected volume. A sector is the smallest unit that can be
changed on a storage volume. Any time the file system attempts to modify a protected sector, UWF instead
copies the sector from the protected volume to the overlay, and then modifies the overlay instead. If an
application attempts to read from that sector, UWF returns the data from the overlay instead, so that the
system maintains the appearance of having written to the volume, while the volume remains unchanged.

Source: www.microsoft.com

Configuring File-Based Write Filter

1) Enabling or Disabling the UWF Function

To enable the UWF function, do the following:

1. Select Control Panel in the Windows Start menu.

Programs and Features
Power Options

Event Viewer

System

Device Manager
MNetwork Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. In the left panel, click Programs.
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Enabling Embedded Filters

3. Click on the Turn Windows features on or off link under Programs and Features, select Unified
Write Filter from the list, and click OK.

4.

o]

Control Panel Home

System and Security
Network and Internet

Hardware and Sound

Programs
User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

« v A [ » ControlPanel 5 Programs

Programs and Features

Uninstall a pro

Run programs= i (& sijindows Features - o X
Default Pros )
Change defaulf| Turn Windows features on or off (2]

Set your defau

gram | P Tum Windows features on or off | View installed updates

H T4 turn a feature on, select its check box. To tum a feature off, clear its

check box A filled box means that only part of the feature is turned on,

[ | Simple Network Management Protocal {SNMP) ~
Simple TCPIP services {i.e. echo, daytime etc)

SME 1.0/CIFS File Sharing Support

Telnet Client

TFTP Client

Windows Identity Foundation 3.5
Windows PowverShell 2.0

Windows Process Activation Service
Windows TIFF IFilter

Wark Folders Client

ram

<] Search Cantral Panel »

XPS Servires &2
Cancel
Click Restart now to apply the changes.
X
[ Windows Features
Windows completed the requested changes.
Windows heeds to reboot wour PC to finish installing the requested changes,
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2) Configuring the UWF Overlay Settings

To configure the UWF overlay settings, do the following:

1. Type cmd in the Windows Start menu field and press Enter to open a terminal.

Best match

) Command Prompt
Y Desktop app

2. Run the following command to protect the computer volume C:
uwfmgr volume protect C:
3. Run the following command to enable UWF protection:

uwfmgr filter enable

Ed Adrinistraton ChWWndows\Systern32homd, exe — [m] x

lume protect C
noUtility w
. A1l righ

r UWF iz enabled.
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Enabling Embedded Filters

4. Run the following command to exclude files in the C:\Program Files folder from UWF protection:

uwfmgr file Add-Exclusion C:\Program Files

ER Administrator CAWindows\ System32hcmd.exe

Wind em

ed write Filter { ion Utility wersion !

ed write Filter
i Mic

ILTER SETTIMNGS
Filte e:
Pending commit:
Shutdo

wolume =
wolume ID:

cal Threshold: 1824 MB

After restarting your computer, you can check the UWF status by running the uwfmgr get-config command

in a terminal.

To test the UWF protection:

1. After you enable UWF protection, create files both in the C:\Program Files and the C:\ folders.

2. Restart the computer.

Only the file that you created in the C:\Program Files should exist. The file that you created in the C:\

folder is erased.

To disable the UWF protection, open a terminal and run the uwfmgr filter disable command.
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Examples

This chapter describes how to use the different functions of the DA-720 with examples.

The following topics are covered in this chapter:

a

Watchdog Function

» Enabling the Watchdog Function

LED Indicators

> Displaying and Controlling the LED On/Off Status
Serial Interface

» Displaying and Controlling the UART Mode

Relay Output

» Displaying the Relay Status and Changing the Status to High or Low
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Watchdog Function

An executable file, watchdog.exe that enables the watchdog function, is provided in the software DVD that
ships with the computer.

Enabling the Watchdog Function

To enable the watchdog function on your computer using the watchdog.exe file, do the following:

1. Create c:\programs\example folder and copy the following files into the folder:

mxdwg.dll: <Software DVD>\examples\DA720-W10-example\3.lib\mxwdg
mxGenerallo.dll: <Software DVD>\examples\DA720-W10-example\3.lib\MxGenerallo
Watchdog.exe: <Software DVD>\examples\DA720-W10-example\Release\x64\

2. Run Watchdog.exe.
You must press Enter every 10 seconds to prevent the system from restarting.

If you want to stop the watchdog function and exit the program, type q.

BN Administrator: C\Windows\system32\cmd.exe S=RECE X
tchdog

seconds

seconds

seconds

seconds
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LED Indicators

An executable file, LED.exe that displays and controls the status of the LEDs, is provided in the software DVD
that ships with the computer.

Displaying and Controlling the LED On/Off Status

To display the status of the LEDs and to switch the LEDs On or Off, do the following:

1. Copy the following files from the product software DVD:

mxgpio.dll: <Software DVD>\examples\DA720-W10-example\3.lib\mxgpio\x64
mxGenerallo.dll: <Software DVD>\examples\DA720-W10-example\3.lib\MxGenerallo
LED.exe: <Software DVD>\examples\DA720-W10-example\Release\x64\

2. Run LED.exe.

B CA\Users\moxa MOXA-LTINMIFONH\Desktoph 1. LED B4\ LED. exe o O X

3. Select 1 to get the value of the current LED.

NOTE The LED port numbers 0 to 5 are used to represent the LEDs 1 to 6 on the computer's front panel.

B ChlUsers\moxa, MOXA-LT1NMIFONH\Desktoph 1.LED\x64\LED exe = m} X
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4. Select 2 to change the status (On, Off) of the current LED.

B ChUsers\moxa MOXA-LTINMIFONH\Desktop 1. LED 64\ LED. exe = O X

nput the Port Number (& ~ 5) =
(2]
is on, 1 is off) - @

Serial Interface

An executable file, UartMode.exe that displays the status and controls the UART mode of the computer is
provided in the software DVD that ships with the computer.

Displaying and Controlling the UART Mode

To display the status of the UART interface and to set the UART mode, do the following:

1. Copy the following files from the product software DVD:
mxsp.dll, SysInfo.dll, SysInfo.sys, SysInfoX64.sys:
<Software DVD>\examples\DA720-W10-example\3.lib\mxsp\x64
mxGenerallo.dll: <Software DVD>\examples\DA720-W10-example\3.lib\MxGenerallo
UartMode.exe: <Software DVD>\examples\DA720-W10-example\Release\x64\

2. Run UartMode.exe.

B ChUsers\moxa MOXA-LTTNMIFOMH\ Desktop' 2. UART x84\ UartMode.exe = O x
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3. Type 2 to set the serial interface and follow the onscreen instructions.

B ChUsers\moxa MOXA-LTINMIFONH\Desktop\2 UART w64\ UartMode.exe = O X

4. Type 1 to display the current serial interface settings.

B CA\Users\moxa MOXA-LTINMIFONH\Desktop\ 2 UART 64\ UartMode.exe o O X
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Relay Output

An executable file, Relay.exe that displays the relay status and helps you change its status is provided in the
software DVD that ships with the computer.

Displaying the Relay Status and Changing the Status to High
or Low

To display the relay status and to set the status to high or low, do the following:

1. Copy the following files from the product software DVD:

mxgpio.dll: <Software DVD>\examples\DA720-W10-example\3.lib\mxgpio\x64
mxGenerallo.dll: <Software DVD>\examples\DA720-W10-example\3.lib\MxGenerallo
Relay.exe: <Software DVD>\examples\DA720-W10-example\Release\x64\

2. Run Relay.exe.

B CA\Users\moxa MOXA-LTINMIFONH\Desktop'4.Relay\Relay.exe o O X

3. Type 2 to set the serial interface and follow the onscreen instructions.

BT Ch\Users\moxa MOXA-LTINMIFONH\Desktop\4.Relay\Relay.exe o m} X
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4. Type 1 to display the current serial interface settings.

B ChUsers\moxa MOXA-LTINMIFONH\Desktop\4.Relay'\Relay. exe = O X
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System Recovery

This chapter describes the Windows 10 Enterprise LTSB platform recovery process in the event of system
instability.

The following topics are covered in this chapter:

O Recovery Environment
O Recovery Procedure

O Saving the System Image to the USB Drive
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Recovery Environment

The recovery environment consists of the DA-720 panel computer and a bootable USB disk that contains the
recovery programs and system image file.

The hardware used includes a PC, a DA-720 computer, and a USB disk with the recovery programs.

NOTE The USB disk should have at least 8 GB of free space.

DA-720

USB Disk
(Recovery data included) USB Ports

Recovery Procedure

Step 1: Prepare your USB drive
1. Run the tuxboot-windows-23.exe program from the <Software DVD>\recovery folder, select the Pre
Downloaded option, and then click on the ... button as shown below:

@ On-ine Distribution [donezilla_live_siable

~ Clonezilla
Homepage: http: /idonezilla. org/
Description: CloneZilla live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live
are based on Debian
Install Notes: CloneZilla live is booted and run in live mode; no installation is required to use it
Download Path: Clonezilla Live Stable at SourceForge

1 Pre Downloaded 150 -

[7] Show Al Drives {Use with Care) [ Save ISO file MDS Check

Type: [USB Drive v] Drive: [D:‘\ '] [ oK
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2. Browse to and select the CloneZilla ISO file from the <Software DVD>\recovery folder.

-
| Open Disk Image FIIE“..—. . — -

@©v| |y« EXP.. » ClonezillaFactory_2013-02-21-... - | 3 | | Search ClonezillaFactory_ 2013...

Organize * New folder B== = [

S Eavorites Marne Date modified Type
B Deskiop &4 clonezilla-live-2.0.1-15-i686- pae-moxa-2.... 6/24/2013 4:37 PM Disc Image
& Downloads

v
/= Recent Places

- Libraries
@ Documents
JT Music
Pictures
EE Videos

m

M Com puter
&, Local Disk (C:)

== Removable Disk |

4| i} | 3

File name: clonezilla-live-2.01-15-i686-pae-mo: IAHFHE (*.iso *.zip *.img *.gz *.| vl

[ Open ] ’ Cancel ]

3. Select the USB Drive type and the Drive, and then click OK to continue.

(7) On-line Distribution [donezilla_liue_siﬁble v] [mrrent

Fowreciby
~ Clonezilla

Homepage: hitp: {/donezilla. ora/

Description: CloneZilla live is a distribution used for disk backup and imaging. The stable branch of Clonezilla live

are based on Debian
Install Notes: CloneZilla live is booted and run in live mode; no installation is required to use it.

Download Path: Clonezilla Live Stable at SourceForge

@ Pre Downloaded h2-21-19\donezila-ive-2.0. 1-154686-pae-moxa-2.0.0.is0 I]
[ show All Drives (Use with Care) Save 150 file MD5 Check

Type: [USB Drive v] Drive: [DL\ v] [
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The boot files will be copied to your USB drive.

1. Downloading Files (Done)
2. Extracting and Copying Files (Current)
3. Installing Bootoader

4, Installation Complete, Reboot

Extracting files, please wait...

Archive: D;\EXPC-1319-5T5-W 7E\ClonezillaFactory _2013-02-21-14\donezillaHive-2.0. 1-154686-pae-moxa-2.0.0

Source: EFI_disable\boot\unicode. pf2 (2500 KB)
Destination: 0:\EFI_disable\boot\unicode.pf2

Extracted: 7 of 42 files

4. Once the boot files are copied, click Exit to stop the program.

1. Downloading Files (Done)
2. Extracting and Copying Files (Done)

3. Installing Bootoader (Done)

4. Installation Complete, Reboot (Current)

After rebooting, select the USE boot option in the BIOS boot menu.
Reboot now?

Reboot MNow ] [ Exit

5. Manually copy the os_image directory from the <Software DVD>\recovery folder to the
\home\partimag\ folder on the USB drive.
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Step 2: Change the BIOS Settings
You will need to change the BIOS settings of your computer to enable it to boot from the USB disk.

1. Turn on the computer and press F2 till you hear a beep and the BIOS setup menu is displayed.

2. Select the Boot tab and then select Legacy. Press Enter to continue.

<Fnab led>

3. Select Boot Type Order.

Normal Boot Henu <Marmal=>
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4. Select the USB disk and then press “+” to move it to the first boot device position.

WARNING
An incorrect boot priority will lead to recovery failure.

. ——

Boot Type Order

CD/DVD-ROH Dr ive

Hard Disk Drive

Others

1 Tl Fo/F6 F9
SC ++ Enter F10

5. Press F10 and then press Enter to save and exit the BIOS setup.

Step 3: Restore the system from USB drive

Connect the USB disk to any of the DA-720’s USB ports and then reboot the computer. The system will boot
from the USB disk and the System Save & Restore utility is displayed.

1. In the utility window, select the clonezilla live restore disk option.

Moxa System Save & Restore Utility (UZ2.4.8-8)

clonezilla live restore disk

clonezilla live save disk
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2. Wait for the USB drive boot process to finish.

f-only fil

f-only fil

locale:

=t locale:

tlocale:

annot ch
1ot

tition

il d
D HARNING! ! MW ING!I
DATA IM THIS HARDDIS ARTITION( WILL / ITTEM! ALL
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4. Enter y to confirm again.

an this m

*ITTEN! ALL STING DATA WILY

5. Wait for the process to finish.

Fartclone
Partclone w0.2.78 http://partclone.org

Starting to restore image (-) to device (/dewssdal)
Calculating hitmap... Please wait... done!

File system: NTFS

Device size: G24.3 MB = 127999 Blocks

Space in use: 335.3 ME = 81864 Blocks

Free Space: 189.0 MB = 46135 Blocks

Block size: 4096 Byte

Elapsed: 00:00:06 Remaining: 00:00:08 Rate: 1.36GB/min
Current Block: 79394 Total Block: 127999

Data BElock Process:

Total Block Process:
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6. Select (0) Poweroff to power off the computer.

ftware Lab HC, Taiwan

Mow you can choose to:

poweroff Poweroff
Reboot
Enter command line prompt
rerunl Start over (image repository shomespartimag, if mounted, will be umounted)

rerun?  Start_over_(keep_image_repository_shomespartimag_mounted)

<0k>

7. Remove the USB drive after the computer has been powered off.

Step 4: Change the BIOS Settings to Boot from the Original Disk

Now you will need to change the boot priority so that the computer can boot from the original disk.
As the system reboots, press F2 to enter the BIOS setup menu.

1. Select Hard Disk Boot Priority and then press + to move to the first boot device position, and then press
Enter. Make sure the hard disk has first boot priority.

. S ——

Boot Type Order +: Hove Up
-: Move Down

CD/DVD-ROH Drive

LsB

Others

1 Tl Fa/F6 F9

SC ++ Enter F10

2. Press F10 and then press Enter to save and exit BIOS settings.
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Step 5: Reboot the Computer

You need to wait about 10 to 15 minutes for the system to restart two times automatically, since the system
configuration files will be initiated while booting up for the first time. Do not turn off the computer or shut
down the computer while the system is restarting; otherwise, the IIS service will be terminated. When the
operating system has successfully launched, you will need to restart your computer so that the new settings
can be activated.

Saving the System Image to the USB Drive

You may also save the current system image to the USB drive for system recovery in case the system crashes.
Before saving the system image to the USB drive, we suggest you remove all files under \home\partimag\
on the USB drive. In addition, change the BIOS settings to make the USB drive the first boot priority.

When the system boots up, do the following:

1. Select clonezilla live save disk.

Moxa Systed Save & Restore Utility (U2.4.8-8)

clonezilla live restore disk

clonezilla live save disk
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2. Wait for the USB drive boot process to finish.

.1419411 =d 0:0:1:0: [=db] Attached 5CSI disk

2072771 =d 0:0:0:0: Attached scsi generic sg0 type O

.2696911 =d O: : Attached scsi generic sgl type O

.2B0668] sr 1: : Attached scsi generic sg2 type 5

: Loading essential drivers ... [ 5.7725511 fitheros(R) L2 Ethernet Driver - version £.2.3
. 7745611 Copyright (c) 2007 Atheros Corporation.

.863196]1 Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bnxZ2x 1.62.00-6 (2011-01-30)
8059321 Btrfs loaded

.054095] device-mapper: uevent: version 1.0.3

.059737] device-mapper: ioctl: 4.19.1-ioctl (2011-01-07) initialised: dm-devel@redhat.com

¢ Rumming sscripts/init-premount ... done.

: Mounting root file system ... [ 6.2893821 Uniform Multi-Platform E-IDE driver

6.3018891 ide_generic: please use "probe_mask=0x3f" module parameter for probing all legacy ISA
IDE ports

6.8011411 NTFS driver 2.1.30 [Flags: R-W MODULE].

6.914295]1 NTFS volume version 3.1.
[Begin: Bunning sscriptsslive-premount ... done.
[ 7.3319891 FAT: utf8 is not a recommended IO charset for FAT filesystems, filesystem will be cas
e sensitivet
[ 7.4533691 aufs: module is from the staging directory, the guality is unknown, you have been war
ned .

7.479098]1 aufs £.1-standalone.tree-38-rcN-20110228

7.6102281 loop: module loaded

7.905144]1 squashfs: version 4.0 (2009-01-31) Phillip Lougher

sscriptsslive-realpremount ... done.

[Begin: Bunning ~scripts-live-bottom
. Begin: Configuring fstab ... done.
[Begin: Preconfiguring networking ... done.
[Begin: Loading preseed file ... done.
[Begin: Bunning sscriptssinit-bottom ... done.
INIT: version 2.88 booting
=ing makefile-style concurrent boot in runlevel 3.

3. Entery to continue.

Yolume Ma

n info in
aund!

arT LT LOn:
info
.

info in
d!
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4. Wait for the process to finish.

p.i.
plit with

Now you can choose to:

powerotf Poweroff

Reboot

Enter command line prompt

Start over (image repository shomespartimag, if mounted, will be umounted)
rerunz  Start_over_(keep_image_repository_shomespart imag_mounted)

<0k
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DE-PRP-HSR-EF Expansion Module

This chapter describes how to operate the DE-PRP-HSR-EF card on a DA-720 computer, and includes
information on configuring the DE-PRP-HSR-EF function using the configuration utility.

The following topics are covered in this chapter:

O Software Installation
» Installing the DE-PRP-HSR-EF Utility
» Checking the PRP/HSR Related Service and Program
O Configuring the DE-PRP-HSR-EF
Setting the Operating Mode
Getting the DE-PRP-HSR-EF Status
Getting the FPGA Version

Getting the Status of the Supervision Frame

YV V V VY V

Configuring Alert Notifications
O API Reference

» Overview
O API Functions

> Set Operating Mode

» Get RX/TX Counters
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Software Installation

Installing the DE-PRP-HSR-EF Utility

1. Extract the DE-PRP-HSR_V1.0_Utility.zip file and run WinPcap-4-1-3.exe to install the WinPcap setup
package.

(7 WinPcap 4.1.3 Setup — >

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http:llrllr.l,.,‘..,..‘..,..‘..Winpcap.nrg

(57 WinPcap 4.1.3 Setup —

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

Click Finish to dlose this wizard,
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2. Obtain the MxPrpSetup.msi file on the DE-PRP-HSR-EF Software CD/DVD or download the file from Moxa’s
support website at http://www.moxa.com/support/download_center.asp. Then, save the file on the
DA-720 computer.

3. Double-click on the MxPrpSetup.msi file to start the installation process.

-

o s |

<0 R

Organize » ‘ﬁ! Install - Mew folder = » i @
| < Favorites * Mame Date modified
Bl Desktop 15! MxPrpSetup 8/28/2014 4:52 PM
3 Downloads

m

T 5
J=| Recent Places

o Libraries
@ Documents

dﬁ Music

[ Pictures
H videos S| o | .
! MxPrpSetup Date rmodified: 8/28/2014 4:52 PM
Windows Installer Package Size: 483 KB

4. Click the Next button on the welcome screen.

ﬁ MxPrpSetup - X

"

The ingtaller will quide you through the steps required to install MxPrpSetup on vour computer.

Welcome to the MxPrpSetup Setup Wizard

WARMIMG: This computer program iz protected by copenight law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in severe civil
ar criminal penalties, and will be prozecuted to the masimunm extent pozsible under the law.

Cancel < Back




DA-720 Series UM for Windows

DE-PRP-HSR-EF Expansion Module

5. Accept the default installation directory or click Browse to select one and Click Next.

ﬁ MxPrpSetup — >

Select Installation Folder el

The inztaller will install M«PrpSetup to the following folder.

Toingtall in this folder, click "Mest”. To install to a different folder, enter it below or click "Browse",

Enlder:
C:4Program Fileshh 0a5M=PrpS etuph, Browsze...

Dizk Cost...

Install MxPrpSetup for yourself, or for anyone who uses this computer:

(®) Everyone
() Just me

¥y

6. Click Next to continue.

]ﬂ MxPrpSetup — >

Confirm Installation A

The ingtaller is ready ta install MxPrpSetup on vour computer.

Click "Mest" to start the installation.
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7. Click Close to complete the installation.
The Moxa PRP Service will be installed on the computer.

ﬁ MxPrpSetup —

Installation Complete

MuPrpSetup has been successfully installed.

Click "Cloze' to exit,

Please uze Windows Update to check far any critical updates to the HET Framewaork.

Checking the PRP/HSR Related Service and Program

1. In the Windows Programs and Features window, check the software version.

[ Pregrams and Features

1 [ » Control Panel » Programs > Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
%) Turn Windows features on or

off Organize ~ | Uninstall  Change  Repair
Name Uninstall this program. Publisher Installed On  Size
% Intel(R) Manageability Engine Firmware Recovery Ag...  Intel Corparation 2/8/207
& Intel & Control Center Intel Corporation 497207
4 Intel® Graphics Driver Intel Corporation 29207
M Intel® Management Engine Components Intel Corporation 27972017
[ Microsoft Visual C++ 2010 x64 Redistributable - 10.0... Microsoft Corporation /%207
[ Microsoft Visual C++ 2010 x86 Redistributable - 10.0.... Microscft Corporati 49207
Microsoft Visual C+ s 2013 Redistributable (x64) - 12.0... Microsoft Corporation 2/9/2017
I [n:| MxPrpSetup I MOXA 2102m7
(=] ancap 413 Riverbed Techneclogy, Inc. 29207

MOXA Product version:  1.00

. Size: 301 KB

58.0 MB
1.46 MB
74.2MB
204 MB
13.8 MB
1.1 MB
20.5 MB

301 KB

Version
1.1.0.26960
1.210m
10.18.10.4425
9.5.15.1730
10.0.40219
10.0.40219
12.0.40649.5
100
4.1.0.2980
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2. Check if the network adapter is renamed correctly.
The network adapter names should have the prefix PRPHSREthernet as shown below:

;.‘.; Device Manager -
File  Action View Help

s mE HEIB| X

O

== |DE ATA/ATAPI centrollers

Keyboards

@ Mice and other peinting devices

[ Monitors

I MOXA Embedded Drivers

W ? Metwork adapters

? Intel(R) Gigabit Metwork Cennection (PRPHSREthernet #1)
? Intel(R) Gigabit Metwork Connection (PRPHSREthernet #2)
? Intel(R) 1210 Gigabit Network Connection
? Intel(R) 1210 Gigabit Netwerk Connection 22
? Intel(R) 1210 Gigabit Network Connection #3
@ Intel(R) 1210 Gigabit Netwark Connection 24
? Intel(R) 1210 Gigabit Network Connection #5
@ Intel(R) 1210 Gigabit Netwark Connection 26
[ Realtek PCle GBE Family Controller
? Realtek PCle GBE Family Contreller £2
? Realtek PCle GBE Family Controller #3
? Realtek PCle GBE Family Contreller £4
? Realtek PCle GBE Family Controller #3
? Realtek PCle GBE Family Contreller 26
? Realtek PCle GBE Family Controller #7
L7 Realtek PCle GBE Family Controller #8

& Ports (COM &LPT)

= Print queues

I Processors
B Software devires

Intel(R) Gigabit Metwork Connection (PRPHSREthernet #1) Propert...

Teaming VLANs Diriver Details Events Resources
General Link Speed Advanced Power Management

[‘jl Imtel(R) Gigabit Metwors Connection (FRPHSREthemet #1)

Device type: Metwork adapters

Manufacturer: Intel

Location: PCl Slat & (PCI bus 27, device 0, function 0)
Device status

[This device is working propery.

Cancel
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3. Check if the network connections are renamed correctly based on the network adapter name.

L& Network Connections
4~ & > Network Connections »

Disable this network device

Organize ~
Name

0 Ethernet 10
M Ethemet 11
M Ethemet 12
U Ethernet 13
0 Ethernet 14
J Ethemet 2
U Ethemet 23
0 Ethernet 24
0 Ethemet 3
J Ethemet 4
M Ethemet 5
0 Ethemet&
0 Ethemet7
J Ethemet 9
1 PRPHSREthemet #1
[ PRPHSREthemet £2

<

16items  1item selected

Diagnose this connection

Status

Netwark cable unplugged
Netwark cable unplugged
Network cable unplugged
Netwark cable unplugged
Netwark cable unplugged
Netwark cable unplugged
Network 4

Netwark cable unplugged
Netwark cable unplugged
Netwark cable unplugged
Network cable unplugged
Netwark cable unplugged
Netwark cable unplugged
Netwark cable unplugged
Unidentified network
Unidentified network

Rename this connection

- [m] x
v ® | Search Network Connections 0

=~ M @

Netwark Categor|

View status of this connection  Change settings of this connection

Device Name Connectivity

Realtek PCle GBE Family Controller 27
Realtek PCle GBE Family Controller 5

Realtek PCle GBE Family Controller

Realtek PCle GBE Family Controller #3

Realtek PCle GBE Family Controller 22

Intel(R) 1210 Gigabit Netwark Connection #2

Intel(R) 1210 Gigabit Network Connection

Realtek PCle GBE Family Controller 28

Intel(R) 1210 Gigabit Netwark Connection #3

Intel(R) 1210 Gigabit Netwark Connection #4

Intel(R) 1210 Gigabit Network Connection #5

Intel(R) 1210 Gigabit Network Connection #6

Realtek PCle GBE Family Controller 26

Realtek PCle GBE Family Controller 24

Intel(R) Gigabit Network Connection (PRPHSREthemet #1)
Intel(R) Gigabit Network Connection (PRPHSREthemet £2)

Internet access Private network

No network access
Mo network access

Public network
Public network

4. Wait for 1 minute to confirm that the PRP/HSR service is running continuously without stopping.

7k Services - O x>
File Action \View Help
YRR B R
", Services (Local)

Moxa PRP Service Mame Description Status Startup Type Log &

. i‘%lntd{m ME Service Intel® Man... Running Automnatic (D.. Lec

%:ﬁ:f::::u {'}‘ Interactivie Services Detection  Enables use... Manual Loc

»,Qf Internet Connection Sharin...  Provides ne... Manual (Trig... Lec

é.‘& IP Helper Providestu... Running  Automatic Loc

D“F"'F’""—‘"’ ot inf . M -.f}; IPsec Policy Agent Internet Pro Manual (Trig... Met

PRP{ED::F{:IE;::IL C:rlr:ahnn on Moz »..‘.':J; KDC Proxy Server senvice (K... KDC Proxy 5. Manual Met

-S}; KtrRm for Distributed Tran... Coordinates,.. Manual (Trig... Met

() Link-Layer Topology Discov... Createsa M., Manual Loc

(€} Local Session Manager Core Winde... Running  Automatic Lec

'-E;‘, Microsoft (R) Diagnostics H... Diagnostics .. Manual Loc

'-E:?; Microsoft Account Sign-in ... Enablesuse., Running  Manual (Trig.. Leoc

'-é\}; Microsoft App-V Client Manages A.., Disabled Loc

'-63}; Microsoft iSCSI Initiator Ser...  Manages In... Manual Loc

'-E}, Microsoft Passport Provides pr... Manual (Trig... Loc

(€} Microsoft Passport Container Manages lo... Manual (Trig... Loc

E& Microsoft Software Shadow... Manages so.. Manual Loc

» lep Fo

{'& Netlogon Maintains a ... Manual Loc
Q&; Metwork Connection Broker  Brokers con...  Running  Manual (Trig... Lec ¥

< >

"\ Extended / Standard //
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5. Check if the PRPSuperVisionFrame.exe is running correctly.

1% Task Manager - (] x
File Qpticns View
Processes Peformance Users Details  Services
- 0% 14%
Mame CPU Memary
(n7] Intel(R) Capability Licensing Ser... 0% 1.1 MB e
(m] Intel(R) Dynamic Application Lo... 0% 0.9 MB
(8] Intel(R) Local Management Serv... 0% 40ME
@ Imtel (F) Management and Secur... 0% 9.0 MB
(7] Intel(R) ME Service (32 bit) 0% 0.7 MB
(= Microsoft Distributed Transacti... 0% 1.9 ME
(5] Microsoft Malware Protection C... 0% 1.3 MB
(7] MePrpSve 0% JAMBE
(8] PresentationFontCache.exe 0% 6.4 MEB
(85 PRPSupervisionFrame 0% 0.2 MB
57| Runtime Broker 0% 20 ME
Search 0% B2 MB
= Spoocler SubSystem App 0% 44 ME
(a7 Windows Driver Foundation - UL... 0% 1.4 ME
Windows Shell Expenence Host 0% 16.2 MB bt
Fewer details End task

Configuring the DE-PRP-HSR-EF

You can use the Moxa PRP Settings utility to set the operating mode on the DE-PRP-HSR-EF.

Setting the Operating Mode

1. Open the Moxa PRP Settings utility from the Start menu.

2. If more than one DE-PRP-HSR-EF is installed on the computer, select the index (1 to 3) of the
DE-PRP-HSR-EF that you want to configure from the Module Index drop-down list.

o5 MOXAPRP/HSRS. — | ¥
Module Index
E v]
PRP/HSR Mode
|PRP v Apply
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3. From the PRP/HSR Mode drop-down list, select an option and click Apply.

a-) MOXA PRP/HSR Settings I-:- L S

Module Index

1] -

PRP/HSR Mode I
| ] | ey | |

REER

4. Wait for the service to make the changes.

Getting the DE-PRP-HSR-EF Status

To get the counter value, do the following:

1. Run the GetRXCounters.exe program from the DE-PRPHSR_V1.0_example.zip file.

2. Get RX count values from the internal ports, port A and port B

BN Administrator: C:\Windows\system32\cmd.exe — O ot

2: Port®, 4: Portl, 8:

JRONGLAN

X DUPLICATE
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3. Get the TX count value.

B Administrator: CA\Windowssystern32\cmd.exe — O X

Port2 4

Getting the FPGA Version

1. Execute the GetFPGAVersion.exe program

B Administrator: C\Windows\system32\cmd.exe - O Lt

2. Check if the read status and the firmware version are correct.
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Getting the Status of the Supervision Frame

Open Wireshark using the hsr_prp_supervision filter and check if the Supervision frame is sent correctly.

Eile Edit Miew Go Capture Analyze Statisties lephony Tooks |ntemals Help
AN BREXZ A++aTi EBE QD DB XE B
Filter. | har_prp_supenvision w| Expression._. Clear Apply Save
Mo, Time Source Destination Protocol Length Info
2 1.09354400 moxaTech_00:e5:0f Broadcast ARP 66 who has 192.168.127.2547 T7ell 192.168.127.64
3 2.01503500 MoxaTech_00:e5:0F Broadcast ARP 66 who has 192.168.127.2547 Tell 192.168.127.64
5 3.01503900 MoxaTech_00:e5:0f Broadcast ARP 66 who has 192.168.127.2547 7Tell 192.168.127.64

Supervision

7 Tell 192.168.31.

7. 6ETBBA00 AsustekC 0 Broadcast ARp 42 who has 192.168.31.2547 Tell 192.168.31.
11 8. 68783700 Asustekc_02:4f:3e Broadcast ARP 42 who has 192.168.31.2547 Tell 192.168.31.59
12 9.83477300 Asustekc_02:4f:3e Broadcast ARP 42 who has 192.168.31.2547 Tell 192.168.31.50
14 10. 6872340 Asustekc _02:4fF:3e Broadcast ARP 42 who has 192.168.31.2547 Tell 192.168.31.59

# Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

# Gthernet II, src: MoxaTech 00:e5:0f (00:90:e8:00:e5:0f), DST: Tec_00:01:00 (01:15:4e:00:01:00)

+ HSR/PRP Supervision (IEC62439 Part 3)

+ ¥S5-Monitoring ethernet trailer, Source Port: 349 o
4e 00 O1 O0 O0 90 eE OO e5 Of 88 Tb 00 01
14 06 00 90 e8 00 e5 OF le 06 00 90 e8 00
00 00 00 00 00 00 00 O0 O0 OO0 00 00 00 00
00 00 00 00 00 OO0 00 OO0 00 00 01 5d bo 34

O B BB clive capture in progresss File: . | Packets: 14 - Displayed: . | Profile: Default

Configuring Alert Notifications

Setting Custom Actions

1. Connect the PRP/HSR card with a RedBox.
2. Stop the Moxa PRP/HSR service.
3. Check if the relay output is set to high.
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4. Add the relay output program to AlertNotification.cmd located in the AlertNotification folder.

|

= | MxPrpSetup

Home Share

€ - v 1
4 Downloads =+ *
Documents
& Pictures -

DE-SATA
WMxPrpSetup
Performance

SW RAIDT
¢@ OneDrive

[ This PC
[ Desktop

Documents

* Downloads

J‘s Music

=/ Pictures

m Videos

‘ie Local Disk ()
Intel
PerfLogs

Program Files

23items 1 item selected

Wiew

Marne -
AlertMotification
Log
e Ethernet_Settings.ico
[#:] InvertFiberSDFromPin.exe
mxgpio.dll
rmxprp.dil
& MxPrpinfo.exe
D MxPrpinfo.exe.config
{#9 MxPrpSetting.exe
D MxPrpSetting.exe.config
= MxPrpSvc.exe
D MxPrpSvc.exe.config
D MxPrpSveInstallState
5 PClico
:B PrpHsrConfiguration.ini
:B PrpHsrSequenceMrlini
>B PrpHsr5equenceMrl.ini
>!3 PrpHsrSequenceMr.ini
[ PRPSupervisionFrame.exe
[:] SetGpioled.exe

=] Tt ICDR A e

<« Local Disk (C:) » Program Files » MOXA > MxPrpSetup =

Date modified

10/19/2017 8:12 PM
10/19/2017 8:09 PM
3/21/2017 10:33 AM
10/12/2017 8:10 PM

10/12/2017 8:10 PM

N7 818 PM
10/12/2017 8:10 PM
10/12/2017 810 PM

AN /I0AT 3 AN NRA

v D

Type
File folder
File folder
lcon

Application

Application extens...

Search MxPr...

o X
e

Size

Application extens...

Application
CONFIG File
Application
CONFIG File
Application
CONFIG File
INSTALLSTATE File

lcon

1.1

Configuration sett...

Configuration sett..,

Configuration sett..,

Configuration sett...

Application
Application

[ S

o

0

[x%]

2%

~
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I = | AlertNotification

Home Share Wiew

€« - v

4 Downloads =+ * Mame

El Documents Alertl'\lotification.cmd

|J mxgpio.dll
[] Relay.exe

& Pictures -
DE-SATA
WMxPrpSetup
Performance

SW RAIDT
¢@ OneDrive

[ This PC
[ Desktop
|§| Documents
* Downloads
J‘s Music
=/ Pictures

m Videos

‘ie Local Disk ()

Intel
PerfLogs

Program Files

3 items

<« Program Files » MOXA » MxPrpSetup » AlertMotification v 0

- O X
L 7]

Search Alert... 2

Date madified Type Size

10/19/2017 %14 PM  Windows Comma... 1K

8/26/201

541 PM Application extens... 10 K]

/19/2017 824 PM  Application 12 K

mj AlertMotification.cmd - Notepad

File Edit Format View Help

REM DA-728 Relay Output

"C:\Program Files\MOXA\MxPrpSetup\AlertNotification\Relay.exe"
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5. Check the current status of the relay using the RelaySample.exe test program.

(The RelaySample.exe program is available in the DA-720-Win10_V1.0_Example.zip under the examples
folder)

6. Start the Moxa PRP/HSR service.
Disconnect all connections on port A and port B

8. Check if the relay output is set to low

B Ch\Program Files\MOXA\MxPrpSetupAlertMotification’\RelaySample.exe — O ¥
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API Reference

Overview

The Moxa PRP/HSR API provides a set of C functions for communicating with hardware devices.
The Moxa PRP/HSR API supports the following tasks:
e Setting the operating mode (PRP/HSR).

e Getting RX/TX counters

API Functions

Set Operating Mode

SetPrpMode Set the operating mode to PRP mode.
SetHHsrMode Set the operating mode to HSR mode.
SetPRPMode

int SetPrpMode(UINTS8 slaveAddr); ‘

Parameters

slaveAddr : The system management bus (smbus) slave address.

Return Value

Return value(ret) is zero on success, a negative error code on failure.
ret =0: Success

ret =-1: Error

Description

The SetPRPMode function is used to set the operating mode to PRP mode.

Example

#include "stdafx.h"
#include <windows.h>

#include "mxprp.h"

bool CheckMxPrpService () ;

#define LED INDEX PRP 0
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/*********‘k*************************‘k*****************************/
int tmain(int argc, TCHAR* argv([])
{

int boardIndex = 0;

int ledIndex = LED INDEX PRP;

UINT8 slaveAddr = 0xO0;

bool isServiceExist = false;

isServiceExist = CheckMxPrpService () ;
if (isServiceExist==true)
{
printf ("mxPrpService is running, to run this program, please stop the
mxPrpService\n") ;
printf ("Exit the program\n");

return 0;

if (argc < 2)

{
/* Get user selection for smbus slave address */
printf ("Enter the boardIndex:\n");
scanf ("%d", &boardIndex) ;

}

else

{
boardIndex = wtol(argv[l]);

slaveAddr = SMBUS SLAVE ADDRESS
slaveAddr += (UINT8)boardIndex;

/* Set the PRP mode */
SetPrpMode (slaveAddr) ;

/* Set the link mode */
SetLinkSpeedMode (slaveAddr) ;

/* Set the module led*/
ConfigureGpioMode (slaveAddr, ledIndex);
SetLedValue (slaveAddr, ledIndex);

return 0;

bool CheckMxPrpService ()

{
bool isServiceExists = false;
HANDLE hMutex;

hMutex = CreateMutex (
NULL, // default security descriptor
FALSE, // mutex not owned
TEXT ("Global\\MxPrpSvcMutex")); // object name

if (hMutex == NULL)
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printf ("CreateMutex error: n", GetLastError() );

}

else

{
if ( GetLastError () == ERROR ALREADY EXISTS )

isServiceExists true;

isServiceExists false;

/* No service is running, now we can close the mutex and run our program

CloseHandle (hMutex) ;

return isServiceExists;

SetHSRMode

int SetHsrMode (UINT8 slaveAddr) ; ‘

Parameters

slaveAddr : The smbus slave address.

Return Value

Return value (ret) is zero on success, a negative error code on failure.

ret =0: Success
ret = -1: Error
Description

The SetHSRMode function is used to set the operating mode to HSR mode.

Example

#include "stdafx.h"
#include <windows.h>

#include "mxprp.h"

bool CheckMxPrpService () ;

#define LED INDEX HSR 1
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/*********‘k*************************‘k*****************************/
int tmain(int argc, TCHAR* argv([])
{

int boardIndex = 0;

int ledIndex = LED INDEX HSR;

UINT8 slaveAddr = 0xO0;

bool isServiceExist = false;

isServiceExist = CheckMxPrpService () ;
if (isServiceExist==true)
{
printf ("mxPrpService is running, to run this program, please stop the
mxPrpService\n") ;
printf ("Exit the program\n");

return 0;

if (argc < 2)

{
/* Get user selection for smbus slave address */
printf ("Enter the boardIndex:\n");
scanf ("%d", &boardIndex) ;

}

else

{
boardIndex = wtol(argv[l]);

slaveAddr = SMBUS SLAVE ADDRESS
slaveAddr += (UINT8)boardIndex;

/* Set the HSR mode */
SetHsrMode (slaveAddr) ;

/* Set the link mode */
SetLinkSpeedMode (slaveAddr) ;

/* Set the module led*/
ConfigureGpioMode (slaveAddr, ledIndex);
SetLedValue (slaveAddr, ledIndex);

return 0;

bool CheckMxPrpService ()

{
bool isServiceExists = false;
HANDLE hMutex;

hMutex = CreateMutex (
NULL, // default security descriptor
FALSE, // mutex not owned
TEXT ("Global\\MxPrpSvcMutex")); // object name
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(hMutex == NULL)

printf ("CreateMutex error: %d\n", GetLastError() );

}

else

{
if ( GetLastError () == ERROR ALREADY EXISTS )

isServiceExists true;

isServiceExists false;

/* No service is running, now we can close the mutex and run our program

CloseHandle (hMutex) ;

return isServiceExists;

Get RX/TX Counters

GetRxCounter Get the RX counters from hardware device
GetTxCounter Get the TX counters from hardware device
GetRxCounter

int GetRxCounter(UINTS8 slaveAddr, UINT8 portSel, unsigned short counterOffset,

unsigned short *rxCounter);

Parameters
slaveAddr : The smbus slave address.
portSel: Port select, interlink, port A or port B.

counterOffset: Counter address offset.

rxCounter: The RX counter value.

Return Value

Return value(ret) is zero on success, a negative error code on failure.

ret =0: Success

Description

The GetRXCounter function is used to obtain the RX counter of the interlink ports, port A and port B.
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Example

#include "stdafx.h"
#include <windows.h>

#include "mxprp.h"

bool CheckMxPrpService () ;

unsigned short ReverseBytes (unsigned short value);

unsigned int GetRxGoodOctets (UINT8 slaveAddr, UINT8 portSel);
unsigned int GetRxErrOctets (UINT8 slaveAddr, UINT8 portSel);
unsigned int GetRxWrongLan (UINT8 slaveAddr, UINT8 portSel);
unsigned int GetRxDuplicate (UINT8 slaveAddr, UINT8 portSel);

/*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k***‘k*‘k***********************/
int tmain(int argc, TCHAR* argv([])
{

UINT8 portSel = 0;

UINT8 funcSel = 0;

unsigned short counterOffset = 0O;

unsigned int rxCounter = 0x0;

int boardIndex = 0;

UINT8 slaveAddr = 0xO0;

bool isServiceExist = false;

isServiceExist = CheckMxPrpService () ;
if (isServiceExist==true)
{
printf ("mxPrpService is running, to run this program, please stop the
mxPrpService\n") ;
printf ("Exit the program\n");

return 0;

/* Get user selection for smbus slave address */
printf ("Enter the boardIndex:\n");

scanf ("%d", &boardIndex) ;

slaveAddr = SMBUS SLAVE ADDRESS;

slaveAddr += boardIndex;

/* Configure Counter Control bit to 1 to update the values in counter registers

printf ("Select Port to configure: 2: PortO, 4: Portl, 8: Port2\n");
scanf ("%d", &portSel);
printf ("portSel = %d\n", portSel);

/* Get the counter value */

printf ("Select counter value to get:
GOOD OCTETS\n \
ERR\n \
WRONGLAN\n \
DUPLICATE\n \

scanf ("%d", &funcSel);
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switch (funcSel)

{

case 0:
rxCounter GetRxGoodOctets (slaveAddr, portSel);
break;

case 1:
rxCounter GetRxErrOctets (slaveAddr, portSel);
break;

case 2:
rxCounter GetRxWrongLan (slaveAddr, portSel);
break;

case 3:
rxCounter GetRxDuplicate (slaveAddr, portSel);

break;

default:

break;

printf ("rxCounter = 0x%x\n", rxCounter);

return 0;

unsigned int GetRxGoodOctets (UINT8 slaveAddr, UINT8 portSel)
{

unsigned int rxCount = 0;

unsigned short rxCountLow = 0;

unsigned short rxCountHigh = 0;

unsigned short recvData = 0xO0;

/* Get low part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX GOOD OCTETS L,
&recvData) ;

rxCountLow = ReverseBytes (recvData) ;

/* Get high part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX GOOD OCTETS H,
&recvData) ;

rxCountHigh = ReverseBytes (recvData) ;

/* Combine low part and high part data */

rxCount = (unsigned int) (rxCountHigh << 16) + rxCountLow;

return rxCount;

unsigned int GetRxErrOctets (UINT8 slaveAddr, UINT8 portSel)
{
unsigned int rxCount = 0;

unsigned short rxCountLow = 0

unsigned short rxCountHigh = 0;

unsigned short recvData = 0x0;
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/* Get low part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX ERR L,
&recvData) ;

rxCountLow = ReverseBytes (recvData) ;

/* Get high part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX ERR H,
&recvData) ;

rxCountHigh = ReverseBytes (recvData) ;

/* Combine low part and high part data */

rxCount = (unsigned int) (rxCountHigh << 16) + rxCountLow;

return rxCount;

unsigned int GetRxWrongLan (UINT8 slaveAddr, UINT8 portSel)
{

unsigned int rxCount = 0;

unsigned short rxCountLow = 0;

unsigned short rxCountHigh = 0;

unsigned short recvData = 0xO0;

/* Get low part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX WRONGLAN L,
&recvData) ;

rxCountLow = ReverseBytes (recvData) ;

/* Get high part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX WRONGLAN H,
&recvData) ;

rxCountHigh = ReverseBytes (recvData) ;

/* Combine low part and high part data */

rxCount = (unsigned int) (rxCountHigh << 16) + rxCountLow;

return rxCount;

unsigned int GetRxDuplicate (UINT8 slaveAddr, UINT8 portSel)
{
unsigned int rxCount = 0;

unsigned short rxCountLow = 0

unsigned short rxCountHigh = 0;

unsigned short recvData = 0xO0;

/* Get low part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX DUPLICATE L,
&recvData) ;

rxCountLow = ReverseBytes (recvData) ;

/* Get high part of RX counter */
GetRxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET RX DUPLICATE H,
&recvData) ;

rxCountHigh = ReverseBytes (recvData) ;
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/* Combine low part and high part data */

rxCount = (unsigned int) (rxCountHigh << 16) + rxCountLow;

return rxCount;

unsigned short ReverseBytes (unsigned short value)
{
return (unsigned short) ((value & OxFFU) << 8 | (value & OxFFOOU) >> 8);

bool CheckMxPrpService ()

{
bool isServiceExists = false;
HANDLE hMutex;

hMutex = CreateMutex (
NULL, // default security descriptor
FALSE, // mutex not owned
TEXT ("Global\\MxPrpSvcMutex")); // object name

(hMutex == NULL)

printf ("CreateMutex error: %d\n", GetLastError() );
}
else
{

if ( GetLastError() == ERROR ALREADY EXISTS )

isServiceExists true;

isServiceExists false;

/* No service is running, now we can close the mutex and run our program

CloseHandle (hMutex) ;

return isServiceExists;
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GetTxCounter

int GetTxCounter(UINTS8 slaveAddr, UINTS8 portSel, unsigned short counterOffset,

unsigned short *rxCounter);

Parameters
slaveAddr : The smbus slave address.
portSel: Port select, interlink, port A or port B.

counterOffset: Counter address offset.

rxCounter: The RX counter value.

Return Value

Return value(ret) is zero on success, a negative error code on failure.

ret=0: Success

Description

The GetTXCounter function is used to obtain the TX counter of the interlink port, port A and port B.

Example

Example#include "stdafx.h"
#include <windows.h>

#include "mxprp.h"

bool CheckMxPrpService();
unsigned short ReverseBytes (unsigned short value);
unsigned int GetTxOctets (UINT8 slaveAddr, UINT8 portSel);

/*****************************************************************/
int tmain(int argc, TCHAR* argv[])
{

UINT8 portSel = 0;

UINT8 funcSel = 0;

unsigned short counterOffset = 0;

unsigned int txCount;

int boardIndex = 0;

UINT8 slaveAddr = 0xO0;

bool isServiceExist = false;

isServiceExist = CheckMxPrpService() ;
if (isServiceExist==true)

{

printf ("mxPrpService is running, to run this program, please stop the

mxPrpService\n") ;
printf ("Exit the program\n");

return 0;
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/* Get user selection for smbus slave address */
printf ("Enter the boardIndex:\n");

scanf ("%d", &boardIndex) ;

slaveAddr = SMBUS SLAVE ADDRESS;

slaveAddr += boardIndex;

/* Configure Counter Control bit to 1 to update the values in counter registers

printf ("Select Port to configure: 2: Port0O, 4: Portl, 8: Port2");
scanf ("%d", &portSel);

/* Get TX count */
txCount =GetTxOctets (slaveAddr, portSel);
printf ("txCount = %d\n", txCount);

return 0;

unsigned int GetTxOctets (UINT8 slaveAddr, UINT8 portSel)
{
unsigned int txCount = 0;
unsigned short txCountLow = O0;
07

unsigned short recvData = 0xO0;

unsigned short txCountHigh

/* Get low part of TX counter */
GetTxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET TX OCTETS L,
&recvData) ;

txCountLow = ReverseBytes (recvData) ;

/* Get high part of TX counter */
GetTxCounter (slaveAddr, portSel, (short)CNT CFG REG OFFSET TX OCTETS H,
&recvData) ;

txCountHigh = ReverseBytes (recvData) ;

/* Combine low part and high part data */
txCount = (unsigned int) (txCountHigh << 16) + txCountLow;

return txCount;

unsigned short ReverseBytes (unsigned short value)
{
return (unsigned short) ((value & OxFFU) << 8 | (value & OxFFOOU) >> 8);

bool CheckMxPrpService ()

{
bool isServiceExists = false;
HANDLE hMutex;

hMutex = CreateMutex (
NULL, // default security descriptor
FALSE, // mutex not owned
TEXT ("Global\\MxPrpSvcMutex")); // object name
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(hMutex == NULL)

printf ("CreateMutex error: ", GetLastError() ):;

}

else

{
if ( GetLastError () == ERROR ALREADY EXISTS )

isServiceExists true;

isServiceExists false;

/* No service is running, now we can close the mutex and run our program

CloseHandle (hMutex) ;

return isServiceExists;
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