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Moxa Tech Note Enabling Ethernet Bridge Mode on the NPort W2x50A with Cisco
2100/2500/4400/5500/Flex 7500 Series Wireless LAN
Controllers

1 Introduction

This application note describes setting up Ethernet Bridge mode for the following
products: 1) Moxa’s wireless NPort W2x50A series, and 2) Cisco’s
2100/2500/4400/5500/Flex 7500 Series wireless LAN controllers.

2 Applicable products

Product Line | Model Names
NPort W2x50A Series NPort W2150A, NPort W2250A

3 System Requirements

Description Model / File Name S/W Ver.
Cisco WLC WLC 2100/2500/4400/ 7.6.120.0 or later
5500/Flex 7500 Series
Cisco Lightweight AP AIR-LAP1141N-T-K9
(Boot Version) 12.4.23.3
(I0S Version) 15.2(4)1B5%
(Mini I0OS Version) 7.3.1.73
Moxa NPort W2x50A Series W2x50A FW Ver 1.8 or later
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4

System Overview

The test system architecture is shown below in Figure 1.

Cisco WLC 2504|

.
'

W2x50A: 192.168.32.80 PC2:192.168.32.221

| PC1:192.168.32.222

Figure 1: Test system architecture

Cisco Controller: Basic Configuration

Enable the WLAN Function

1. Log in to the controller’s web graphical user interface (GUI) with username and
password.

NI
DAL L] Windows Security x|

The server 192,168.34.60 at Cisco Controller requires a username and
password,

admin

[ Remember my credentials

© 2005-2009 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
I red trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and
certain other countries. All third party trademarks are the property of their respective owners.
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2. Open the controller’'s web GUI and click the WLANSs tab. Select Create New to create
a new profile for the wireless connection, and then click Go.

CISCO MOKITOR  WLANs CONTROLLER \YIRELESS SECURITY MANAGEMENT COMMANDS HELF  FEEDBACK
\WLANs VILANg
¥ WLANs Current Filter:  Monz [Chznaz Filter] [Clear Filzer] I Creats New Y G‘,I
VWLAN=
b Advanced

|/ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

3. Type the Profile Name and SSID in the input boxes, and then click Apply.

Save Configuration Pin Logout Refresh
alvaln LeCaiy Ping " Logout 'R

WLANs WLANS > New

¥ WLANs
WLANs

» Advanced Profile Name
SSID

Type

D

4. Navigate to Security > Layer 2, and then select WPA+WPA2.

 General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & I \WPA+WPA2 v I

MAC Filtering2 ||
Fast Transition

Fast Transition ||

Protected Management Frame

PMF \Disabled |
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5. Select WPA2 for Policy and AES for WPA2 Encryption. Enable PSK for
Authentication Key Management, choose ASCII for PSK Format, and enter the
passphrase in the PSK Format input box (we use “1234567890" to illustrate).

Layer 2 | Layer 3 | AAA Servers |
Protected Management Frame

PMF Disabled ~
WPA+WPA2 Parameters

WPA Policy

WPAZ2 Policy v
WPA2 Encryption ¥/ AES TKIP

Authentication Key Management

802.1X Enable
CCKM Enable
{ Psk ¢ Enable ||
FT 802.1X Enable
FT PSK Enable
PSK Format ASCII -

i JEErE T S p—

6. Return to the General tab and check the Enabled checkbox next to Status, and then
click Apply. At this point, the basic wireless settings are done, and a wireless client
will now be able to find the AP with an SSID TS-TEST.

Save Configuration  Ping Logout Refresh

WLANs WLANSs > Edit "test1’ <sack |

v WLANs General | Security | QoS | Advanced |
WLANs
» Advanced
Profile Name testl
Type WLAN
SSID TS-TEST

Status ¥ Enabled

Security Policies [WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)
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6 Moxa NPort W2x50A Configuration

6.1 Configuring the NPort W2x50A with the Wizard

1. Use an Ethernet cable to connect the NPort W2x50A to the network. Start NPort
Search Utility and locate the NPort W2x50A. Double click on the selected NPort
W2x50A to open the web console.

NPort Search Utility =B X
File Function “iew Help
I3l - 3 =
Exit Search M Search P Locate Conzole
[CERER ] — [ LaM1 MAC Address | LaMT 1P Addiess | LoMZ MAC Address | LANZIF Address | Status |
-
Searching . ‘ ﬂ
Searching for MPort [~ Show IPE Addiess
Found 1 NPort(s). 9 second(s] left.
No | Model | LN1 MAC Addiess | L&N1 IF Addiess | LANZ MAC Address | LANZ P Address |
1 NPt /21505 O0E0ESHI0E00  192158126.254

Search Result - 0 (s)

2. Click Wizard in the Main Menu and then take the following steps to configure the
NPort W2x50A’s wireless connection.

a. Step 1: Enter the NPort W2x50A’'s WLAN IP Configuration and then click Next.

Step 1/5
- Main Menu I
Qverview
WLAN IP Configuration
Hasic Settings IP configuration Static -
- Network Settings IP address 192.168.35.111
- Serial Port Setti
erarron setings Netmask 255256.255.0
- System Management
o Gateway
- System Monitoring
- Restart
goahead
WEBSERVER
Best viewed with IE 5 above at
resolution 1024 x 768

b. Step 2: Input the SSID for WLAN set-up, and then click Next. The SSID should
be the same as for the Cisco controller configured in Step 5.1.3.
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C.

Step 2/5

- Main Menu I
Overview
Wizard General Properties
Basic Seftings Network type Infrastructure Mode =
- Network Settings ssID TSTEST
- Serial Port Settings

- System Management
- System Monitoring m m

- Restart

Step 3: Choose the authentication and encryption options that match the Cisco
controller settings, and then click Next.

Step 3/5

- Main Menu I
Overview
Wizard Security Properties
Basic Settings Authentication WPAZPSK -
- Network Settings Encryption AES.CCHP -

- Serial Port Seftings PSK passphrase ssssssssns

- System Management

- System Monitoring

Restat | Back ] Next |

Note The PSK passphrase is "1234567890"”, the same as for the Cisco WLC setting.

d.

€.

Step 4: Choose an Operation Mode for the W2x50A serial port to run, and then
click Next.

Step 4/5

- Main Menu
Overview The settings will be applied to all serial ports.

Wizard R
Operation Mode

Basic Settings

- Network Settings Operation mode Real COM -

- Serial Port Settings

- System Monitoring
- Restart

Step 5: Set up the parameters for the W2x50A’s serial ports, and then click Next.

Step 5/5

The settings will be applied to all serial ports.

Alias Bard rate Parity Data bit Stop bit Flow control FIFO Interface
115200 ~ MNone ~ 8 - 1 - RTSICTS  ~ Enable ~ RS-232 -
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3. 6.1.7.

When the Wizard displays the settings summary, click Submit.

- Main Menu
Oveniew
Wizard
Basic Settings
- Network Seftings
- Serial Port Settings
- System Management
- System Monitoring
-Restart

goahead

Best viewed vith IE 5 above at
resolution 1024 x 768

Your changes have not been saved. Please check that your settings in the following and click “Submit for the updates to take effect or click "Back™ to modify it

'WLAN IP Configuration

IP canfiguration
IP address
Netmask
(General Properties
Network type
SSID
Security Properties
Authentication
Encryption
Operation Mode
Port 1
Operation mode
Serial Parameters
Bard rate
Parity
Data bit
Stop bit
Flow contro
FIFO
Interface

static
19216835111
265255 2550

Infrastructure Mode
TS-TEST

WPA2-PSK
AES-CCMP

Real COM

38400
None

8

1
RTSICTS
Enable
RS-232

Back Submit

4. Restart the system to activate the settings. Click Restart > Restart System >
Submit to perform the reboot. Disconnect the Ethernet cable before booting up to

enable the wireless connection.

System restart

- Main Menu I .
' Warning "
Overview

Basic Settings

- Network Setfings

- Serial Port Settings
- System Management

- System Monitoring

Restart System

Restart Ports

Wizard Clicking Restart will disconnect all serial and Ethernet connections and reboot

NOTE: Unsaved configuration changes will be discarded, and data currently in the middle of
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7.1

Configuring WLAN to Accept Bridged Devices

Network bridging is the action taken by network equipment to create an aggregate
network from two or more network segments. When Ethernet Bridge mode is enabled in
the W2x50A, the LAN and WLAN interfaces are bridged together. Data can be seamlessly
transferred between serial lines, the LAN, and the WLAN. The LAN and WLAN will use the
LAN IP setting, and the WLAN IP setting will be disabled. In what follows, we show how to
configure Ethernet Bridge mode on the W2x50A and Cisco WLC.

WLC Settings: Enabling Passive Client

1. Open the Cisco controller’s web GUI, click CONTROLLER > General, enter a
Multicast IP address in the input box, and then click Apply.

CIsco MONITOR WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Controller General

General Name Cisco_7d:e5:80

Inventory 802.3x Flow Control Mode Disabled ¥

Interfaces X

Broadcast Farwarding Enabled ¥
Interface Groups 1 ‘ | ad
i 1 Multicast 239.255.255.255 ticast Group Address

Multicast AP Multicast Mode p

¥ Internal DHCP Server AP Fallback Enabled ¥

2. In the Cisco controller’'s web GUI, select CONTROLLER > Multicast, select Enable
Global Multicast Mode, and then click Apply.

MONITOR  WILANs CONTROLLER WIRELESS  SECURITY

Controller Multicast
General
Interfaces Enable IGMP Snooping
Interface Groups IGMP Timeout (seconds) 60
Multicast IGMP Query Interval (seconds) |20
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3. In the Cisco controller’'s web GUI, click WLANs > (WLAN ID) > Advanced, select
Passive Client, and click Apply.

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs > Edit ‘test1’
> V.UI.‘A_NS ‘General | Security | QoS | Advanced ‘
WLANSs 1PVG Enable / TS T TOPTONET Y
¥ Advanced Override Interface ACL None ¥ DTIM Period (in beacon intervals)
P2P Blocking Action Disabled v

802.11a/n (1 - 253) 1
802.11b/g/n (1 - 255) |1
NAC

Client Exclusion 3 Enabled

Maximum Allowed Clients 8 o

Static IP Tunneling 12 # Enabled NAC State | None v
Off Channel Scanning Defer Load Balancing and Band Select
Scan Defer Priority 01234567 Client Load Balancing
SRR Client Band Select 8
Scan Defer Time(msecs) 100 Passive Client
HREAP IPasswe Client v I
H-REAP Local Switchin i
2 g Enabled ML
Media Session Snooping Enabled
H-REAP Local Auth 13 Enabled
Re-anchor Roamed Voice Clients Enabled

¥ Enabled

Learn Client IP Address
5

Note According to Cisco, WLC only supports 8 MAC addresses behind a non-Cisco wireless
client. For more details, please refer to the FAQ link below:
http://www.cisco.com/c/en/us/support/docs/wireless/aironet-340-series/8018-
workgroup-bridge-faq.html#q18

7.2 W2x50A Settings: Enabling Ethernet Bridge

1. Open the NPort W2x50A web console.

2. Choose Network Settings > Ethernet/Bridge Settings, select Ethernet bridge to
Enable and assign an IP address and Netmask to the W2x50A, and then click
Submit. The W2x50A will reboot and adopt the new settings.

Note When Ethernet Bridge mode is enabled, the LAN and WLAN will both use the LAN IP
setting, and the WLAN IP setting will be disabled.

Copyright © 2023 Moxa Inc. Page 10 of 11



http://www.cisco.com/c/en/us/support/docs/wireless/aironet-340-series/8018-workgroup-bridge-faq.html#q18
http://www.cisco.com/c/en/us/support/docs/wireless/aironet-340-series/8018-workgroup-bridge-faq.html#q18

Moxa Tech Note Enabling Ethernet Bridge Mode on the NPort W2x50A with Cisco

2100/2500/4400/5500/Flex 7500 Series Wireless LAN
Controllers

8

8.1

Testing Ethernet Bridge

Testing Ethernet Bridge

1.

2.

Connect the Cisco WCL + AP, W2x50A as described in the system overview on Page 3
(Figure 1). Check the WLC to see if the W2x50A has successfully established a
connection with the Cisco AP. You will see the IP and MAC address of PC2 if the
Passive Client is enabled. Click Monitor > Client and check to see if your W2x50A
shows up in the list.

Saye Configuration  Pinc

CISCcO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
_E—

Monitor Clients Erf

Summary Current Filter None [Change Filter] [Clear Filter]

» Access Points

» Cisco CleanAir

Client MAC Addr IP Address AP Name WLAN Profile WLAN SSID
b Statistics 70:f3:95:ff:db:f4 192.168.32.221 APacf2.c594.0714 TS-TEST TS-TEST
» CDP
» Rogues

Sleeping Clients

Ping both the W2x50A and PC2 from PC1; you will reach both of them at the same
time.

CAWINDOWSisystem 32%cmd exe
ping 192.168.32.88

Pinging 192.168.32.808 with 32 bytes of data:

Reply from 192.168.32_808: bytes=32 time=3ms TIL=64
Reply from 192.168.32_868: bytes=32 time=5Zms TTL=64
Reply from 192.168.32_80: bytes=32 time=9mz TTL=64
Reply from 192.168.32_88: bytes=32 time=15msz TTL=64

Ping statistics for 192.168.32.80:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 52Zms. Average = 19ms

C:\>ping 192.168.32.221

Pinging 192.168.32.221 with 32 bytes of data:

Reply from 192_168.32_.221: bytes=32 time=24ms TTL=128
Reply from 192_.168.32_.221: bytes=32 time=25ms TTL=128
Reply from 192_.168.32_221: hyte 2 time=bmz TTL=128
Reply from 192.168.32_221: bytes=32 time=14ms TTL=128

Ping statistics for 192.168.32.221:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = 6msz, Maximum = 25ms. Average = 17ms

Gz

Note

W2x50A IP Address: 192.168.32.80; PC2 IP Address: 192.168.32.221.
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