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1. Introduction

Overview

With most remote data acquisition systems, during daily operations, we need additional human resources to
collect data manually from remote storage devices for loading into a database. Even with remote I/0
devices remotely collecting data over a network, software must be developed to handle converting and
uploading data logs. Moxa’s MX-AOPC UA Logger not only makes real-time data collection much easier, it
also simplifies the conversion of historical data into database-ready formats. Moxa’s MX-AOPC UA Logger
interacts directly with our MX-AOPC UA Server, working as a bridge between field data and cloud storage, as
well as stored databases or spreadsheets. The MX-AOPC UA Logger can collate tags from individual Moxa
remote I/0 devices into the same cloud, database, or spreadsheet, freeing users from the need to
manipulate data after processing.

One benefit of using remote I/0 devices is that you can collect data over a network from a central site. In
an ideal operation, after a network failure, remote I/O devices should be able to transmit data logs that
were collected while the network was offline. Moxa’s MX-AOPC UA Logger makes this not only possible, but
easy. MX-AOPC UA Loggers provide a standard OPC interface that interacts with MX-AOPC UA Servers for
real-time data collection. After each network connection, an MX-AOPC UA Logger will compare historical
data stored on the microSD cards in individual ioLogik 2500 devices with the real-time data it has already
stored locally, and then supplement any missing data by requesting that the ioLogik 2500 retransmit the
lost data. Furthermore, MX-AOPC UA Logger also supports functions for providing data on schedule and on
demand. It will automatically retrieve the lost data when the on-schedule or on-demand function is
triggered.

The MX-AOPC UA Logger includes:

¢ Logger Runtime Service: Starts as a service by default after installation.
o Configuration Console: A configuration tool for configuring settings.

System Requirements

Hardware Requirements

CPU: Intel Pentium 4 or above

RAM: 512 MB (1024 MB or higher is recommended)
Communication Interface: Ethernet

Software Requirements

Operating System: Microsoft Windows 7/8/10/11, Microsoft Windows Server
2003/2008/2012/2016/2019/2022

Microsoft .NET Framework: v3.5 Service Pack 1

Editor (optional): Microsoft Office 2003 (Access or Excel) or later

Database (optional): Oracle database (x86), Microsoft SQL Server (x86), MySQL (x86)
Cloud (optional): Microsoft Azure
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Specifications

OPC Specifications
OPC Unified Architecture: 1.02

Products that Support Data Supplement Auto Mode, on Schedule, and on Demand
Model Names: ioLogik 2500 series
Note: Please check Moxa’s website for the most up-to-date list of supported products.

Fully Supported OPC UA Client Profiles

Core Client Facet

User Token: User Name Password Client Facet
User Token: X509 Certificate Client Facet
Security Policy: Basic128Rsal5, Basic256Sha256
Security Policy: None

Data Access Client Facet

UA-TCP UA-SC UA Binary

Attribute Write Client Facet

Data Change Subscriber Client Facet
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2. Getting Started

Designing the System Architecture

The MX-AOPC UA Logger provides two major functions.

e Storing real-time data collected through an MX-AOPC UA Server from individual I/O devices to a

database or spreadsheet.

e Retrieving buffered data stored on a microSD card in a Moxa device that supports data buffering, such
as the Moxa iolLogik 2500 series, and then supplementing the database or spreadsheet with missing

data.

We recommend using one of the following two scenarios when designing the system architecture:

Scenario 1: Write real-time data to a database, spreadsheet, or Azure Cloud

¢ MX-AOPC UA Logger saves data from selected OPC tags to a database, spreadsheet, or Azure Cloud.
The data comes from MX-AOPC UA Server only, which collects data from field devices.

e MX-AOPC UA Server, MX-AOPC UA Logger, and Database can be installed either on the same computer
or on different computers. We strongly recommend installing MX-AOPC UA Logger and Database on the

same computer.

SCADA

’E\m ol
Lo, %

aPC UA
OPC DA

== Microsoft Azure

IoT Hub _,
MX-AOPC UA Server MX-AOPC UA Logget Database
Static IP OPC UA QDBC
2 By B
Moxa AOPC R S
Madbus ORACLE Y
DATABASE MySOL:
Static IP
1|‘: ?ﬂ
W
Remote I/0
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Scenario 2: Collect real-time data while the network is up and running, and
retrieve buffered data stored in Moxa devices when the network is
disconnected

Refer to Scenario 1 for real-time data collection.

When network communication is reestablished, the MX-AOPC UA Logger automatically retrieves
buffered data saved on microSD cards installed in Moxa’s devices when the network was disconnected.
After retrieving data from the data logs, the MX-AOPC UA Logger automatically saves the data to the
database or spreadsheet.

The MX-AOPC UA Logger supplements data only for OPC tags, which are selected both in the AOPC
function of the Moxa device with the IOxpress utility (AOPC > Tag Selection), and in the Logger
settings of the MX-AOPC UA Logger with its configuration console.

For this scenario, you must install microSD cards in your Moxa devices.

The MX-AOPC UA Logger's data supplement function must be enabled (the default), which can be done
with the configuration console under Tools > Data Supplement Settings.

If the IP address of the Moxa cellular device is private or dynamic, Cellular Data Access software must
enable the MX-AOPC UA Logger to access Moxa cellular devices. We recommend installing the Cellular
Data Access software and MX-AOPC UA Server on the same computer. Use Moxa's IOxpress utility to
enable the Cellular Data Access function on the Moxa cellular device at Network > Cellular > Cellular
Data Access. Use the MX-AOPC UA Logger's configuration console at Tools > Data Supplement
Settings.

When the Moxa cellular device uses a static IP

SCADA

>
!g\-pg_
| o T
- -y

OPC UA
OPC DA

MX-AOPC UA Server MX-AOPC UA Logger Database

Static IP GRGHA ODBC
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§
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When the Moxa cellular device uses a private or dynamic IP

aPC UA
OPC DA
MX-AOPC UA Server MX-AOQOPC UA Logger Database
= ‘ &
& > H < o
Static IP dEH ODBC
s.lp . B K“J A‘!I
Moxa AOPC “ASeliular . SQLServer =1
todnds s ORACLE ,-
7 cellular Data Access DATABASE MusOL
Fiq
Static IP
l A
)
1Ly BB
Remote I/0

You can download the following software from Moxa’s website at www.moxa.com:

e MX-AOPC UA Logger v2.0 or later
e MX-AOPC UA Server v2.0 or later
e Cellular Data Access v1.2 or later
e IOxpress utility v2.1 or later
e Moxa device firmware that supports the data supplement function:
» ioLogik 2500 series
O ioLogik 2500-Ethernet v2.2 or later
O iolLogik 2500-HSPA v2.2 or later
O iolLogik 2500-WL1 v2.2 or later

Refer to the MX-AOPC UA Server User’s Manual for instructions on how to install and configure Moxa’s MX-
AOPC UA Server software.

Refer to your Moxa device’s user’s manual for instructions on installing IOxpress and Cellular Data Access on
a computer, and for updating your Moxa device's firmware.

Installing the MX-AOPC UA Logger

The MX-AOPC UA Logger can be downloaded from Moxa’s website at www.moxa.com.

After downloading the file, unzip it and run setup.exe. The installation program will guide you through the
MX-AOPC UA Logger installation process.
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Opening the Configuration Console

Open the MX-AOPC UA Logger's configuration console from the Windows Start menu: Start > All
Programs > MOXA > IO Server > MX-AOPC UA Suite > MX-AOPC UA Logger.

Select the appropriate main network adapter the first time you open the configuration console.

Main Metwork Adapter: [InteI{R] Ethernet Connection (3) 1218-1M ']

Mote: The main network adapter needs to be enabled for starting runtime service.
This setting cannot be modified after this configuration.

[ Ok 1 [ Cancel

The configuration console is a configuration tool for configuring Logger Runtime settings. When the

configuration console is launched, it will automatically get the latest configurations from the Logger
Runtime.

ﬁiﬂx—AOPC UA Logg:

File Server Logger Tools Runtime Help

NEABERPNERGT000S88S

ﬁ Server Group

& Logger Group List

Date Time Event

<

1

3
Service Status : Stopped Time: 08:21:05 Data Supplement Queue: 0000

MX-AOPC UA Logger User Manual



Configuring the MX-AOPC UA Logger Settings

The MX-AOPC UA Logger settings described below can be configured under the Tools menu.

£ MX-AOPC UA Logger IR

File Server Logger | Tools | Runtime Help

Data Supplement Settings

Certificate Management

Systern Log
Change Password

Opticns

o

| - &4 Logger Group List

¢ Change Password

We strongly recommend changing the password the first time you use the Configuration Console. The
default password is moxa, which is needed for verification when exporting the system log to a text file.

e Data Supplement Settings

Select the Data supplement after network reconnection checkbox if the Moxa product supporting
the data supplement function is connected to an MX-AOPC UA Server.

Select the Data supplement on the schedule checkbox if the Moxa product supporting the data
supplement on schedule function is connected to an MX-AOPC UA Server.

Select the Data Supplement through the Cellular Data Access checkbox if the IP address of the

Moxa cellular device is private or dynamic.

General Settings
Retry Timeout 30

Retries 3

Triggering Event
Data supplement after network reconnection
[| Data supplement on schedule

Everyday at 00:00

Data loss in the past | 1 day(s) (1 to 7, default: 1)

[| Data supplement through Cellular Data Access

IP Address o .0 .0 .0

Port |9400

Folder for supplementary data

sec(s) (5 to 600, default: 30)

{0 to 10, default: 3)

{0 to 65535, default: 9400)

path C:\Jsers\Public\DocumentsMoxa MXADPCL: E]

Log Folder for Data Supplement on Demand

Cr\Users\Public\Documents Moxa\MXAOPCL

[ oK l [ Cancel
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e Certificate Management

If the security policy of the MX-AOPC UA Server is set aside from None, importing an OPC UA client’s

CA (Certificate Authority) file into the MX-AOPC UA Server, and exporting the MX-AOPC UA Server’s CA

file to OPC UA Clients are both required.

Click the Trust Servers tab, click Import, and select the server’s CA file to import it into the MX-AOPC

UA Logger.

Trust Servers | Instance Certificates

Server Mame

i MX-A0OPC UA Server

URI
urn:CHARLESCHEN-MB:MX-AQPC UA Server

14| 1

|

Export... 'i Remove

| | Trust | | View Certificate... |

Close

Select the Instance Certificates tab and click on Export Logger Certificate to export the MX-AOPC

UA Logger’s CA file to the OPC UA Server.

Trust Servers | Instance Certificates |

l View Logger Certificate. ..

I Certificate MX-A0PC UA Logger is from

1/9/2018 4:24:45 PM to 12/14/2022

[ Export Logger Certificate. ..

] 4:24:45PM

[ Reissue Certificate

)

MX-AOPC UA Logger User Manual
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/  NOTE

After reissuing certificates or re-installing the MX-AOPC UA Logger, you will need to export the Logger
Certificate to the OPC UA Server again.

Connecting to the MX-AOPC UA Server

Getting the Server Endpoint from the MX-AOPC UA Server

Open the MX-AOPC UA Server configuration console and select Tools > OPC UA Settings > Server

Endpoint Settings to go to the MX-AOPC UA Server configuration console to copy the MX-AOPC UA
Server's Server Endpoint.

Ensure that the status of the Server Endpoint is Valid.

Server Endpoints Settings ]

URL Status
opc.top: /192, 168, 127, 200: 53192 MKXAOPC UAServer Valid

Network Interface: |Intel(R) Ethernet Connection (3) 1218-4M -

Port Mumber: 53192

opc. top: 192, 168, 127, 200:53 192 MXAQPC JUAServer

[ Add J I Delete I [ Apply I [ Close

MX-AOPC UA Logger User Manual
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Connecting to MX-AOPC UA Servers

1. Click the Server Group and then click the Discovery icon to discover MX-AOPC UA Servers.

1 wc20PC UA Logp T

File Server Logger Tools Runtime Help
= am = e . . S .
rTEAVERSERG)008 8

ﬁ Server Group

...... &4 Loagger Group List

2. Select the Local Server option if MX-AOPC UA Server and MX-AOPC UA Logger are installed on the
same computer. Otherwise, select the Remote Server Endpoint option and paste in the Server
Endpoint from the previous step. Type in the MX-AOPC UA Server’s password and then click Next.

g

) Local Server

@ Remote Server Endpaint

-opc. top:ff192, 168, 127, 200: 53192 MY AOPC UAServer

Password LAl

< Back E Mext = I [ Cancel

MX-AOPC UA Logger User Manual
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3. Change Server Name, and configure Security Policy and Security Mode, which should be the same
as the MX-AOPC UA Server’s UA Settings. If necessary, change the Publish Interval, Sampling

Interval, Queue Size settings, and select or deselect the Discard Oldest settings checkbox, and then
click Finish.

e

Server Mame  Serverl] {max. length = 30; "."is not allowed)

Server Endpoint:  opc.tcps/f192, 168, 127, 200:53192/MXADPC /UAServer

Security Policy [NOHE V]
Security Mode [NOI"IE "]
Subscription Settings
Publish Interval 1000 EJ ms (0 to 86400000, default: 1000)
Keep Alive Count :1_IZI_ i

Lifetime Count : 1000 i
Manitored Item Settings

Sampling Interval 500 .r}Jl ms (-1 to 86400000, default: 500)

==

Queue Size 10

¥
|

B

{0 to 10000, default: 10)

14

Discard Oldest

| <Back || Fnmsh | | cance |

4. Select the server and click the Connect icon to connect to the MX-AOPC UA Server.
i{mx-nopc UA Logger =

u
File Server Logger Tools Runtime Help

resA EEens®s0088 898

= ‘ Server Group
‘ Server1(192. 168, 127.200:53192)

Server Endpoint: opc. tep: [f192, 168,127, 200:53192/MXAOPCUAServer

Security Policy: ~ None

Security Mode:  Mone

- & Logger Group List

-5 LoggerGroupl Subscription Settings Monitored Item Settings
Publish Interval: 1000 ms Sampling Interval: 500 ms
Keep Alive Count: 10 Queue Size: 10
Lifetime Count: 1000 Discard Oldest:  Yes

MX-AOPC UA Logger User Manual 14




5. Once the server is connected, you will not be allowed to change the server connection settings. To
change the server connection settings, click the Disconnect icon to disconnect the MX-AOPC UA

Server, and then click the Properties icon to change the server connection settings.

File Server Logger Tools _Euntlme Help

R e g

TERHBBEANUKGT 0088 M

=~ ‘ Server Group

Server 1192, 1t

- & Logger Group List
- LoggerGroupl

MX-AOPC UA Logger

File Server Logger Tools Runtime Help

Server Endpoint: opc.tep:[f192, 168, 127, 200:53192/MXAOPC UAServer

Security Policy: ~ None

Security Mode:  None

Subscription Settings

Publish Interval: 1000 ms

Keep Alive Count: 10

Lifetime Count: 1000

Monitored Item Settings

Sampling Interval: 500 ms

Queue Size: 10

Discard Oldest:  Yes

OF W B E RS

0088484

(=] ' Server Group

Server 1(192. 168.127.200:53192)

-8 Logger Group List
- @5 LoggerGroupl

Server Endpoint:  opc.top:[f192. 168,127, 200: 53192 MXACPC UAServer

Security Policy: Mone

Security Mode: MNone

Subscription Settings

Publish Interval: 1000 ms

Keep Alive Count: 10

Lifetime Count: 1000

Monitored Item Settings

Sampling Interval: 500 ms

Queue Size: 10

Discard Oldest:  Yes

/ NOTE

Ensure that the server connection is in connecting status before

spreadsheet.

recording data to a database or

MX-AOPC UA Logger User Manual
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Creating Logge

rs

1. To create a data Logger, click Logger Group List, click the New Logger Group icon, and then type in

the name of the logger

group.

i MX-AOQPC UA Logger

.Eile Server Logger Tools Runtime Help

TEHE BB BRI

& 5300

88

[ ‘ Server Group
E Server1{192,

168,127, 200:5219;

-8 Logger Group List

oo |

Logger Group Name LoggerGroupl

(max. length = 30; "."is not allowed)

o) o

Click the logger group, and then click the New Logger icon to create a logger.

Type in the logger's name, select Excel File, Access File, Database, or Azure IoT, and then change

the root path. Set the source name of the database, or type in the Connection String. Click Next to

continue.

le Server Logger Tools

Runtime Help

H MCAOPCUA Logger THIE TR SAND S &F TR SRERSES. & TWhie = e CERREE—- T—
Ei

f-ﬂﬁﬁeﬁ

=58 ‘ Server Group

@@@@@@Q

Logger Mame Output

------- B> server1(192.168.127.200:5319

=4 LoggerGroup

e

Logger Name

(max. length = 30; only 20 if using Orade Database)

(@) Excel File:

Root Path: C:\Users'Public\Documents WMoxa \WMXACPCLogger \Logger

File separated every min. (default: 50)

() Access File:

Root Path: ! C:\Users'Public\Documents Moxa \MXACPCLogger Logger |

(7) Database:

Source Name:

() Azure IaT:

|_ Setting

Date Time:
2018/01/24 08:43:15

Connection String:

< Back

[ next> | [ cancel

MX-AOPC UA Logger User Manual
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4. If necessary, change the name and order of Table Fields. Add <DATA_TYPE>,
<SERVER_UTC_TIMESTAMP>, etc., if they are required to be recorded into the database or
spreadsheet, and then click Finish.

coseirs:

Data Field *Table Field Data Type - E]
<UNIT> <UNIT> String E]
<SOURCE_UTC_TIMESTA... <SOURCE_UTC_TIMESTA... **String
<SOURCE_TIMEZOME = <SOURCE_TIMEZOME:= Float
[[]  <paTa_TYPE>
[[] <«SERVER_UTC_TIMESTA...
[[] <«SERVER_TIMEZOME >
[ <quaLTTY>
=
*max. length = 30; . " [ 1" are not allowed.
** pption: DateTime or String
Automatically start recording when service starts running.

5. Click the Refresh button to get the latest MX-AOPC UA Server OPC tags.

& MX-AOPC UA Logger

File Server Logger Tools Runtime Help

IS BEEBNIERGO0S8 S84

=5 . Server Group
- [ Server1{192,168.127.200:53192)

Recording
[ st | [ swp |

[ Automatically start recording when service starts running

Tag Selection
- & Logger Group List [Ser\rerl '] [ALI Device ']@
& ﬁ aggerGroupl Available Tags d Tags
oy chger 1
Tag Name [I] Tag Name
Server Mame  Tag Name Description
Property
Type: Excel
Output: ~ C:\sers\Public\Documents Moxa WXAOPCLoggerLoggerLogger 1_20180124 005331 8|
Table: Loggerl
Data Field Table Field Data Type Order
<TAG_ID> <TAG_ID= String i
<VALUE= <VALUE> String 2
<UNIT= <UNIT= String 3
<SOURCE_UTC_TIMESTAMP = <50URCE_UTC_TIMESTAMP = DateTime 4
<SOURCE_TIMEZOME = <50URCE_TIMEZOME = Float 5

MX-AOPC UA Logger User Manual

17



6. Click the appropriate arrow buttons to add items to or remove items from the Selected Tags list.

& MX-AQPC UA

File Server Logger Tools Runtime Help

_— e = B B < Y . - - -

CFRAPEENSE®H 0008848

(= ‘ Server Group RerTe ] E

5 Server1{192. 168, 127.200:53193) ———
Start | Stop |
[ Automatically start recording when service starts running
Tag Selection
- & Logger Group List [Senrerl vI |iall Device '] @
E- E E?QEVG“’“D:[ Available Tags Selected Tags
f Loggerl

Tag Name 5 [I] Tag Name £
‘.S'DEV\CEGIDUDl.DEViCELTEgGH)LIDI.TED [I] W 2542-01.A1-00 EI
W E2242-01.A1-00 [I] iy 2542-01.AT-01
T E2242-01.A1-01 iy 2542-01.A1-02
Wy E2242-01.A1-02 - E] iy 2542-01.A1-03
« i ¥ 2542-01.010-00 -
Server Name  Tag Name Description b
Serverl ¥ 2542-0L.A1-00 Desc @
Serverl ¥ 2542-0LA1-01 Desc 3
Serverl ¥ 2542-0L.A1-02 Desc
Serverl ¥ 2542-0LA1-03 Desc -

Starting Runtime Service

After connecting the MX-AOPC UA Server and creating the Logger, click the Start Runtime Service icon to
run the MX-AOPC UA Logger service.

i MX-AOPC UA Logger

File Server Logger Tools Runtime Help

rErBpBERNSRafOloSg S8

-
= n Server Group Recording M

i ‘Server1(192.168.127.200:53192) e

4

m 13

W 2542-01.DI0-00

[ st || swp |
[ Automatically start recording when service starts running
Tag Selection
BH Logger Group List [Serverl '] |=AH Device '] E]
Bﬁ IE‘QQE'G"’UD 1 Available Tags Selected Tags
Logger1

Tag Name » Tag Name =
& DeviceGroup1.Device 1. TagGroup 1.TaEI E] W 2542-01.A1-00 =
Wiy E2242-01.A1-00 E Wi 2542-01.A1-01
Wy E2242-01.A1-01 W 2542-01.A1-02
Wy E2242-01.A1-02 E W 2542-01.A1-03

Server Name  Tag Mame Description o

Serveri i 2542-01.A1-00 Desc o

Serveri % 2542-01.A1-01 Desc 3
Serveri W 2542-01.A1-02 Desc

Serverl W 2542-01.A103 Desc -

MX-AOPC UA Logger User Manual 18



A green light next to the logger name shows the logger is ready to record.

|| File Server Logger Tools Runtime Help

TEREBEBNEKRF0CO0SESS

El- Server Group
i ‘Serverl(192.168.127.200:53132)

Recording

(i) [ s ]

[ Automatically start recording when service starts running

Tag Selection
(= Logger Group List | '| | '| E|
= 3 kR Available Tags Selected Tags
4 Loggerl o
Tag Name [ » | Tag Name
>
EN
[« ]
Server Mame  Tag Mame Description
Serveri U 2542-01.A100 Desc
Serveri @ 2542-01.A1-01 Desc
Serveri W 2542-01.A1-02 Desc
Serveri W 2542-01.A1-03 Desc

A yellow light next to the logger name shows that the logger setting is not correct. Check the settings of the
logger, and then confirm the database or spreadsheet settings again.

&4 MX-AOPC UA |

File Server Logger Tools Runtime Help

TEF RERNSRG OIS

= ' Server Group
‘ Server1(192.168.127.200:53192)

Recording
[ St | | swp |

[ Automatically start recording when service starts running

Tag Selection
=6 Logger Group List | v| | v| E|
B LLL Available Tags Selected Tags
Tag Mame ‘ » | Tag Mame
>
[ <]
ED
Server Name  Tag MName Description

m
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You will not be allowed to change the server connection and logger settings when runtime service is
running. To stop runtime service, click the Stop Runtime Service icon.

1 MX-AOPC UA Logger

File Server Logger Tools Runtime Help

T EERNSEKG

olfls &5 &

I Bs Server Group
1 - [ Server1(132.168.127.200:53132)

E|§;f Logger Group List
=] ﬂ LoggerGroupl
£ Loggert

Recording
Start Stop

Automatically start recording when service starts running

Tag Selection
| (&)
Available Tags Selected Tags

Tag Mame » Tag Mame

4

-
Server Mame  Tag Mame Description
Server1 " 2542-01.A1-00 Desc U
Serverl % 2542-01L.A1-01 Desc
Serverl ¥y 2542-01.A1-02 Desc
Serverl W 2542-01.A1-03 Desc -

m

/  NOTE

Configuration changes will be updated to Logger’s runtime service after the runtime service is started. If
the runtime service is not started, any changes will be discarded when the configuration console is closed.

Be sure to save your project file when you close the configuration console.

/ NOTE

Stopping Runtime Service will stop both the logger recording and data supplement functions, which may

cause data loss.

Starting Recording

To record data, click the logger icon and then click the Start Recording icon to record the selected tags
into the database or spreadsheet.

£ MX-AOPC UA Logger
File Server Logger JTools Runtime Help

IERBEBRNSEKG

[EE s Server Group

C ol & &

' Recording. | =2
| ﬁ Server1(192,168,127.200:53192) I
Stop
Automatically start recording when service starts running
Tag Selection Hl
(= Logger Group List - | |C
=g, LoggerGroup Available Tags Selected Tags
Tag Mame » | | Tag Name
4
«
Server Name  Tag Mame Description | 55
Serverl Y 2542-01.A1-00 Desc B
Serverl W 2542-01.A1-01 Desc 3
Serverl Y 2542-01.A1-02 Desc
Serverl T 2542-01.A1-03 Desc -
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A red light next to the logger indicates that the logger is recording.

4 MX-AOPC UA Logge!

File Server Logger Tools Runtime Help

IERHBEBRNEKRGO0SHEHM

=
E] s Server Group Rrcan E
“ Server1(192.168.127,200:53193)
[] automatically start recording when service starts running
Tag Selection
=+ Logger Group List v | |G
=i ga 2 Available Tags Selected Tags
Tag Mame L4 | | Tag Name
4
«
Server Mame  Tag MName Description 2
Serverl W 2592-00A1-00 Desc L
Serverl W 25492-00LA1-01 Desc 3
Serverl W 2542-01.A1-02 Desc
Serverl W 2542-00.A1-03 Desc -

Click the folder icon to check if data is being recorded in the target spreadsheet.

4 MX-AOPC UA Logger

File Server Logger Tools Runtime Help
= B ) o - . ﬂ 4 - 3 = s
IS5 BEBRT & &
= B Server Group FRCEa] &
ﬁ Server1(192. 168.127.200:53132) i
' [ Automatically start recording when service starts running
Tag Selection |
E|§:f Logger Group List | | | |C
BE LoggerGroupl Available Tags Selected Tags
. ﬁ Loggerl s
Tag Mame w | | Tag Mame
4
-«
Server Name  Tag MName Description e
Serverl T 2542-01A1-00 Desc B
Serverl W 2542-00LA1-01 Desc 3
Serverl i 2542-01.A1-02 Desc
Serverl W 2542-01.A1-03 Desc -
Property
Type: Excel
Quiput:  C:\Users‘Public\Documents\MoxaMXACOPCLogger L oggerLogger1_20180124 005331 -II
Table: Loggerl

/7  NOTE

Be sure to close the target spreadsheet listed in the target root path before recording. If the target
spreadsheet is open, the MX-AOPC UA Logger cannot record data to the target file.

/7  NOTE

DO NOT open the spreadsheet while recording is under way. Doing so will cause the spreadsheet file to
become corrupted because it is in use by the MX-AOPC UA Logger service. To open the spreadsheet, stop
the MX-AOPC UA Logger's runtime service and then click the folder icon to access the file.
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Testing the Data Supplement Function

Take the following steps to test the data supplement function.

1. Insert a microSD card into your Moxa device.

2. Use IOxpress to configure the Moxa device to allocate data buffer size for network failure and to enable
connection to the MX-AOPC UA Server.

Settings Click&Go Plus Click&Go Plus Simulator Peer-to-Peer _

= System
(= Security Enable connection to ACPC Server with heartbeatinterval 30 sec(s)
= Network
=10 Server Mode
= £ aorC
(@ Single Server 1st AQPC Server 192 . 168 . 127 . 200
= Tag Selection )
=i SNMP Znd AOPC Server o0 .0 &0
() Dual S
=1 Modbus/TCP Slave NP A A
= Modbus/TCP Master Port 9900
| Serial Port () Failover
= & Data Logging
£ Profile Retry Times 3
=IRIE Fetr 3
yw Interval 3 secls
= Click&Go Plus sl
Mote:
1. The network failure data buffer can store up to 20,000,000 records. You can enable this function on the "Data Logging > Profile™
page.
2, The shortest interval for recording tags in the data buffer is 5 seconds.

=i System Required external memory size: 2 GB (support microSD up to 32 GB)
Security -
e Network | Enable data buffer for network failures (requires 2 GB of memory) I
=l
I=p1/e] Timestamp column: @) Device local time (7) UTC and time zone
B £ AOPC
[ Server Connection No. Profile Mame  Storage Max. Records  Records per File

= Tag Selection
£ SNMP
= Modbus/TCP Slave
= Modbus/TCP Master
= Serial Port
= = Data Logging

E Profile
= FTP Profile Settings
@ & Click&Go Pl 5
[ = Click&Go Plus P [T] Enable at Power On
Maximum .5.12 % 10,000 records Records 1 % 1,000 records (1 to 65; default: 1)

(Mote: Maximum records must be at least double the Records per

3. Select the checkboxes of the tags associated with the data you would like the MX-AOPC UA Server to

update.
Settings Click&Go Plus | Click&Go Plus Simulator | Peer-to-Peer _
= System
Ei Select Module Al »| | selectal || unselectAl || Applytoal |
= Network
C1jo HoTye  [AI
E = AOPC Slot Mo, Channel No. Description On Change
=i Server Connection -
B Tag Selection E 0 Desc Disabled
SNME 1 Desc Disabled
=
= Modbus/TCP Slave 2 Desc Disabled
1= Modbus/TCP Master 3 Desc Disabled
= Serial Port
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4. If the cellular device’s SIM card uses a private or dynamic IP address, enable the Cellular Data Access
function. If the SIM card is using a public IP address, continue with step 5.

o ———————
£ system ) )
: General VPN Reconnection Port Forwarding DDNS Cellular Data Access
= Security
E & Network
£ General l Enable Cellular Data Access l
= LAN
=Tl P Address 192 188 . 12 . 11
=ilfo
SMMP
5 Modbus Port 9401
=
= AQPC :
= Serial Port Unigue ID 1]
= Data Logging
= Click&Go Plus Heartbeat 30

5. Update the device’s configuration.

Project Device Configuration Options Help

_— e (-] .

TEHd g‘ w, el (A | @

5 ey o |
=92542-01 - 192,168, 127.253

lUpdabe Configuration to Device VI

Qverwrite Network Setting

[ 2] [(repyoar )
T Mo, Device Name Model Mame  (Cellular) IP Address CDA IP Address MAC Address Configuration
|:| 1] 254201 2542 192.168.127.253 254201

6. Conduct Set Device Date & Time on the device to ensure that the device, MX-AOPC UA Server, and
MX-AOPC UA Logger are time synchronized.

% Moxa [Oxpress - s M =
Project Device Configuration Options  Help

Yt ]

o '

@

(E=32542-01 - 192.168.127.253
[set Device Date &Time -
@ Sync with PC () Manual Setting  Date: 2018/ 1/24 Timz: 12:30:28 2| {uTe
[AJJ v] Apply to All
[T Mo, Device Name Model Name (Cellular) IP Address CDA IP Address MAC Address
B o 2542-01 2542 192, 168.127.253 - 00-90-E8-5A-21-6E
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7. If Cellular Data Access software is required, enable the MX-AOPC UA Logger's Data supplement
through Cellular Data Access option at Tools > Data Supplement Settings. If Cellular Data Access
software is not required, continue with step 8.

RS SESSENESSSESESRRERRRRRR
General Settings

Retry Timeout 30 sec(s) (5 to 600, default: 30)

Retries 3 (0 to 10, default: 3)

Triggering Event

Data supplement after network reconnection
[| pata supplement on schedule

Everyday at 00:00

Data loss in the past ! 1 i day(s) (1 to 7, default: 1)

Da13 supplement through Cellular Data Access

IP Address B 0

Port 9400 (0 to 5535, default: 9400)

Folder for supplementary data

Fath C:Wsers\Public\Documents\Moxa\MXAOQPCL E]

Log Folder for Data Supplement on Demand

C:\Wsers\Public\Documents\Moxa \MXAOPCL o

o [ oo |

8. Ensure that the logger is in recording mode.

#{ MX-AOPC UA Logger E
File Server Logger Tools Runtime Help

IEABEEENIRGO088 44

- [
= ‘ Server Group Recording &
E 5 Server1(192. 168.127.200:53192) ——
| Automatically start recording when service starts running
Tag Selection
- & Logger Group List | | | -| |C|
Available Tags Selected Tags
Tag Name L » | | TagName
(B0
EAN|
o 0l
Server Mame  Tag Name Description 2
Serverl Sy 2542-01.A1-00 Desc I
Serverl Wy 2542-01.A1-01 Desc 3
Serverl Wy 2542-01.A1-02 Desc
Serverl iy 2542-01.A1-03 Desc -
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9. Disconnect the Ethernet connection between the Moxa device and the MX-AOPC UA Server. Wait longer
than the heartbeat interval (the ioLogik 2500’s default heartbeat interval is 30 sec.) plus the heartbeat
tolerance (the MX-AOPC UA Server’s default heartbeat tolerance is 30 sec.), and then check if the tag
status is “Disconnected” on the MX-AOPC UA Viewer. If it is disconnected, wait longer than the update
interval of the tags, and then reconnect the connection between the Moxa device and MX-AOPC UA
Server.

File Tools Help

1 Active Device List Tag Name Description Data Type Value Device timestamp (UTC) Time Zone  UTC+T.Z. Access Rights | Quality Update Count
%2542-01.»‘\]—00 Desc Float 0.000 05:54:08.000 2018/01/24 13:54:08.000 2018/01/24 Read-only Disconnected

(111 Modbus Device Group List ‘.9 2542-01.A1-01 Desc Float 0.001 05:54:08.000 2018/01/24 13:54:08.000 2018/01/24 Read-only Disconnected

- DeviceGroupl % 2542-01.A1-02 Desc Float 0.000 05:54:08.000 2018/01/24 13:54:08.000 2018/01/24  Read-only Disconnected
- Devicel & 2542-0LA1-03 Desc Float 0.0 05:54:08.000 2018/01/24 13:54:08.000 2018/01/24  Read-only Disconnected

& TagGroupl 25420101000 Desc Boolean 05:51:08.000 2018/01/24 13:51:08.000 2018/01/24  Read-only Disconnected
925420101001 Desc Boolean [ 05:51:08.000 2018/01/24 13:51:08.000 2018/01/24  Read-only Disconnected
25420101002 Desc Boolean 05:51:08.000 2018/01/24 :51:08.000 2018/01/24  Read-only Disconnected
925420101003 Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected
25420101004 Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected

9925420101005 Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected
25420101006  Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected
925420101007 Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected
¥ 2542-01.DI0-08  Desc Boolean 05:51:08.000 2018/01/24 :51:08. Read-only Disconnected
iy 2542-01.D10-09  Desc Boclean 05:51:08.000 2018/01/24 13:51:08.000 2018/01/24  Resd-only Disconnected
25420101010 Desc Boolean 05:51:08.000 2018/01/24 13:51:08.000 2018/01/24  Read-only Disconnected
¥y 2542-01.DI0-11  Desc Boclean 05:51:08.000 2018/01/24 3 Read-only Disconnected
% 2542-01.SysConn... System Con...  Boolean 05:54:58.818 2018/01/24 :54:58. Read-only Good

¥y 2542-01.5ysIPAd... Device IP Ad... String 05:54:58,818 2018/01/24 15458, Read-only Disconnected
2542-01.5ysMAC  Device MAC .. String . 05:54:58,818 2018/01/24 13:54:58,818 2018/01/24  Read-only Disconnected

Date Event
2018/01/24 13:56:20 The tag DeviceGroup1.Device 1. TagGroup 1.Tag 1 changes the quality from Bad to Disconnected
2018/01/24 13:54:59 The tag 2542-01.5ysConnect-00 changes the value from 1 to 0 |
2018/01/24 13:54:59 The tag 2542-01,5ysIPAddress changes the quality from Good to Disconnected 5
2018/01/24 13:54:59 The tag 2542-01.5ysMAC changes the quality from Good to Disconnected
2018/01/24 13:54:59 The tag 2542-01,A1-03 changes the quality from Good to Disconnectzd
2018/01/24 13:54:59 The tag 2542-01.A1-02 changes the quality from Good to Disconnected
2018/01/24 13:54:59 The tag 2542-0 1, A1-01 changes the quality from Good to Disconnectzd
2018/01/24 13:54:59 The tag 2542-01.A1-00 changes the quality from Good to Disconnected
2018/01/24 13:54:59 The tag 2542-01.D10-11 changes the quality from Good to Disconnected
2018/01/24 13:54:50 The tag 2542-01.D10-10 changes the quality from Good to Disconnected
an‘mmw:a 13:54:59 The tan 2547-01.010-04 channes the auality from Goad tn Disronnected 2
“ 1 ¥
Ready Time: 13:57:15

10. The pink and gray flashing light indicates that the logger is performing the data supplement process.

,

File Server Logger Tools Runtime Help

CERFEBPERONEKGO00S8S8S

= B Server Group Recording

- ﬁ. Server 1{192. 168. 127.200:53192) . .
Start Stop

|| Automatically start recording when service starl
Tag Selection
=& Logger Group List | - |
=& LoggerGroupl Available Tags
ﬁ- Loggerl [
Tag Mame
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11. After the data supplement process is complete, the light will change to red. The event log will show how
long the data supplement process took to perform, and the result of the supplement process.

& MX-AOPC UA Log

ile Server Logger Tools Runtime Help
o e e | p == == - = 5 =
TR BERENERL 00884
= - Server Group e E
‘ Server1{192. 168, 127.200:53192) p—
o) () |
[ Automatically start recording when service starts running
Tag Selection
El- 8 Logger Group List ‘ vl | v| E| B
=k ﬁ LoggerGroupl Available Tags Selected Tags
¥ ‘ Loggerl T
Tag Mame | » | Tag Name
| 3
[«] B
[«

Server Mame  Tag Name Description -

Serverl W 2542-01.A100 Desc o

Serverl W 2592-0LA101 Desc

Serverl W 2542-01.A102 Desc

Serverl W 2542-00.A103 Desc - 5
Date Time: Event =
2018/01/24 13:50:44 Data supplement {Auto) end.
2018/01f24 13:59:44 Finished retrieving log [from 2018/01/24 05:54:58 to 2018/01/24 05:58:41] from the device [MAC:00-30-e8-5a-21-6¢].
2018/01f24 13:59:42 Retrieving log 1/1 [from 2018/01/24 05:54:58 to 2015/01/24 05:58:41] from the device [MAC:00-90-25-55-21-5e]
2018/01f24 13:59:42 Connecting to the device [MAC:00-90-e8-5a-21-6€] for retrieving log from 2018/01/24 05:54:58 to 2018/01/24 05:58:41...

1581 Trying to connect to the device.
2018/01f24 13:58:44 Data supplement (Auto) begin.
2018/01f24 13:52:02 Data supplement (Auto) end.
2018/01f24 13:52:02 Finished retrieving log [from 2015/01/24 05:02:33 to 2018/01,/24 05:50:58] from the device [MAC:00-30-e8-5a-21-6e].
2018/01f24 13:52:00 Retrieving log 1/1 [from 2018/01/24 05:02:33 to 2018/01/24 05:50: 58] from the device [MAC:00-90-28-55-21-5¢] =
;,.l.ﬂ s ST = e i S AR sl e R R S X
Service Status : Running Time: 14:00:04 Data Supplement Queue: 0000

12. Open the database folder and note which files the supplementary data has been saved to.

. » Computer » Windows7_05(C:) » Users » Public » Documents » Moxa » MXAOPCLogger » DataComplement » 00-90-e8-53-21-6e

Organize « Open = Share with Print New folder

-

o Favorites MName Date modified Type Size
% Recent Places 2018-01-24-04-50-08_2018-01-24-05-52-08.csv 2018/1/24 75 01:... Microsoft Excel C... 59 KB
8 Downloads 2018-01-24-04-50-08_2018-01-24-05-59-48.csv 2018/1/24 T4 01:.. Microsoft Excel C... 66 KB
3 Dropbox | 2018-01-24-04-50-08_2018-01-24-06-45-58.csv 2018/1/24 5 02Z... Microsoft Excel C... 109 KB
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Testing the Data Supplement on Demand
Function

Take the following steps to test the data on the demand function.

1. Ensure the logger is in recording mode.

i MX-AOPC UA
File Server Logger Tocls Runtime Help
9 . E = = = = T = 4
DE®RBEB. QO&Ed :
= ' Server Group T E
5 Server1{192.168.127.200:53192) _
==
["] Automatically start recording when service starts running
Tag Selection
- & Logger Group List | v| i vi ‘(_',|
=) b e aarers Available Tags Selected Tags

Tag Name | W | Tag Name
L0
BN
[(«]

Server Mame  Tag Name Description o

Serverl & 2542-01.A1-00 Desc =

Serverl W 2542-01.A101 Desc 3

Serverl T 2542-01.A1-02 Desc

Serverl T 2542-01.A1-03 Desc -

MX-ACPC UA

2. Click the Stop Recording button to stop recording data, and then wait.
File Server Logger Tools Runtime Help

IR BPEBRNERGO0SdHSS

= u Server Group Recording
bt 5 Server1{192.168. 127.200:53192) |

Start |i stp |

[ "] Automatically start recording when service starts ¢

Tag Selection
ElH Logger Group List | v| |
EIiZ] Lo_ggerGroupl Available Tags
“eE=m -
Tag Mame ‘ |_.
[ »
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Click Logger Group List and then click the Data Supplement on Demand button. The default on-
demand period is one day in the past.

i MX-AOPC UA Logger

[= @] = ]

File Server Logger Tools Runtime Help

TERBEBNIRT 0088

=5 ' Server Group
.- [ Server1(192.168.127.200:53192)

B--g Logger Group List r -
LoggerGroupT StrtDate:  1/23/2018 v  StartTime (UTC):  7:36:35AM [5] CurentTime (UTC):

(| .4 Loggerl 2015/01/24 07:36:51
I EndDate:  1/24/2018 = End Time {UTC):  7:36:35 AM E Retrieve Cloge
Log Folder:  C:Wsers'\Public\DocumentsMoxaMXAOPCLogger'Logger_on_Demand E]
Timeout: 30 sec{s); Retries: 3 time(s)
i
Start Date Start Time End Time:
Date Time Event
2018/01/24 15:34:31 Stop recording logg
4 ]
Service Status: Running Time: 15:36:51 Data Supplement Queue: 0000
=

4. Click the Retrieve button to retrieve lost data in the defined period. The pink and gray flashing light

shows that the logger is performing the data supplement process.

 MX-AOPC UA Logger

=

File Server Logger Tools Runtime Help

IR BEEENIRGO0Sa s

(= ‘ Server Group
H 5 Server1{192.168.127.200:53192)

e —.
oo

Current Time {UTC):
2018/01/24 07:17:35

End Date:  1/24/2018 End Time (UTC):  7:14:51 AM E I Retrieve Close

StartDate:  1/23/2018 v StartTime (UTC):  7:14:51AM [ =]

=~ 8 Logger Group List

Log Folder:  C:\Users\Public\Documents\Moxa \MXAOPCLogger L ogger_on_Demand E]
Ul Timeout: 30 sec{s); Retries: 3 time(s)

Start Date Start Time End Date End Time Result
i 2018/01f23 07:1%:51 2018/01/24 07:14:51 Retrieving

il
I
M| Date Time: i
Il 2018/01/24 15:17:35 £
Wl 2018/01/24 15:17:18
2018/01f24 15:17:03 20130124_005331Y oggerl 201801
2018/01f24 15:17:02 - . £20130124 005331\oggerl 201801
2018/01f24 15:17:01 Retrieving log 1/3 [from 2018/01/23 07:14:51 to 2018/01/24 04:27:37] from the device [MAC:00-90-e8-53-21-6e]
2018/01f24 15:17:01 LoggerGroup 1.Logger 1: supplement data is saved to C:\Users\PubliciDocumentsMoxa\MXAOPCLogger\Logger\Logger1_20180124 005331 oggerl 201801
2018/01f24 15:17:01 Connecting to the device [MAC:00-90-e8-5a-21-6¢] for retrieving log from 2018/01/23 07:14:51 to 2018/01/24 04:27:37...
2018/01f24 15:17:01 Trying to connect to the device,
2018/01f24 15:17:01 Data supplement (Demand) begin, =
:‘lﬂ e T o L} T [
Service Status: Running Time: 15:17:36 Data Supplement Queue: 0000
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5. Once the retrieving process is finished, the Result column will show Complete.

ot Sppemst on e

StartDate: 1/23/2018 v StartTime (UTC):  7:18:17AM [ %‘;Efgﬂﬂeu?m,mc,}iu

EndDate:  1/24/2013 = EndTime (UTC):  7:18:17AM =] | Retrieve | | Close |
Log Folder:  C:'Users'Public\DocumentsMoxa\MXAOPCLogger \Logger_on_Demand | -
Timeout; 30 sec(s); Retries: 3 time(s)
Start Date Start Time End Date End Time Result
2018/01/23 07:14:51 20180124 07:14:51 Complete

6. To check detailed information, see the Log View at the bottom of the screen.

B MX-AOPC UA Logger _

TR BERPNERE 008 SS .

(= ‘ Server Group !
‘ Server 1(192. 168.127.200:53192)
- & Logger Group List
=& LoggerGroupl
O Loggerl
Date Time: Event 2
20180124 15:18:07 Data supplement (Demand) end.
2018/01f24 15:18:06 Finished retrieving log [from 2018/01,/24 06:45:59 to 2018/01/24 07: 14:50] from the device [MAC:00-30-e8-5a-21-6¢]. =
2018/01f24 15:18:05 LoggerGroup1.Logger 1: supplement data is saved to C:\Users\Public\DocumentsMoxa \MXAOPCLogger Y ogger\Logger 1_20180124_ 005331\ ogger1_201801}
2018/01f24 15:17:53 Retrieving log 1/1 [from 2018/01/24 06:45:59 to 2018/01/24 07: 14:50] from the device [MAC:00-30-e8-55-21-6¢]
2018/01f24 15:17:52 Connecting to the device [MAC:00-90-e8-5a-21-6¢] for retrieving log from 2018/01/24 06:45:59 to 2018/01/24 07:14:50...
2018/01/24 15:17:52 No data found [from 2018/01/23 07:14:51 to 2018/01/24 04:27:37] from the device [MAC:00-90-e8-5a-21-6¢] for supplement.
2018/01f24 151735 Retrieving log 3/3 [from 2018/01/23 07:14:51 to 2018/01/24 04:27:37] from the device [MAC:00-90-e8-5a-21-6¢]
2018/01f24 15:17:18 Retrieving log 2/3 [from 2018/01/23 07:14:51 to 2018/01/24 04:27:37] from the device [MAC:00-90-e8-5a-21-6¢]
2018/01f24 15:17:03 LoggerGroup 1.Logger 1: supplement data is saved to C:\Users\Public\Documents WMoxa\MXAOPCLoggerLogger Logger1_20180124_005331\Logger1_201501
2018/01/24 15:17:02 LoggerGroup 1.Logger 1: supplement data is saved to C:\Users\Public\DocumentsMoxa\MXAOPCLoggerLogger Logger1_20180124_005331\Logger1_201501
2018/01f24 15:17:01 Retrieving log 1/3 [from 2018/01/23 07:14:51 to 2018/01/24 04:27:37] from the device [MAC:00-90-e8-5a-21-6e]
2018/01f24 15:17:01 LoggerGroup 1.Logger 1: supplement data is saved to C:\Users\Public\DocumentsMoxa\MXAOPCLoggerLogger Logger1_20180124_005331\Logger1_201801
2018/01f24 15:17:01 Connecting to the device [MAC:00-90-e8-5a-21-6¢] for retrieving log from 2018/01/23 07:14:51 to 2018/01/24 04:27:37...
2018/01f24 15:17:01 Trying to connect to the device.
2018/01f24 15:17:01 Data supplement (Demand) begin. -
T i e — v
Service Status : Running Time: 15:19:34 Data Supplement Queue: 0000
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Testing the Data Supplement on Schedule
Function

Take the following steps to test the data on the demand function.
1. Ensure that the runtime service is NOT in run mode.
Fom

o meaorcuatogger S I S — - OO
- File 5Server Logger Tools Runtime Help

= Emm e = = = E ; : E - E
ICE R BPEBRANSK T O &4 &

= ' Server Group
|| ﬁ Server1(192, 168, 127, 200:53192)

2. Click Tools > Data Supplement Settings.

8
i MX-AQPCUA _

File Server Logger IIouIs Buntime Help

e e Data Supplement Settings ! -

Certificate Management

[ Server Group
|II “ System Log '
i m Server1(1¢

Change Password

Options

=8 Logger Group List
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3. Enable the Data supplement on schedule function, set the time (UTC Time) to a few minutes later
and data loss in the past to 1 day.

General Settings

|

Retry Timeout 30 sec(s) (5 to 600, default: 30)

Retries 3 (0 to 10, default: 3)
Triggering Event

Data supplement after network reconnection
Data supplement on schedule

Everydayat 18:15 L UTC time)

Data loss in the past 1 day(s) (1 to 7, default: 1)

Data supplement through Cellular Data Access

IP Address 6 .0 .0 .0

Port |2400 (0 to 65535, default: 9400)

Folder for supplementary data

Fath C:Wsers\Public\Documents\Moxa\MXAOQPCL E]

Log Folder for Data Supplement on Demand

C:\Wsers\Public\Documents Moxa \MXADPCL o}

[ ok ][ concel |

4. Start the run time service.

[ © . o . e

Eile Server Logger Tools Runtime Help

BRI 1 L R ICCERIEE

= ' Server Group
5 Server1{192.168. 127.200:53192)

Recording

[ sart || swp |

Automatically start recording when service starts running
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5. Start recording the logger.

I __Eile Server I_.crgget__ Tools Runtime Help

.

EEE

= ' Server Group

EEENS& G000

Recording

[ Automatically start recording when service starts running

Tag Selection
=& Logger Group List | vl | "| |E|
=5 LoggerGroupl Available Tags Selec
Q ‘ Tag Mame | W | Tag
L I

6. When the specified time elapses, the data supplement on schedule function will be triggered. It will
display the progress in the Log View as shown below.

‘File  Server Logger Tools Runtime Help

inNE& BERNERE0CO08SE 88
(=} ' Server Group R.emrding

i S Server1{192. 158, 127, 200:53192) \T\

|| Automatically start recording when service starts running

Tag Selection

= Logger Group List | v| | G|
E‘@ LoggerGroupl Available Tags Selected Tags

e

Tag Name | Tag Mame

Server Name  Tag Name Description
Serveri % 2542-01.A1-00 Desc
Serveri 5 2542-01.A1-01 Desc
Serverl 9y 2542-01.A1-02 Desc
Serverl Y 2542-01.A1-03 Desc

Event

Data supplement (Schedule) end.

Finished retrieving log [from 2018/01/28 10:19:54 to 2018/01/28 10:20:59] from the device [MAC:00-20-e8-5a-21-6¢].
Retrieving log 1/1 [from 2018/01/28 10:19:54 to 2018/01/28 10:20:59] from the device [MAC:00-90-e8-5a-21-68]
Connecting to the device [MAC:00-90-e8-5a-21-6e] for retrieving log from 20158/01/28 10:19:54 to 2018/01/28 10:20:59...
Finished retrieving log [from 2018/01/27 10:21:00 to 2018/01/28 10:16:40] from the device [MAC:00-90-e8-5a-21-6e].
LoggerGroup1.Logger 1: supplement data is saved to C:\Jsers\Public\Documents Woxa\MXACPCLogger\Logger \Logger1_20180124_005331\Logger |
Retrieving log 1/1 [from 2018/01,/27 10:21:00 to 2018/01/28 10:15:40] from the device [MAC:00-90-e8-5a-21-6¢]
Connecting to the device [MAC:00-90-e8-5a-21-6e] for retrieving log from 2018/01/27 10:21:00 to 2018/01/28 10:16:40...
Trying to connect to the device.

Data supplement (Schedule) begin.

Start recording all logger

UL

Service Status : Running Time: 18:22:27 Data Supplement Queue: 0000
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3. Configuration Console

Main Screen Overview

The MX-AOPC UA Logger’s configuration console displays settings for connected MX-AOPC UA Servers and
loggers. It also shows the logger runtime status.

File Server Logger Tools Runtime Help 2

" — E— . - U . P
I1ITE A BB BOY QO&EE &
&
=] ﬁ Server Group Recordig =
@ Server1(192. 168, 127.200:53192)
Start Stop
4 [ Automatically start recording when service starts running
Tag Selection
=8 Logger Group List [Serverl '] |{all Device '] =
Bi;l ‘a?gErGroupl Available Tags Selected Tags
Loggerl
Tag Name ol » Tag Name s
¥ DeviceGroup1.Device 1. TagGroup1.Ta ( E] % 2542-01. A1-00 El
Ty E2242-01.A1-00 E T 2542-01LAI-01
W E2242-01.A1-01 T 2542-01.A1-02 §
i E2242-01.A1-02 - E W 2542-01.A1-03
q . 3 % 2542-01.DI10-00 -
5

Server Mame  Tag Mame Description i
Serverl % 2542-01.A1-00 Desc A
Serverl W 2542-0LAI-01 Desc
Serverl ® 2542-01.A1-02 Desc
Serverl T 2542-01.A1-03 Desc -

Date Time Event

2018/01f28 16:47:47 MX-AOPC LA Logger runtime service is stop.

2018/01f28 16:33:13 Auto reconnect to Serverl success! (Service)

2018/01/26 23:14:33 Initiglizing database. ..

2018/01f26 23:14:33 LoggerGroup 1.Logger 1 is invalid. Mo tag is selected.

2018/01f26 23:14:30 MX-AOPC UA Logger runtime service is running. T

4| [

Service Status : Stopped 8 Timel64931 9

Data Supplement Queue: 0000 10

No. Zone Description

1 Software Title Displays the name of the software: MX-AOPC UA Logger
2 Menu Bar All configuration functions can be accessed from these menu items
3 Quick Launch Bar Frequently used icons

4 Server View All MX-AOPC UA Servers

5 Logger View All Loggers

6 Detailed View Detailed settings of the servers and loggers

7 Log View Logger Runtime logs

8 Runtime Service Status Shows if the logger runtime service is Running or Stopped
9 Logger Time Displays the Logger time (same as the PC's time)

10 Data Supplement Queue Displays the data supplement waiting items in the queue
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Menu Items

File
Use the File menu to manage project files.

B MX-AOQPC UA Logger - D:\chaﬂenk_cheniﬂmjnmalm

[E”E] Server Logger Tools Runtime Help

Mew Ctrl+N ;! &
Open... Ctr+-O0 F

O

Save Ctrl+5
Save As..,

1 AOPC_Loggerb.aog
2 AOPC_Loggerd.aog
3 A0PC_Logger3.aog
4 A0PC_Loggerd.acg
5 AOPC_Loggerl.aog

Exit

e New: Create a new project file.

e Open: Open an existing project file.

e Save: Save the current project.

e Save As: Save the current project file as another project with a different filename.
e Previous saved files: Quickly open previously saved project files.

e Exit: Close the Configuration Console.
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Server

Use the Server menu to edit MX-AOPC UA Server connection settings.

£ Mx-A0%C UA Loso I

File | Server | Logger Tools Runtime Help

- Discovery - E E E i. éa g& ‘i
i Connect =
& Disconnect

Delete 112:53192)

Properties

EIH Logger Group List
EIE LoggerGroup1

o Discovery: Discover MX-AOPC UA Servers and configure its connection settings.
e Connect: Connect the selected server.

 Disconnect: Disconnect the selected server.

e Delete: Delete the selected server.

o Properties: change the settings of the selected server.

/7  NOTE

The properties of a server cannot be changed either when the server is in connecting mode, or runtime
service is in running mode. Stop runtime service and disconnect the server connection before modifying
the server properties.
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Logger

Use the Logger menu to edit logger settings.

, |

File Server |Logger | Tools Runtime Help
(T = a— Mew Logger Group gg
Mew Logger

Delete

Start Recording
Stop Recording

Data Supplement on Dermand

Terminate Data Supplement

Properties

¢ New Logger Group: Create a new logger group.

¢ New Logger: Create a new logger.

o Delete: Delete the selected logger.

o Start Recording: Start recording for a selected logger group or a selected logger.
e Stop Recording: Stop recording for a selected logger group or a selected logger.

« Data Supplement on Demand: Retrieve lost data during a specified period. Refer to Testing Data
Supplement on Demand in Chapter 2.

¢ Terminate Data Supplement: Terminates all the data supplement waiting items in the queue.
e Properties: change the settings of an existing logger.

/7  NOTE

The properties of a logger cannot be changed either when the logger is in recording mode, or runtime
service is in running mode. Stop runtime service before modifying logger properties.
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Tools

Use the Tools menu to configure data supplement settings for certificate management, to access a system

log, to change a password, or to change console environment settings.

Ei MicA0PC UA Logo

File Server Logger | Tools | Runtime Help

e — Data Supplement Settings ! ﬁ

LHS B .

- ﬁ Server Group

Certificate Management

Systemn Log 3
Change Password

Options

=8 = §1 ogger Group List
=

e Data Supplement Settings

General Settings
Retry Timeout 30 sec(s) (5 to 600, default: 30)

Retries 3 (0 to 10, default: 3)

Triggering Event

Data supplement after network reconnection
[| pata supplement on schedule

Everyday at 00:00

Data loss in the past 1 | day(s) (1 to 7, default: 1)

[T Data supplement through Cellular Data Access

IP Address a .0 .0 .0

Port |9400 (0 to 5535, default: 9400)
Folder for supplementary data
Path C:-",LJ5er§‘;PL;Eii&:]ommentsﬁﬂnxai{ﬂmthCL; E]

Log Folder for Data Supplement on Demand
C:-",I_Jseré‘;FL:l.t;ii.aDomments.",iWoxaiMxAOPCL;

[ ok || cancl

» General Settings:

O Retry Timeout: The retry timeout interval for retrieving supplementary data from a device’s

buffer.
O Retries: The number of retries allowed after a retry timeout.
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» Triggering Event: Enable the following functions if the Moxa products connected to an MX-AOPC

UA Server supports the data supplement function.

O Data supplement after network reconnection: Enable data supplement function after
network reconnection.

O Data supplement on schedule: Enable data supplement function on schedule at the specified
time. You can set the triggering time to every day at a specific time. The data loss period can
be set to 1 to 7 days in the past.

> Data supplement through Cellular Data Access: Enable this function if the Moxa products
connected to the Cellular Data Access software support the data supplement function.

O IP Address: The IP address of the Cellular Data Access software.

O Port: The listen port of the Cellular Data Access software.

> Folder for supplementary data

O Path: The folder path to which the system can temporarily save supplementary data. Click

to change the folder path. Click E] to open the folder. Delete the supplementary

data files after the data is written to the database.
> Log Folder for Data Supplementary on Demand

O Path: The folder path to which the system can temporarily save the log files of the

supplementary data on demand. Click to change the folder path.

¢ Certificate Management

If the security policy of the MX-AOPC UA Server is set to aside from None, importing an OPC UA client’s
CA (Certificate Authority) file into the MX-AOPC UA Server, and exporting the MX-AOPC UA Server’s CA
file to OPC UA Clients are both required.

Click the Trust Servers tab, click Import, and select the server’s CA file to import it into the MX-AOPC
UA Logger. Click Export to export the selected certificate. Click Remove to remove the selected
certificate. Click Trust to trust the selected certificate. Click View Certificate to view the selected
certificate.

Trust Servers | Instance Certificates

Server Name URI

wd MX-AOQPC UA Server urn: CHARLESCHEN-MNE:MX-AQPC UA Server

4 | mn b
Export... Remove Trust View Certif
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Click the Instance Certificates tab and click Export Logger Certificate to export the MX-AOPC UA
Logger’s CA file to OPC UA Server.

contonertamoemet [ =
Trust Servers | Instance Certificates |

[ View Logger Certificate. .. | Certificate MX-0PC UA Logger is from
1/9/2018 4:24:45 PM to 12/14/2022
4:24:45 PM

[ Export Logger Certificate. .. ]

[ Reizsue Certificate ]

Com ]

/7  NOTE

After reissuing certificates or re-installing the MX-AOPC UA Logger, you will need to export the Logger
Certificate to the OPC UA Server again.

e System Log

4 MX-AOPC UA Logge:

File Server Logger | Tools | Runtime Help

el Data Supplement Settings | @
|

QO& &

System Log k Save to Text File

= ﬁ Server Group

Certificate Management

Change Password Hieseh Sy stens Lo

Options !
B o |

» Save to Text File: Save the MX-AOPC UA Logger’s system log to a text file. You will be required to
enter a password (default password = moxa).

Systern Log Settings

Verify Password . e S

Please enter password;:

| o J[ canel ]|
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> Reset System Log: Reset the MX-AOPC UA Logger’s system log. You will be required to enter a

password (default password = moxa).

MX-AOPC UA Lugc_f_rA e

_ Verify Password . X ]
é Do you want to reset system log? P
snen
L Ys J[ N | | | ok || cancel

» System Log Settings: Defines the maximum number of records that can be saved in the MX-AOPC
UA Logger’s system log (values can range from 1 to 30000; the default value is 30000).

Event Records: 30000 {1~30000)

| | Cancel]!

Change Password: Change the MX-AOPC UA Logger’s system password. The password is required
when updating configurations to System Runtime, saving system logs to a text file, or resetting the
system log (length: 4 to 128; acceptable characters: A to Z, a to z, 0 to 9, Symbols; default: moxa).

COld Password;:

Mew Password:

Confirm Password:

——  —

Options: Configure environment settings for the MX-AOPC UA Logger’s configuration console.

e

Configuration File

Automatically save configuration every 10 : : min(s) (1 to 30, default: 10)

Automatically save configuration before exiting this console

| ok || cancel |

/  NOTE

If Automatically save configuration every xx min(s) is enabled, the configuration file will be
automatically saved only when a filename is defined. Be sure to save your configuration file after creating

a new project file.
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Runtime

Use the Runtime menu to Start, Stop, or Reinitialize Server Runtime Service.

File Server Logger Tools Iﬂuntime Help

- —. —— ‘ ﬁ Start Runtime Service ﬂ

ik Stop Runtime Service

& a Server Group Reinitialize Runtime Service
------- ﬁ Server1(192, 168, 12 TTF53197] i

Help

Use the Help menu to launch the Logger’s help documentation, to check the Logger’s license status, to add
a license file, or to check the logger version.

1 MX-AOPC UA Logger IR

Eile Server Logger Tools Runtime !_]
ﬁ ﬁ ﬁ Legger Help
Licensing r
=P ﬂ Server Group About..,
------- ﬁ Server1(192.168.12,112:53192] | I

e .— amdaw

X

Ctart

e Logger Help: Launch the MX-AOPC UA Logger’s help documentation.
e Licensing

File Server Logger Tools Runtime!

— —. - ﬁ ﬂ j LoggerHeIp Y 4

Licensing License Info

= a Server Group About... Add License File
------- B Server1(192.168.12.112:53192)

Deactivate License

| Start

» License Info: Displays the Logger’s User Code, License Status, and the Time Remaining on the
license. Refer to License Registration and Activation to learn how to activate the license.

e e

User Code: 464EB14358CD

License Status: Free Version
The max, number of Server: 1

The max. number of Logger: 1
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» Add License File: Import a license file after completing the license registration process. Refer to
License Registration and Activation to learn how to activate the license.

> Deactivate License: Deactivate the current paid license version and load factory default settings.
Note that when you deactivate the license, your license file and runtime configurations will be
deleted. Be sure to back up your runtime configurations before executing a license deactivation
procedure.

e About: Displays the MX-AOPC UA Logger’s version number and build number.

0
Moxa MX-AOPC UA Logger 1.0 build 16040818
|

g:j Copyright {C) 2016 Moxa Inc.
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4. Server Management

Server Discovery

In this section we explain how to discover an MX-AOPC UA Server.

An MX-AOPC UA Logger can discover MX-AOPC UA Servers installed on a local or remote computer. First,
get the server endpoint, and then follow the onscreen instructions to discover the server. After the server
has been discovered, be sure to connect to the server before adding the tags into loggers for recording.

/  NOTE

The server discovery or server connection settings can only be configured when the runtime service status
is stopped. To stop the runtime, click the stop runtime icon on the quick launch bar.

L5

Getting the Server Endpoint from an MX-AOPC UA Server

1. Open the MX-AOPC UA Server configuration console by clicking Tools > OPC UA Settings > Server
Endpoint Settings. Be sure the status of the Server Endpoint is valid, and then copy the Server
Endpoint of the MX-AOPC UA Server.

Server Endpoints Settings M

URL Status
opc. tep: {192, 168. 12, 112: 53192 /MXACPC UAServer Walid

Metwork Interface: |Inte|{F'.} Ethernet Connection (3) 121841M r

Port Mumber: 53192

opc. tops {192, 168, 12, 112: 53192 MK ACPC UAServer

I Add I I Delete | | Apply I [ Close
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Go to Tools > OPC UA Settings > Security Policy Setting and confirm the MX-AOPC UA Server’s
security policy settings. The security policy applies to connections between OPC UA clients and the MX-
AOPC UA Server. Besides, you will need to configure Certificates Management settings on both MX-
AOPC UA Server (Tools > OPC UA Settings > Certificates Management) and MX-AOPC UA Logger
(Tools > Certificate Management). If only “"None” is selected, you only need to know the password
of the MX-AOPC UA Server.

Security Policy Setting *
Mone
Basic128Rsa15 - Sign
Basic128Rsal5 - Sign and Encrypt
Basic2565ha256 - Sign

Basic2565ha256 - Sign and Encrypt

Cancel

Discovering MX-AOPC UA Servers

1.

Go to the MX-AOPC UA Logger, right click a Server Group and then click Discovery in the pop-up
menu, or click the Server Group to select it and then click the Discovery icon on the quick launch
toolbar to discover MX-AOPC UA Servers.

,

resEEeesSRG/008 8

Discovery l

Select Local Server if the MX-AOPC UA Server and MX-AOPC UA Logger are installed on the same
computer, or click Remote Server Endpoint and type in the target Server Endpoint. Next, type in the
password of the MX-AOPC UA Server, and then click the Next button.

Discovery Server )
@ Local Server
[opc.tq:l:ﬂlgz. 168.12,112:53192/MXAOPC/UAServer -
(7) Remote Server Endpoint
Password Lk
< Back [ MNext = ] [ Cancel
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3. Change Server Name, and configure Security Policy and Security Mode to be the same as the MX-
AOPC UA Server's UA Settings. If necessary, update the Publish Interval, Sampling Interval, Queue
Size, or Discard Oldest settings, and then click Finish.

Discovery Server Lﬁj

Server Mame ~ Serverl (max. length = 30; =" is not allowed)

Server Endpoint:  opc.top:/f192.168. 12, 112: 53192/ MXAOPCUAServer

Security Policy INone - ]

Security Mode INone - I

Subscription Settings
PublishInterval IR | =)ms (0 to 86400000, default: 1000)
Keep Alive Count 10
Lifetime Count 1000
Monitored Item Settings
Sampling Interval 500

ms (-1 to 86400000, default: 500)

Queue Size 10 = (0 to 10000, default: 10)

Discard Oldest  [¥]

| < Back H Finish ]| Cancel l

> Server Name: Give a name for the connection of the MX-AOPC UA Server (max. length = 30; a
period “.” is not allowed). The server name should be unique and cannot be changed after you click
Finish.

Server Endpoint: The server endpoint of the discovered MX-AOPC UA Server.

Security Policy: Configure the same security policy as the MX-AOPC UA Server.

Security Mode: Configure the same security mode as the MX-AOPC UA Server.

Subscription Settings: Configure the subscription settings for MX-AOPC UA Logger to receive OPC

tag data from the MX-AOPC UA Server.
O Publish Interval: The publish interval defines the rate at which the Server sends OPC tag data
to the Logger (unit: ms; values: 0 to 86400000; default: 1000; 0: the fastest practical rate).
O Keep Alive Count: The keep alive count defines the number of publish intervals that must
expire before a keep alive message is sent to MX-AOPC UA Server.
O Lifetime Count: The lifetime count defines the number of times of publish interval can expire
without the MX-AOPC UA Logger sending data updates or keep alive messages before the
server deletes the subscription.
¢ Monitored Item Settings
> Sampling Interval: The sampling interval defines the rate at which the server checks for changes
in the monitored device readings (unit: ms; values: -1 to 86400000; default: 500; the default
interval set by the server: -1; the fastest practical rate: 0).

» Queue Size: The queue size defines the number of data updates that the OPC UA Server will queue
for the subscription

> Discard Oldest: The discard oldest defines the discard policy of the queue. When checked, the
oldest notification in the queue will be discarded and will not be sent to the MX-AOPC UA Logger.
When unchecked, the latest notification will be discarded and will not be sent to the MX-AOPC UA
Logger (default setting: enabled).

YV V V V
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Server Connection

In this section, we explain how to connect to the discovered MX-AOPC UA Server, and how to change the
connection settings.

Connecting to the discovered MX-AOPC UA Server

Before configuring the logger, you must first connect to the discovered MX-AOPC UA Server to get the OPC
tag list from the servers.

1.
2.

Ensure the runtime service is stop.

Right click the server and click Connect in the pop-up menu, or click the server to select it and then
click the Connect icon on the quick launch toolbar. The server should now be connected to the MX-

AOPC UA Logger.

e pEenssa 00888

=] , Server Group
ver1(192.168. 127.200:53192)

Server Endpoint: opc. top: [{192, 168. 127, 200:53192/MXACPC fUAServer

Connect
B E Policy: N

Disconnect Sty bokcy one

Delete Security Mode:  None
[=+- B4 Logger Group List 7 =

BE LoggerGroupl fpedicy Subscription Settings Manitored Item Settings
‘4 Logger1
Publish Interval: 1000 ms Sampling Interval: 500 ms
Keep Alive Count: 10 Queue Size: 10
Lifetime Count: 1000 Discard Oldest:  Yes

Date Time Event

4 | 1

Data Supplement Queue: 0000

Service Status : Stopped I Time: 18:38:41

ot T, e

T ERAEEBNERE 0088 88 |

Sk ‘ Server Group ‘ ‘

Server 1(192, 168, 127, 200:53192)

Server Endpoint:  opc.top: /{192,168, 127, 200: 53192 /MXAOPC/UAServer

Security Policy: None
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Editing the connection settings of the discovered MX-AOPC

UA Server

Take the following steps to edit the connection settings of the discovered MX-AOPC UA Server:

Ensure the runtime service is stopped.

2. Right click the server and click Disconnect in the pop-up menu, or click the server to select it and then
click the Disconnect icon on the quick launch toolbar.

File Server Logger Tools Runtime H

(oo e B i, e

iCTEHE| BB

BN o8RG 0088 848

=5 s Server Group

Server1(192.168.127.200:53132) Server Endpaint:  ope.tep:/f192, 168, 127, 200:53192/MXACPC /UAServer
Connect
it Security Policy: Mone
Delete Security Maode: Mone
=5 Q;f Logger Group List s . .
(-3 LoggerGroupl Subscription Settings Monitored [tem Settings
i..4g) Logger1
Publish Interval: 1000 ms Sampling Interval: 500 ms
Keep Alive Count: 10 Queue Size: 10
Lifetime Count: 1000 Discard Oldest:  Yes
Date Time Event
20180128 18:45:40 Connect to Server 1 success!

4 1

Service Status : Stopped Tirme: 18:45:44

Data Supplement Queue: 0000

3. Right click the server and click Properties in the pop-up menu, or click the server to select it and then
click the Properties icon on the quick launch toolbar. Follow the onscreen instructions to edit the

settings.

[CET-T

File Server Logger Tools Runtime Help )
— e e | g - 3 @ N - = - . 3
ITER BPEBRNSRKGOCO0SE S8
P —
= F Server Group
Server1{192.168.127.200:53192) Server Endpoint: opc. tep: [f192. 168, 127, 200: 53192/ MXAOPC/UAServer
Connect
& Security Policy:  MNone
Disconnect
Delete Security Mode:  Mone
= H Logger Group List -
(=& LoggerGroupl Properties Subscription Settings Monitored Item Settings
ﬁ Logger 1
Publish Interval: 1000 ms Sampling Interval: 500 ms

NOTE

The server name cannot be changed after the initial setting. To change the server name, delete the
original server settings and then use the server discovery process to create a new one. Note that deleting
the server connection settings will delete all the related logger settings at the same time.
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Deleting the connection settings of the discovered MX-AOPC
UA Server

Take the following steps to delete the connection settings of the discovered MX-AOPC UA Server:

1. Ensure the runtime service is stopped.

2. Right click the server and click Delete in the pop-up menu, or click the server to select it and then click
the Delete icon on the quick launch toolbar.

T e )
File Server Logger Tools Runtime Help

_— . e - e - T - - - 3 3 3
IDE S BERNHK G008 448

= ' Server Group
‘ Server1(192, 168,137, 200:53192)

Server Endpaint: opc. tep: /192, 168. 127.200: 53192/MXACPC /UAServer

Connect
Disconnect Security Policy: None
Delete Security Mode: None

= § Logger Group List z X

=& LoggerGroupl mopeties ubscription Settings Monitored Item Settings
*-4g Logger1
Publish Interval: 1000 ms Sampling Interval: 500 ms
Keep Alive Count: 10 Queue Size: 10
Lifetime Count: 1000 Digcard Oldest:  Yes
Date Time Event
< [ 1 v
Service Status : Stopped Time: 18:52:13 Data Supplement Queue: 0000

3. Click OK to confirm that you would like to delete logger settings at the same time.

ocsorcvstooser ==

Deleting this server endpoint will delete all of the related logger settings at the
same time. Do you want to delete this server endpoint?

| ok || Cancel
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5. Logger Management

Logger Group

In this section, we explain how to use the configuration console to add, edit, and delete logger groups.

Adding a Logger Group to a Logger Group List

Ensure that the runtime service is stopped.

2. Right click the Logger Group List and then click New Logger Group in the pop-up menu, or click the
Logger Group List to select it and then click the New Tag Group icon on the Quick Launch toolbar.

File Server Logger Tools Runtime Help
I

ITE A BPEBAEgKG 0088 88
Bﬂ Server Group
. @ Server1{192. 158.127.200:53192)

Mew Logger Group

Start Recording

Stop Recording

Date Time Event

< [ n +

Service Status : Stopped Time: 18:55:07 Data Supplement Queue: 0000

w o

3. Type in the name of the logger group (max. length = 30 characters; “.” is not allowed) and then click

OK.
Logger Group PmpertyA e S

Logger Group Mame LoggerGroupl

{max. length = 30; ."is not allowed)

[ Ok I [ Cancel ]
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4. The new logger group will be added to the Logger Group List.

.”EI|E Server Logge[ﬂ

Tools Runtime Help

S e

S ! e

PEBOSKG

@@@@

s &

[=E - Server Group

------- E Server1{192, 168, 127, 200:531932)

Logger Name

(=5 ﬁ Logger Group List

" R

Editing a Logger

Group

Output

Right click the logger group and then click Properties in the pop-up menu, or click the logger group to
select it and then click the Properties icon on the Quick Launch toolbar.

& MX-AOPC UA Log

File Server Logger Tools Runtime Help

TereeengRacoss8ss

=38 ' Server Group

------- B Serveri(192.168.127.200:53192)

=g B Logger Group List

New Logger
Delete

Start Recording
Stop Recording

Properties

Deleting a Logger Group

Logger Mame Type

Output

Right click the logger group and then click Delete in the pop-up menu, or click the logger group to select it
and then click the Delete icon on the Quick Launch toolbar.

4 MX-AOPC UA Logger

File Server Logger Tools Runtime Help

TEss peRenggHoosgss

= - Server Group

------- ‘ Serveri{192.168.127.200:53192)

Logger Mame Type

=& Logaer Group List

New Logger
Delete

Start Recording
Stop Recording

Properties

Output
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Loggers

In this section, we explain how to use the configuration console to add, edit, and delete loggers.

Adding a Logger to a Tag Group

Ensure the runtime service is stopped.

2. Right click on the logger group that the logger will be added to and then click New Logger in the pop-

up menu, or click the logger group to select it and then click the New Logger icon on the Quick Launch

toolbar.

= H
[CEITmas. s L)
File Server Logger Tools Runtime Help

CEE BEBALHK 008888

[ ' Server Group
- [ Server1(192.168.127.200:53197)

[=-E4 Logger Group List

New Logger
Delete

Start Recording
Stop Recording

Properties

Logger Name Type Qutput

Date Time Event

7] n

Service Status : Stopped Time: 19:00:27

Data Supplement Queue: 0000
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3. Type in the logger's name, configure the data file type, database or Azure 10T, and then click Next.

Logger Settings X ]

Logger Mame _..!“ .!mi

(max. length = 30; only 20 if using Orade Database)

(@) Excel File:
Root Path: C:Wsers\Public\DocumentsMoxa\MXACQPCLogger \Logger E]
File separated every min. (default: 60)
() Access File:
Root Path: C:\Wsers\Public\DocumentsMoxa\MXACPCLogger \Logger
") Database:

tn

Source Mame:

[Ta]

~) Azure ToT:

Connection String:

< Back Mext = l [ Cancel I

> Logger Name: The naming rules of the logger name depend on the specifications of Microsoft
Excel, Access, SQL Server, Oracle Database, or Azure IoT. We can summarize the naming rules as
follows:
O Microsoft Excel (max. length = 30; the first four characters: a-z, A-z; the following characters:
0-9, a-z, A-Z, )
O  Microsoft Access (max. length = 30; the following characters are NOT allowed: . ! " []"',)
O Database Source Name (DSN) and Azure IoT (max. length = 30 (only 20 if using Oracle
Database); the following characters are NOT allowed: . [ ]',”)
» Excel File: Select this option if you would like to record data into Excel files. Configure the root path
for saving those files. Configure the time if you would like to separate the files by interval.
> Access File: Select this option if you would like to record data into Access files. Configure the root
path for saving those files.
> Database: Select this option if you would like to record data into a Microsoft SQL Server or Oracle
database. Refer to Appendix B for details on how to configure the database connection settings.
> Azure IoT: Select this option if you would like to record data in a Microsoft Azure IoT Cloud. Copy
the Connection String you got from Microsoft Azure and paste it into this field.
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4. Select the Data Field items, change the default names in the Table Field, change the order of the items,
and if necessary change the time format for the timestamp. Click Finish to save the settings.

Logger Settings X ]
Data Field *Table Field Data Type E]
<TAG_ID> <TAG_ID > String [z]
<VALUE:- <VALUE = String
<LNIT > “INIT > String
<SOURCE_UTC_TIMESTA... <SOURCE_UTC_TIMESTA... **DateTime
<SOURCE_TIMEZOME = <SOURCE_TIMEZONE = Float

[[] <paTa_TYPE=

[[] <SERVER_UTC_TIMESTA...
[[] <SERVER_TIMEZOME:
[ «quaLTY=

*max. length = 30; " #&4[]1{}""'?., ""are not allowed
** option: DateTime or 5tring

[7] automatically start recording when service starts running.

< Back ][ Finish l[ Cancel I

> Data Field: By default, data of <TAG_ID>, <VALUE>, <UNIT>, <SOURCE_UTC_TIMESTAMP>,
<SOURCE_TIMEZONE> will be recorded into the database. Data of <DATA_TYPE>,
<SERVER_UTC_TIMESTAMP>, <SERVER_TIMEZONE>, and <QUALITY> are optional. The time data
of <SOURCE_UTC_TIMESTAMP> and <SOURCE_TIMEZONE> in an OPC tag is added by Moxa’s I/O
device when the event occurs. The time data of <SERVER_UTC_TIMESTAMP> and
<SERVER_TIMEZONE> in an OPC tag is added by the MX-AOPC UA Server when the tag is received.

> Table Field: The name of each data field, which can be defined by the user, will be the column
name of the table in the database. The max. length is 30 characters.
The following characters are not allowed: ' # $[1{}"'?.,

> Data Type: The data type of the timestamp can be either DateTime or String type. If the second
value of the timestamp has decimal points, select String type to record the decimal point value into
the database. The DateTime format only supports integer values.

E: Move the selected item up.

E: Move the selected item down.

> Automatically start recording when service runs: Enable this function if you want the logger to
record automatically whenever the runtime service starts running.
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Editing a Logger

Take the following steps to edit a logger’s properties:

Ensure the runtime service is stopped.

2. Right click the logger and then click Properties in the pop-up menu, or click the logger to select it and
then click the Properties icon on the Quick Launch toolbar.

File Server Logger Tools Runtime ﬁeig

BLENYYTYY:

&7 008844

=8 . Server Group
i ‘ Server1{192, 168,127, 200:53192)

Recording

|_ Start ]| Stop |

[] Automatically start recording when service starts running
Tag Selection

=+ B4 Logger Group List
Bﬂ LoggerGroupl

Delete

Start Recording
Stop Recording

Properties

[Semerl v] IAH Device: v] @

Available Tags Selected Tags

Tag Name Tag Mame

¥ 2542-01,A1-00
W 2542-01.A1-01
Y 2542-01.A1-02
S 2542-01.A1-03 -
| F——

KR

»

m

Server Mame  Tag Mame Description

Date Time Event

4 ]

Service Status : Stopped Time: 19:08:49

Data Supplement Queue: 0000
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Deleting a Logger

Take the following steps to delete a logger:

1. Ensure the runtime service is stopped.

2. Right click the logger and click Delete in the pop-up menu, or click the logger to select it and then click
the Delete icon on the quick launch toolbar.

File Server Logger Tools Runtime Help

ﬁ“"\ﬁﬁﬁﬁi.@&@ Q0&8 88

(= - Server Group
oo [ Server1(192, 168,127, 200:53192)

Recording

[ st |[ swp |

Automatically start recording when service starts running
Tag Selection

=] B Logger Group List
=5 LoggerGroupl

Delete

Start Recording
Stop Recording

Properties

[servert - | [l Device - [c]

Available Tags Selected Tags

Tag Mame

W 2542-01.A1-00
W& 2542-01.A1-01
W 2542-01.A1-02
W 2542-01.A1-03 -
P —T— S

Tag Mame

KEFF

Server Mame  Tag Mame Description

Date Time Event

4 1L}

Service Status : Stopped Time: 19:14:26

Data Supplement Queue: 0000

3. Click OK to confirm that you would like to delete this logger.

x AORC us Looo= S

Do you really want to delete this logger?

%

Ok

Cancel ]
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Logger Recording

In this section, we explain how to use the configuration console to select tags for recording, to start or stop
recording, and to check the status of a logger.

Select Tags for Recording

Ensure the runtime service is stopped.
Ensure that the server is connected.
Click the refresh button to get the updated tags from the server.

ot T, e

File Server Logger Tools Buntime Help

ITEHFBERNUKGO0SHE S

Sk U Server Group TR =
m Server 1(192. 158, 127.200:53192) | ————
| st | Stop
[ Automatically start recording when service starts running
Tag Selection
E|H Logger Group List [Serverl V] [AJI Device ']E@ l H
E!@ E?QE’G"’“DJ- Available Tags elected Tags
.4G) Loggerl
Tag Name 58 » Tag Mame
i 2542-01,A100 A E
¥ 2542-01.A101 E
Wy 2542-01.A1-02 L
W 2542-01.A1-03 - E
] i 3
Server Name  Tag Name Description
Date Time: Event
< [ m 3
Service Status : Stopped l Tirme: 19:15:59 Data Supplement Queue: 0000
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4. Select the tag in the Available Tags list and click the arrow button to add it into the Selected Tags list.

Tag Selection

[Ser'u'erl v] [All Device

Available Tags

-] [c]

Selected Tags

Tag Mame

L DAC-01.AT-00

%y DAC-01.AI-01
%y DAC-01.AI-02
i DAC-01.AI-03
4| 1

20

Tag Mame

1 |

T

Server Name — Tag Mame

Description

> E: add all tags into the Selected Tags list.

> E: add a selected tag into the Selected Tags list.

> E: remove a selected tag from the Selected Tags list.

> E: removed all tags from the Selected Tags list.

5. The data from the tags in the list shown below will be recorded after the logger is in recording mode.

Tag Selection
[Seruerl v] [All Device v]
Available Tags Selected Tags
Tag Mame E » ; Tag Mame 5=
E] T DAC-01.AT-00 L4
E] T DAC-01.AT-01
W DAC-0L.AI-02
E] Wy DAC-01.AT-03 -
i T | » E" 1 |I|

Server Mame — Tag Mame

Serverl ¥y DAC-01.AI-00

Serverl %y DAC-01.AI-01
Serverl W DAC-01.AI-02
Serverl ¥y DAC-01.AI-03

Description
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Start or Stop Recording

Ll S

Ensure the runtime service is running.
Ensure the server is connected.
Ensure the logger is in ready mode (showed by green lights).

To record all loggers in one logger group, right click on the logger group and then click Start
Recording in the popup menu, or click the logger group to select it and then click the Start Recording

icon on the Quick Launch toolbar.

Eile Server Logger Tools Runtime Help

ﬁ““\ﬁﬁﬁﬁﬁ&@\@ﬂ@ﬁ

= , Server Group Logger Mame Output
E Server1(192.168.127.200: 53132’1 Loggerl Excel C:\Users\Public\Documents\Moxa \MXAOPCLogger \Logger \Logger 1_20180125_110...

B~ i;f Logger Group List
B.

New Logger
Delete

Start Recording
Stop Recording

Properties
Date Time Event
2018/01/28 19:17:58 LoggerGroup 1.Logger 1 sucessfully connected to database!
2018/01/28 19:17:58 Initializing database. ..
2018/01/28 19:17:54 MX-AOPC UA Logger runtime service is running.
4 ] +
Service Status : Running Time: 19:18:06 Data Supplement Queue: 0000

5. All of the loggers in the logger group will be in recording mode (showed by red lights).

File Server Logger Tools Runtime Help

= ' Server Group Logger Mame Output
------- E Server1{192. 168,127.200:53192) Loggerl Excel C:\Users\Public\DocumentsMoxa ¥

=& Logger Group List
ogaerGroupl
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6. To record a specific logger, right click on the logger and then click Start Recording in the pop-up
menu, or click the logger to select it and then click the Start Recording icon on the Quick Launch
toolbar.

—
# MX-AOPC UA Logger

File  Server Logger Tools Runtime Help

iITEH BEBNEKG00EHE 8S

B ' Server Group Recording
' Server1(192.168.127.200:53192) [

sart..| | stp |

[ Automatically start recording when service starts running

Tag Selection
(= H Logger Group List | e | | *, | E
Eﬁ LoggerGroupl Available Tags Sel
g Delete Tag Mame ol _T
Start Recording %
Stop Recording E

Properties

7. To stop recording, right click on the logger group or the logger and then click Stop Recording in the
pop-up menu, or click the logger group or the logger to select it and then click the Stop Recording
icon on the Quick Launch toolbar.

.

Flie Server Logger Tools Runtime Help

CEROE& G 00HES S

= . Server Group Logger Name
‘ Server1(152.168.127.200:53192) Loggerl Excel C:‘,L.Isers\PubIlc\DommentsWo

e—-—a-a
|‘—|_f

E|E:j Logger Group List

P osercrocnd

gl Logger1 New Logger
Delete

Start Recording
Stop Recording

Properties
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8. To check the recorded data, stop the runtime service and click the data folder of the logger. Open the
data file in the folder to check the recorded data.

File Server Logger Tools Runtime Help

TR R BEBRPNERFTO0O0S8SE

-
E- B Server Group Fecuting -
- [ Server1(192.158.127.200:53182) . s
Start Stop
[ Automatically start recording when service starts running
Tag Selection
E|§:f Logger Group List [Serverl '] [AJI Device '] @
E‘E ggarGrouul Available Tags Selected Tags
E Loggerl
Tag MName 5 » Tag Mame S A
W DeviceGroup1.Device 1.TagGroup1‘TaD E Wy 2542-01.A1-00 \il
¥y E2242-01.A1-00 E U 2542-01A1-01
¥ E2242-01.A1-01 ¥ 2542-01,A1-02
W E2292-01.A1-02 - E W 2592-01.A1-03
« n 3 W 2542-01.010-00 &
Server Mame  Tag Name Description |
Serverl W 2542-01.A1-00 Desc =
Serverl " 2542-01.A1-01 Desc |
Serverl W 2542-01.A1-02 Desc
Serverl W 254201.A103 Desc -
Property
Type: Excel .
Output: C:V.Jsers\PubI\c\DocumemsWoanAOPCLoggerV.ogger\Logger1_20180128_1].084(:
Table: Loggerl 5
Date Time Event
2018/01/28 19:25:20 MX-AOPC UA Logger runtime service is stop.
2018/01/28 19:23:38 Start recording logger group ‘LoggerGroup1'
al [ [
Service Status : Stopped Time: 19:25:49 Data Supplement Queue: 0000

L. ¥ Computer » Windows7_05(C:) » Users » Public » Documents

Organize = Include in library = Share with + Mew folder

W0 Favorites ks
"2l Recent Places @ Loggerl_20180128 _110000.xls
4. Downloads

/7  NOTE

Be sure to close the Excel or Access file at the target root path before recording. Otherwise, the MX-AOPC
UA Logger cannot record data to the target file.

/7  NOTE

DO NOT open the spreadsheet when recording. Doing so will cause the file to be corrupted because it is
already opened by the MX-AOPC UA Logger service. To open the spreadsheet, stop the runtime service of
the MX-AOPC UA Logger, and then click the folder icon to access the file.
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Logger Status

The following table gives the meanings of the logger status indicator lights.

Light  [Color  status  [Note
The logger can be configured only when
runtime service stops.

Any configuration change will be updated to
the Logger’s runtime service after starting the
Solid Gray Configurable Mode runtime service. Without starting the runtime
service, any change will be discarded after the
configuration console is closed. Be sure to save
your project file when you close the
configuration console.

©

Solid Green Ready Mode The logger is ready for recording.

Solid Red Recording Mode The logger is recording.

The logger is not configured correctly, and
data is not being saved to the database.

®©©e 000

Solid Yellow Error Mode — Configuration Check the tag selection or database connection
of the logger.
A server related to some selected tags is
. |Flashing Red disconnected.
0 and Yellow Error Mode - Server Check the server connection or server’s
Endpoint settings.
" | Flashing Pink The logger |s.reFr|eV|ng supplementary data
and Gray Data Supplement Mode from the device’s buffer storage, or

supplementing data into the database.
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6. License Registration and Activation

Two versions of the MX-AOPC UA Logger are available. The trial version, which supports up to 1 MX-AOPC
UA Server connection and up to 1 data logger, can be installed and used for 30 days without registration. To
use the free version, you must submit a license registration. The free version only supports up to 1 MX-

AOPC UA Server connection and up to 1 data logger indefinitely. We summarize the two versions in the
following table:

MX-AOPC UA Server connection Data Logger License File
Trial Uptol Upto1l 30 days Not Required
Free Uptol Upto1l Unlimited Required

Take the following steps to register a license.

Step 1: Get the PC User Code from the MX-AOPC UA Logger’ s configuration console by clicking Help >
License.

License Info . ﬂ

User Code: 464EB14358CD

License Status: Free Version
The max. number of Server; 1

The max. number of Logger: 1

Step 2: Go to Moxa's website (https://www.moxa.com) and log in with your Moxa account and password,
or apply for an account if this is your first visit to the site. Navigate to Support > Software
License Management to access the license portal.

ContactUs | Partner Zone | MyMoxa Signin

MOX/\ Products Solutions How to Buy About Us Q
Product Support Repair & Warranty Resources
Software & Documentatio Product Repair Service/RMA Literature Library
Product FAQs Warranty Policy Case Studies
Security Advisorieg Article Library

( Software License Management ]

Software Life-cycle Policy

LEARN MORE )
Still need assistance with your Moxa product? CONTACTUS >
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Step 3: On the Software Licensing website, navigate to Products and Licenses > Activate a Product
License. Select MX-AOPC UA Logger from Product Type, select Free Version from Sub Product
Type, and enter the User Code.

[Products and Licenses v ]Download v So

_ ] N
View Activated Products I

[ Activate a Product License ]

Request an add-on or renewal License
Activate an add-on or renewal License

Transfer a Product License

Product Type MX-AOPC UA Logger
Sub Product Type Free License v
User code Enter your user code

Step 4: Download the license file to a folder on your PC.

Message notification

Your license has been activated, please download the license file from

below.
o

Step 5: From the MX-AOPC UA Logger s configuration console, click Help > Licensing > Add License
File to add the license file (.lic) to the MX-AOPC UA Logger.

£{ MX-AOPC UA Logger - Di\charleszk_che
File Server Logger Tools Runtlmel

— - ‘ ﬁ ﬁ i LoggerHeIp f ;
O Licensing * License Info

& ﬁ Server Group About... Add License File
------- E Server1(192, 168,12, 112:5319 ‘ | Deactivate License
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Step 6: After license activation is complete, go to Help > License Info to check the current license
status.

o ==

Your license has been activated. The new license will take effect after
runtime service restarts,

User Code: 464EE14353CD
License Status: Free Version
The max. number of Server: 1

The max. number of Logger: 1
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A. System Performance Reference

These performance results provide a reference for evaluating MX-AOPC UA Logger’s capability when
designing a system architecture. The results show the maximum number of tags of data that can be
recorded into the database without resulting in a data queue.
e CPU:i7-4790, 3.60 GHz
¢« RAM:8GB
¢ Operating System: Microsoft Windows 7
« Editor: Microsoft Office 2010 Access and Excel
o Database: Oracle database, Microsoft SQL Server, MySQL
e OPC UA Software: MX-AOPC UA Server & MX-AOPC UA Logger
e Cloud: Azure IoT
e Test Case:
» One database at a time
» Disabled data supplement function
» Only running real-time data recording function

Max. No. of Tags

Max. No. of Tags

Database Type Database (per 1 second) (per 5 seconds)
File Excel 2000 10000

File Access 3000 15000

DSN Excel 2000 10000

DSN Access 3000 15000

DSN Microsoft SQL 1300 6500

DSN Oracle 2000 10000

DSN MySQL 800 4000

Cloud Azure IoT 30 150
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B. Database Connection Settings

In this chapter, we explain how to connect a Logger to a Microsoft SQL Server or Oracle database.

1. Open ODBC Data Source Administrator by typing “odbcad32.exe” in the Windows Start search field,
and then click it.

Programs (1)
5 odbcad32.exe

”
)z" See more results

® | | Hibernate | L3

2. Click the System DNS tab and then click Add.

;! QDBC Data Source Administrator

lser D5SM | System DSN | File DSMN | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Mame Driver Add...

Remaove

Configure....

An QODEC System data source stores information abowut how to connect to
D; the indicated data provider. A System data source is visiblz to all users
- on this machine, including NT services.

| ok || Ccancel Apply Help
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3. Select ODBC driver for Oracle if you are using an Oracle database, and select ODBC Driver xx for
SQL Server if you are using a Microsoft SQL Server. In the example shown below, "ODBC Driver 11 for
SQL Server” is selected. Click Finish to go to the next step.

I

-

Create Mew Diata Source @
Select a driver for which you want to set up a data source.
3 MName Wi~
|
a Microsoft Text Driver (*bd; *csv) G
' | Microsoft Text-Treiber (*td; *cav) 6
Microsoft Visual FoxPro Driver 1
Microsoft Visual FoxPro-Treiber 1
QODBC Driver 11 for SAL Server 25
SGL Server 6|E|
SQL Server Mative Client 11.0 2=
4 | 1 | P
< Back Finish ] [ Cancel

/  NOTE

MX-AOPC UA Logger supports Oracle database (x86) and Microsoft SQL Server (x86) connections.

4. Type a name for the data source in the Name field. Click the Server field down arrow to search for
instances of SQL Server. Select your target SQL Server, and then click Finish.

I

-

Create a Mew Data Source to SQL Server @

Thig wizard will help you create an ODBC data source that you can use to connect to

e SQL Server.

.
= { What name do you want to use to refer to the data source?
SOL Server
Mame: MS5QL
How do you want to describe the data source?

Description:

Which SQL Server do you want to connect to?
el | F 11 N SGLEXPRES S| -

Finish || Net> | [ Cancel | [ Heb
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5.

Click Test Data Source to test the connection, or click OK to proceed.

ODBC Microsoft SQL Server Setup (25w

A new ODBC data source will be created with the following configuration:

Microsoft QDBC Driver for SQL Server Version 12.00.2000 -

Data Source Mame: M55GL

Data Source Description:

Server: IETTWINTSQLEXPRESS

Use Integrated Securty: Yes

Database: (Defautt)

Language: (Default)

Data Encryption: Mo

Trust Server Cerificate: No

Multiple Active Result Sets(MARS): Mo
Translate Character Data: Yes

Log Long Running Queries: Mo

Log Driver Statistics: No

Usze Regional Settings: Mo

Use AMS] Quoted Identifiers: Yes

Use AMSI Mull, Paddings and Wamings: Yes
Server Service Principle Name{SFPM):
Mirmar Server Service Principle Name(SPN):

Test Data Source .. ] [ OK ] [ Cancel

6. Click OK to complete ODBC Data Source settings.

P

; ODEBC Data Source Administrator

User D5SM | System DSN | File DSMN | Drivers I Tracing I Connection Poaoling I About |

System Data Sources:

-

Mame

(L]l ODBC Driver 11 for SQL Server B

Drriver Ad

ove

Al

Canfigure...

=]

An QDBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

| ok || Cancel Apply

=)
=
@O

=]
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7.

Open Microsoft SQL Server Manage Studio. Right click on Security > Logins > NT

AUTHORITY\SYSTEM, and then click Properties.

File

Edit

Object Explorer

View Debug Tools

- -2

L"x: Microsoft SQL Server Management Studic (Administrator)
Window  Help

#|J:§‘|NE‘WQUE['|" J:E‘I lﬁ?l HT 3

=

BEEBHBEE

+ I %
Connect~ ¥ " & o,
= @ CHARLESCHEN-ME (SQL Server12.0.5000.0 - HQIDC
Databases
Security
=] Legins
a £2MS_PolicyEventProcessinglogings
mx TEMS_PolicyTsqlExecutionLogin®®
5
a NT Service\MSSQL! Mew Login...
ma NTSERVICE\SQLSE Script Login as »
aa NT SERVICEWSQLWI
= MT SERVICE\Winrm Policies >
ﬂu = Facets
Server Roles
itk Start PowerShell
Cryptographic Provide Reports b
Audits
Server Audit Specificati Rename
Server Objects Delete
Replication
Always On High Availabilit e
Management Properties

Integration Services Catalogs
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8. Ensure the default database is master.

¥ Server Rdles

# User Mapping
& Securables
& Status

ﬁ Wiew connection properties

IT Scipt = @ Hep

Ready

Login name:
@ Windows authentication

SQL Server authentication

NT AUTHORITYNSYSTEM

Password: |

Confirm passwaord: |

Specify old password

0ld password: |

[] Erforce password policy
[ Erforce password expiration
[] User must change password at next login

Mapped to cerficate |

Mapped to asymmetric key |

Map to Credential |

Mapped Credentials Credertial

Provider

| Remove

Default database: | master

]

Default language:

o)

OK

J [ Cance

MX-AOPC UA Logger User Manual

70



9. Ensure that Public for Server Roles is enabled.

IT Scipt ~ @ Hebp

Server role is used to grant server-wide security privileges to a user.

& Securables
& Status

Server roles:
bulkcadmin
dbereator
diskadmin
segadmin

SEcUntyadmin
serveradmin
setupadmin
sysadmin

ﬁ Wiew connection properties

Ready
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10. Enable the Master Database of the User Mapping, and enable the db_owner and public roles of the
master.

e R

IT Scipt = @ Hep

|Users mapped to this login:

Qﬁp Database User Default Schema

s master NT AUTHORITY\SYS. . dbo -
model
msdb
tempdb

[¥] Guest account enabled for: master

Database role membership for: master

. |[7] db_accessadmin
: db_backupoperator

ﬁ Wiew connection properties

Ready

[ ok || Canecel

11. Select the Database option when setting the Logger’s data destination, and then click Setting.

coorsenrs: R =

Logger Name Loggerl
(max. length = 30; only 20 if using Orade Database)
() Excel File:
Root Path: C:\Users\Public\Documents Moxa \MXAOPCLogger \Loaaer | |

Dutput Folder:  Loggerl 20180128 110340
File separated every |s|j v| min. (default: 60)

() Access File:
Foot Path: | C:\Users\Public\Documents MoxaMXAOPCLogger \Logger | |j
Output Folder:
(@ Database:
Source Mame: [ﬂ
() Azure IoT:
Connection Sh-ing:l |

MX-AOPC UA Logger User Manual 72



12. Click the Machine Data Source tab, select the SQL Server data source, and then click OK.

-Selecl Data Source |23

File Data Source | Machine Data Source

Data Source Mame Type Description
dBASE Files User
Excel Files User
M5 Access Database User

Sysen

A Machine Data Source is specffic to this machine, and cannot be shared.
"User" data sources are specific to a user on this machine. "System” data
sources can be used by all users on this machine, or by a system-wide service.

[ oK || Cancdl || Heb

/  NOTE

DO NOT click NEW from this window to configure ODBC Data Source settings. You will not be able to
successfully connect the logger with the database.

13. The data source name is displayed in the Source Name field. Click NEXT to continue the Logger
Settings. Refer to Chapter 5 for information about the following settings.

Logger Mame Loggerl

(max. length = 30; only 20 if using Orade Database)

() Excel File:
Root Path: C:\Wsers'\Public\DocumentsMoxa \MXACOPCLogger \Logger
Dutput Folder:  Loggerl Z018012&_110&40
File separated every | &0 min. (default: 60)
() Access File:
Root Path: C: 'n,l_.lsers \Public\Documents Moxa\MXACPCLogaer \Logger
Cutput Folder:
@ Database:
Source Mame: MSSOL
) Azure IoT:
Connection String: |

< Back L Mext = ] [ Cancel
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